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Abstract

Sensor nodes are often organized into clusters to facil-
itate certain network operations such as data aggregation
and routing. Clustering protocols have to be protected in
hostile environments. Otherwise, an attacker can easily
mislead a cluster-based application by attacking the clus-
tering protocol. This paper proposes to protect such pro-
tocol by making clustering operationsaccountable. Three
techniques are developed for this purpose. Thesimple
neighbor validationprovides a simple yet effective way to
validate a sensor’s neighbors; thepriority-based selection
organizes clusters based on the sensor’s priority of being
a cluster head; and thecentralized detectionfurther en-
hances the security by detecting misbehaving sensor nodes.
Another appealing benefit of this protocol is that a sensor
node can make a clustering decision immediately once the
neighborhood information (the list of neighbors) is avail-
able. This further increases the difficulty of attacking the
clustering protocol. Finally, the theoretical analysis and
simulation study also show that the proposed protocol is ef-
ficient and effective in dealing with malicious attacks.

1 Introduction

A typical sensor network consists of a potentially large
number of low-cost, low-power, and multi-functional sen-
sors that communicate over short distances through wireless
links [1]. Sensor networks have received a lot of attention
due to their attractiveness in a variety of applications such
as target tracking and data acquisition. Many protocols have
been developed recently to support these applications.

Sensor nodes are often organized into clusters for effi-
cient and scalable in-network processing (e.g, data aggrega-
tion) [16], routing [20], data query [12], and broadcast [25].
Many protocols have been developed for efficient cluster-
ing [2,3,5,6,8,20,23,32]. However, they can only work in
benign environments. In hostile environments, an adversary
can launch many attacks against these protocols. For exam-
ple, the attacker may fool the sensor nodes that are far from
each other into forming a cluster or hijack the role of clus-
ter heads by forging certain information such as the node

IDs. In either case, cluster-based applications such as data
aggregation may fail. This motivates the study in this paper.

However, protecting clustering protocols is quite chal-
lenging. First, the sensor nodes in the same cluster need to
be physically close to each other in localized computations
such as data aggregation. This is very difficult to guarantee
in hostile environments. For example, an adversary can cre-
ate wormholes [18] or invisible nodes [24] to fool the sen-
sor nodes that are far from each other into forming a cluster.
Second, sensor nodes are usually deployed in an unattended
manner. An adversary can easily capture and compromise
a few nodes [15]. When a sensor node is compromised, it
can setup a neighbor relation with any node. An example of
such an attack is the node replication attack [26] where the
attacker duplicates the compromised node at many places.
As a result, they can join many clusters even if authentica-
tion and encryption are employed.

Another challenge is the resource constraints on sensor
nodes, which makes it impractical to apply well-studied but
expensive mechanisms. On the other hand, the attacker may
have powerful computing devices (e.g., PDAs or Laptops)
and extensive knowledge about the network.

This paper presents an efficient and resilient protocol
for clustering in sensor networks. The main idea is to
make the clustering operationsaccountable. Specifically,
we propose three techniques,simple neighbor validation,
priority-based selectionandcentralized detection. The sim-
ple neighbor validation provides a simple yet effective way
to validate a sensor’s neighbors. The priority-based selec-
tion organizes clusters based on the sensor’s priority of be-
ing a cluster head and enforces the accountability of clus-
tering decisions made by sensor nodes. The centralized de-
tection further enhances the security of our approach by de-
tecting misbehaving sensor nodes using the log information
generated by the priority-based selection.

These three techniques result in a resilient cluster for-
mation scheme. On the one hand, it is very difficult for
an attacker to fool the benign nodes far from each other
into joining the same cluster. On the other hand, a mali-
cious node can only impact a few benign nodes; it cannot
join many clusters or recruit many benign nodes far from
each other in its cluster without being detected. Another

1



appealing benefit is that a sensor node can make a cluster-
ing decision immediately once the neighborhood informa-
tion (the list of neighbors) is available. This property makes
it even harder to attack the cluster formation. In contrast,
most existing protocols require a sensor node to wait for
the decisions from many other nodes multiple hops away,
introducing additional vulnerabilities.

This paper is organized as follows. The next section re-
views existing clustering techniques. Section 3 gives the
system model and design goals. Section 4 describes our
technique. Section 5 presents the simulation evaluation.
Section 6 reviews the related work on sensor network se-
curity. The last section concludes this paper and discusses
the future work.

2 Existing Clustering Techniques

The main goal of clustering is to organize sensor nodes
into clusters to facilitate certain network operations such as
data aggregation. After clustering, the network is divided
into disjoint clusters. Every node is covered by one clus-
ter. Every cluster consists of a number ofcluster members
that arephysically close to each other. One of the cluster
members is used as thecluster headto manage the cluster.

Existing clustering methods fall into two categories,cen-
tralized clusteringanddistributed clustering. Centralized
clustering protocols require the global network knowledge
[5, 20]. Krishna et al. proposed a centralized technique
where the new node runs a centralized algorithm to create
new clusters and propagates the results to other nodes [20].
This method introduces substantial storage, communication
and computation overheads and thus is not desirable for
resource-constrained sensor nodes. Banerjee and Khuller
developed a centralized clustering scheme based on a span-
ning tree [5]. This method requires the knowledge of net-
work topology, which may not be always available.

Distributed clustering algorithms usually make decisions
based on localized information [2,3,6,8,23,32]. In general,
distributed clustering schemes introduce less communica-
tion cost when compared with centralized schemes. The
Linked Cluster Algorithm (LCA) constructs clusters us-
ing the node ID [3]. This algorithm was later improved
in [10]. The Weighted Clustering Algorithm (WCA) con-
structs clusters based on several node properties, including
the number of neighbor nodes, the transmission power, the
battery-life and the node mobility [23]. The Distributed
Clustering Algorithm (DCA) constructs clusters based on
the weight associated with each node [6]. This weight is
generic and can be defined based on different sensor ap-
plications. The Distributed and Mobility-Adaptive Cluster-
ing Algorithm (DMAC) improves DCA by adding mobility
support [6]. All these schemes generateone hop clusters
where the cluster members are no more than one hop away
from the cluster head. The Max-Mind-cluster Algorithm

is able to construct clusters consisting of the nodes that are
no more thand hops away from the cluster head [2]. Some
other clustering protocols use probability-based approaches
to elect cluster heads [4,16,32].

3 System Models and Design Goals

This paper considers static sensor networks where the
sensor nodes do not change their locations after deploy-
ment. The network consists of the resource-constrained
sensor nodes and the powerful and resourceful base sta-
tions. The sensor nodes are randomly scattered to moni-
tor the events in the field; they need to be organized into
clusters to help certain network operations such as data ag-
gregation after deployment. The base stations are used to
collect/process the monitoring results or act as gateways to
the traditional networks.

Attack Models: An attacker can launch many attacks
against clustering. For example, he can simply perform a
denial-of-service (DoS) attack to block the wireless chan-
nel. The shared channel model [13] is largely useless here
since the attacker may disrespect such model. This DoS
attack is simple but common to the protocols in sensor net-
works; there are no effective ways to stop an attacker from
mounting such attack. Therefore, We strongly believe that
a security protocol would be “good enough” if the only at-
tack impact is equivalent to blocking the channel. Since the
security of the whole system is determined by the weak-
est point, and an attacker can always block the channel, the
“good enough” security will not reduce the security of the
whole system. We thus focus on those “stealthy attacks”
whose goal is to mislead the cluster formation (e.g., recruit-
ing the nodes far from each other in the same cluster). We
assume that an attacker can eavesdrop, modify, forge, replay
and interrupt network traffic. We assume that the attacker
can compromise a small number of nodes. We also assume
that replicated nodes may be created and placed [26].

Design Goals: An important property for a clustering
protocol is that the members of the same cluster are physi-
cally close to each other. This is critical for many applica-
tions such as data aggregation [16]. For convenience, two
nodes are said to befar awayif they do not share any actual
benign neighbor. For example, if the signal range can be
modeled as a circle with radiusR, two nodes are far away
when they are at least2R meters away.

Our overall goal is to make it as difficult as possible to
fool the nodes far from each other into joining the same
cluster. This means thata benign node will not join another
benign node’s cluster if they are far from each other, and a
malicious node cannot join many clusters or recruit many
benign nodes far from each other. Note that we do not stop
the attack that prevents a benign node from joining a par-
ticular cluster since this can be easily achieved by blocking
the channel of the node no matter how we do.



We considerd-hop clusters. A node may use an inter-
mediate node to reach the cluster head. This intermediate
node is calledthe uplink node. In our technique, we have
every node join the same cluster as its uplink node, which
allows us to make an immediate clustering decision without
the need for the decisions of other nodes. For convenience,
whenu usesv as its uplink node, we say “u joins the cluster
throughv ” or “ v directly recruitsu”.

In an ideal situation, the security goals would be for-
mally stated and clearly provable. Since this is difficult in
the present situation, we define our goals vaguely in the fol-
lowing with the understanding that our quantifiable results
later will show progress towards a complete solution for se-
cure clustering.

• Security Goal 1:It is unlikely for a benign sensor node
to select another benign sensor node (pre-determined
cluster head) that is far away as its uplink node.

• Security Goal 2:It is difficult for a malicious node to
join many clustersthroughbenign sensor nodes.

• Security Goal 3:It is difficult for a malicious node to
directlyrecruit many benign nodes far from each other.

Achieving secure clustering may reduce the performance
of the protocol such as the quality of the clusters. However,
in hostile environments, we believe that it is reasonable to
trade off performance for security since without security,
the clustering protocol will immediately fail under attacks.
Although security is our number one concern, we still ex-
pect our technique to construct quality clusters (e.g., with
even cluster sizes) and be efficient in terms of storage, com-
putation and communication.

Note that a complete solution for clustering has to ad-
dress cluster maintenance issues such as re-organizing clus-
ters and re-electing cluster heads for load balancing. In this
paper, however, we focus on the first step of clustering,the
initial cluster formation. This serves as the start point to-
wards a complete solution for secure clustering.

4 Secure Neighbor-Aware Cluster Formation

This section presents our technique for resilient cluster
formation. We will first overview the protocol before pre-
senting the scheme and analyzing its performance.

4.1 Protocol Overview

Our protocol uses the neighborhood information to form
clusters. We propose three ideas to make the cluster forma-
tion accountableand detect malicious attacks.

Simple Neighbor Validation: Our first security goal in-
dicates that a benign node should not select another benign
node far away as its uplink node. The major issue is to ver-
ify whether two benign nodes are indeed close to each other.
Many wormhole detection techniques can be used for this
purpose [17,18,22,28]. These techniques take advantage of

location information [18], round trip time (RTT) [18], spe-
cial hardwares [17], and topology constraints [28] to make
sure that two benign nodes are indeed neighbors. In this pa-
per,we will not spend our effort on doing the same kind of
verification. Instead, we only assume the deployment of a
wormhole detection, which can verify whether twobenign
nodes are indeed neighbors with a certain accuracy.

Since current wormhole detection methods are imper-
fect, a sensor node will have a lot of false neighbors under
large-scale wormhole attacks. Having many false neighbors
often causes trouble for many protocols. With the “good
enough” security in mind, we propose to simply shut down
the victim nodes for a certain period of time since generat-
ing incorrect results often causes more damage to the sys-
tem. It can also save the energy on the victim nodes.

A common issue of shutting down sensor nodes is that
the malicious nodes may generate more negative impact
on the network when there are fewer benign nodes left in
a given area. Remember that an attacker can always shut
down any benign node by simply blocking its communica-
tion. In this sense, shutting down benign nodes under attack
for a certain period of time will not reduce the security of
the system. On the other hand, we strongly believe that this
issue can be addressed more effectively by the upper level
application. For example, a cluster should provide correct
aggregated results as long as the majority of its members
are benign.

Our basic idea is tocheck whether there are attacks in-
stead of whether two nodes are neighbors. Large-scale
wormhole attacks will likely generate a large number of
neighbors for the victim node. If a node notices a large
number of neighbors, it can conclude that there might be
malicious attacks. Obviously, there will be false positive
cases. We will discuss how to reduce the false positive rate
later. Note that small-scale wormhole attacks may bypass
the above idea. However, we note that two neighbors usu-
ally share a large number of neighbors in benign situations.
This can be used to find those more trustworthy neighbors.

Priority-Based Selection: The priority-based selec-
tion pre-determines a set of nodes that may become cluster
heads. Apre-determined cluster headwill form a cluster if
it decides to be a cluster head. This idea prevents an attacker
from turning a normal sensor node into a cluster head even
if this node is compromised. In contrast, many existing pro-
tocols allow the attacker to compromise any node and turn
it into a cluster head. The pre-determination does not have
any additional overhead after deployment.

It is possible that some sensor nodes cannot find a
pre-determined cluster head in their neighborhood when
needed. However, as we will see in our analysis, the chance
of this happening can be made very small as long as there
are a reasonable number of neighbors. Considering the se-
curity advantage of pre-determining the cluster heads, we



decide to choose this option.
We construct clusters based on thepriority numberas-

signed to every pre-determined cluster head. This number
is embedded in the node ID and is is used to decide which
cluster to join. A large value implies a high priority of re-
cruiting nodes. As we will see, the priority-based selection
allows a node to make the clustering decision immediately
once the neighbor lists are available. This certainly makes
our protocol more resilient. In contrast, most existing pro-
tocols have a sensor node wait for the decisions from many
other nodes multiple hops away before making its own de-
cision. This often becomes a critical security issue since
it makes the DoS attack easier. For example, an adversary
may disrupt the clustering process at a large area by block-
ing the channel at a few nodes. Although we focus on the
“good enough” security, we still don’t want to make the at-
tacker’s job easier than the simple channel blocking attack.

The accountability is enforced when a node joins a clus-
ter or recruits members. We use the neighbor relations to
log the clustering activitiesindirectly to enforce the ac-
countability. More specifically, when a node wants to di-
rectly recruit another node, it has to share a large number
of common neighbors with this node; when a node wants
to join a cluster through a benign node, it has to collaborate
with a sufficient number of neighbors. Intuitively,the more
often a malicious node behaves incorrectly, the more neigh-
bor relations it needs to establish. Indeed, for any node in
our protocol, joining many clusters through benign nodes or
directly recruiting many benign nodes far from each other
will lead to the establishment of a large number of neighbor
relations, providing evidences for detection.

Lightweight Centralized Detection: It is generally be-
lieved that centralized protocols are not desirable for sensor
networks due to the high communication cost. However,
we strongly believe that lightweight centralized schemes are
often practical in sensor networks. The reasons are as fol-
lows. First, most applications such as data acquisition are
actually centralized. Sensor networks are often capable of
disseminating a few packets from every node to the base
station. Our method collects the neighbor lists of sensor
nodes, which are usually stable for a static sensor network.
Hence,only a few packets are needed from every node dur-
ing its lifetime. Such communication only happens when
there are new nodes added. Second, a centralized scheme
is usually simpler and more effective since the base station
has all the necessary information and can be trusted. Third,
a node can make its clustering decision independently from
the detection unless there are misbehaving nodes need to be
revoked.

The detection method simply checks the number of
neighbors for every node. If a node has a significantly large
number of neighbors, it is very likely that this node has
been compromised. Again, this will generate false positive

cases, and we will discuss how to make it as low as possi-
ble. Hence, in order not to be detected, a malicious node has
to reduce its malicious clustering activities. As a result,the
compromise of a node can only impact a few benign nodes.

4.2 Protocol Description

Our protocol needs a pairwise key establishment pro-
tocol that can guarantee a shared key between every two
nodes. Since the priority number is embedded in the node
ID, an additional requirement for this protocol is the bind-
ing of the IDs with the keys to simplify the authentication
of the priority number. In other words, once a node es-
tablishes a cryptographic key with another node, they both
should be able to authenticate the ID as well as the prior-
ity number of the other party. One candidate scheme that
meets these requirements is Blundo’s pairwise key distribu-
tion scheme [7]. We will use this scheme in our protocol.

Blundo’s scheme works as follows. Every nodeu is
assigned with apolynomial sharef(u, x) from a t-degree
symmetric polynomialf(x, y), which has the property of
f(x, y) = f(y, x). The polynomialf(x, y) is only known
by the base station. To establish a pairwise key withv, u

only needs to computef(u, v), which equalsf(v, u), the
value that can also be computed byv. There is no addi-
tional communication cost involved. This simple method
binds the IDs with the keys and can tolerate up tot com-
promised nodes [7]. For simplicity, we assume that every
message betweenu andv is authenticated and encrypted by
the keyf(u, v) = f(v, u). We do not consider the situation
when a large number of nodes are compromised since most
applications will fail in this case.

Initialization: Before deployment, the base station ran-
domly generates at-degree symmetric polynomialf(x, y)
with the property off(x, y) = f(y, x) and assignsf(i, x)
to every nodei. In addition to this share, the base station
also generates a unique key for every node to protect its
communication with the base station and pre-loads two in-
teger valuesm andn to every node.n is the number of pri-
ority levels, andm is the number of pre-determined cluster
heads having the same priority number. Clearly, the total
number of pre-determined cluster heads ism × n. Every
node has a unique ID between0 andN − 1 for a network
of N nodes. If the IDi ≤ m × n, it is a pre-determined
cluster head with priority numberPri(i) = 1 + ⌊ i

m
⌋. For

simplicity, the priority number of aregular nodethat is not
a pre-determined cluster head is considered as0.

Simple Neighbor Validation: Let N(u) be the set of
u’s neighbors before the wormhole detection.u first checks
if |N(u)| is larger than a thresholdW . (W capturesthe
maximum number of a node’s neighbors in benign situa-
tions). If yes,u will shut down itself and restart the protocol
after a certain period of time, depending on the application.
Otherwise,u will apply the wormhole detection to check



every node inN(u). Any suspicious node will be removed
from N(u). In the end,N(u) only includes those passed
the wormhole detection.

Let O(u, v) (the overlap size) be the number of neigh-
bors shared byu andv. u will first calculate the overlap
sizes for all the nodes inN(u) and thenmark everyv in
N(u) if O(u, v) < |N(u)|β, whereβ is a system parame-
ter, which capturesthe minimum fraction of shared neigh-
bors between two nodes in benign situations. A marked
node could be an actual neighbor but is not safe enough to
be used as an uplink node.

To estimateO(u, v), a simple way is to ask forN(v)
from v and compute|N(u)∩N(v)|. However, this method
allows a compromised node to forge its neighbor list and
fool other nodes. We propose the following method for this
problem. u first gets the neighbor list from every node in
N(u). For any nodev ∈ N(u), u computes the number of
other neighbors that also considerv as their neighbor. This
number is used as the overlap size. Specifically,O(u, v) =
|{v′|v ∈ N(v′) ∧ v′ ∈ N(u)}|.

Priority-Based Selection: For any nodeu, a non-
marked neighbor with a larger priority number is called the
candidate uplink node. During the clustering,u simply uses
the candidate uplink nodeC(u) with the largest overlap size
as its uplink node and joins the same cluster asC(u). When
there are multiple choices, we pick the one with the small-
est ID to break the tie. The reason why selecting the uplink
node in this way is that it can enforcethe accountability of
recruiting cluster memberseffectively. The log information
(the neighbor relations) will be in a large number of nodes.
It is very likely that many of them are benign and will report
the log information correctly when needed.

Onceu determines its uplink node, it has to confirm this
decision forthe accountability of joining clusters. u will be
required to collaborate with its neighbors to confirm such
decision so that the log information of joining clusters will
also be in many nodes. Specifically,u will ask for the com-
mitmentH(f(v, C(u))||u) from every neighborv for the
decision it made, whereH is an one-way hash function that
is computationally infeasible to invert, andf(v, C(u)) is a
key that can only be computed byv andC(u) as we dis-
cussed before. This commitment indicatesv’s acknowledg-
ment on the uplink nodeC(u) of u. A benign node givesat
most onecommitment for every neighbor since every node
has at most one uplink node. The collection of all these
commitments are used to ensure thatu does selectC(u)
as its uplink node.u then notifiesC(u) about its decision
as well as the commitments from all its neighbors. Since
C(u) has the sharef(C(u), x), it can easily authenticate
these commitments. LetO′(C(u), u) be the number of ver-
ified commitments.C(u) checks whetherO′(C(u), u) ≥ δ,
whereδ is a system parameter, which capturesthe minimum
number of a node’s neighbors in benign situations. If yes,

C(u) will serve as the uplink node ofu; otherwise, it will
simply ignoreu.
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Figure 1. Priority-based selection. Assume
the neighbors of 1, 3 and 5 have passed the
neighbor validation. Assume n = 3, m = 2
and δ = 2.

From the description, we can see that a sensor node can
immediately decide which cluster to join once the neighbor
lists are available. The discovery of neighbor lists only in-
volves communications between one-hop neighbors. A sen-
sor node may not know the ID of the cluster head when the
decision is made. However, it does know how to reach the
cluster head since the uplink node is identified. As shown
in Figure 1, node5 will form a cluster; node3 will join this
cluster; node1 will join the same cluster as node3, which
is the cluster formed by node5. Clearly, node1 does not
need to wait for node3’s decision. It simply join the same
cluster as node3.

Lightweight Centralized Detection: In the priority-
based selection, the clustering activities (i.e., joininga clus-
ter or recruiting cluster members) are accounted in the
neighbor lists of sensor nodes. Hence, we can use such in-
formation to detect suspicious nodes. Specifically, every
node sends its neighbor list to the base station. The base
station maintains a variableT (u) for everyu. This variable
records the the total number of other nodes that reportu as
their neighbor. If eitherT (u) or |N(u)| exceedsW , u will
be considered as compromised. Once a node is detected
to be compromised, it needs to be removed from the net-
work. In this paper, we assume the existence of a broadcast
authentication technique to do the revocation. Examples
of such techniques includeµTESLA [27] and the Elliptic
Curve Cryptography (ECC) based scheme [14].µTESLA
uses symmetric key cryptography but requires time syn-
chronization, while the ECC-based scheme uses public key
cryptography but is vulnerable to the DoS attacks on signa-
ture verification. Since the broadcast authentication is only
used for revoking misbehaving nodes, either one will be fine
with our approach.



4.3 Security Analysis

In this subsection, we are interested inhow our technique
achieves the security goals discussed in Section 3. Since
sensor nodes are often deployed to make sure that they can
cover the entire field, a uniform sensor distribution is pre-
ferred in most cases. We thus assume a uniform distribution
in our analysis for simplicity. We also assume two nodes
can directly talk to each other if they are no more thanR

meters away. These assumptions may not exactly capture
the real-world scenarios. However, they are often used by
researchers to study the performance of various protocols in
sensor networks and derive meaningful results that will be
likely true too in real-world scenarios. LetN be the network
size andb be the average neighbor size.

Security Goal 1: We consider the outsider attackers
who do not compromise sensor nodes and the insider at-
tackers who can compromise a few sensor nodes.

In case of outsider attackers, the security goal is achieved
by the proposed neighbor validation. There are two param-
eters (W andβ) in this method. In general, they should be
configured in such a way that it is unlikely for a node to shut
down itself or mark an actual neighbor in benign situations.

Lemma 1 Let Φ be the standard normal distribution. In
benign situations, the probability of a node shutting down it-
self or marking a neighbor is1−Φ(W−b√

b
)Φ((0.8−2β)

√
b).

Proof: Consider two neighborsu andv in benign situations.
v will be in u’s neighbor list without being marked if (1)u
has no more thanW neighbors and (2)u shares at least a
fractionβ of neighbors withv. For the first condition, due
to the uniform deployment, we can viewu’s neighbor size
as a binomial distributionB(N, b

N
), which can be approx-

imated by the normal distributionN(b, b). For the second
condition, we consider the worst case whereu andv has the
smallest overlap (the distance between them isR), which
has the size of23πR2 −

√
3R2

2 ≈ 0.39πR2. In this case,
the probability thatv shares any ofu’s neighbor is0.39.
Hence, the number of shared neighbors can be viewed as
the binomial distributionB(b, 0.39), which can also be ap-
proximated by the normal distributionN(0.39b, 0.2379b).
With these two normal distributions, the probability of a
node shutting down itself or marking a neighbor in benign
situations is1 − Φ(W−b√

b
)Φ((0.8 − 2β)

√
b). 2

This lemma shows a way to set parameters properly. For
example, ifb = 50, we can setW = 80 andβ = 0.2 so
that the probability of shutting down or marking incorrectly
is 0.00234. We also note thatW can be often less than2b

for reasonableb (e.g., 50). We thus assumeW ≤ 2b.
We then study how the proposed neighbor validation

achieves the security goal under outsider attacks. We as-
sume that the detection rate and the false positive rate of
detecting the wormhole between two benign nodes arerd

andrf , respectively.

Theorem 1 The probability of achieving the first secu-
rity goal under outsider attacks is at least1 − (1 −
rd)Φ( (µ−sβ)

√
s√

µ(s−µ)
), wheres = b(2 − rf − rd) and µ =

2b(1 − rf )(1 − rd).

Proof: Consider two benign nodesu andv that are far from
each other. In the worst case, they will shareW = 2b

neighbors before the wormhole detection. After the worm-
hole detection, the average number ofu’s neighbors is
s = b(2 − rf − rd), and the average number of shared
neighbors is at mostµ = 2b(1 − rf )(1 − rd). The first
security goal is achieved if (1) they can detect the worm-
hole attack or (2) they share less thansβ neighbors. For the
first condition, the probability that the wormhole detection
fails is 1 − rd. For the second condition, the number of
shared neighbors can be viewed as the binomial distribution
B(s, µ

s
), which can be approximated by the normal distri-

butionN(µ, σ2), whereσ2 = (s−µ)µ
s

. Hence, the proba-
bility of sharing at leastsβ neighbors isΦ(µ−sβ

σ
). Thus,

the probability of achieving the first security goal is at least
1 − (1 − rd)Φ(− (µ−sβ)

√
s√

µ(s−µ)
). 2
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Figure 2. Probability of achieving goal 1. As-
sume rf = 0.1 and b = 50

Figure 2 shows that our technique achieves the first goal
with a high probability. Our neighbor validation does im-
prove the performance of the wormhole detector. We also
note that a largeβ leads to a high probability of achieving
our goal. However, a largerβ also increases the probabil-
ity of an actual benign neighbor being marked as shown in
Lemma 1. Nevertheless, this is often acceptable in many
scenarios where the network can function well as long as
the sensor nodes can find a sufficient number of neighbors
to make the network well-connected.

In case of insider attackers, we always assume that the
reports from sensor nodes can reach the base station for
simplicity. A neighbor relation is false if the two related be-
nign nodes are far away. We study the numberNf of false
neighbor relations between benign nodes caused by insider
attackers. Since any of the two benign nodes involved in a
false relation has at least one neighbor relation with mali-



cious nodes, we have the upper boundNf ≤ NcW
2 ≤ bNc,

whereNc is the number of compromised sensor nodes.
We are also interested in the average case where the ad-

versary attacks random pairs of nodes that are far from each
other. Consider any of these pairs. Assume the wormhole
attack introducesW = 2b (the worst case) neighbors. After
the wormhole detection, the average number of neighbors
for one node isb(2 − rf − rd), and the average number
of shared neighbors is2b(1 − rf )(1 − rd). Thus, the at-
tacker has to putx malicious nodes in the middle such that
(b(2 − rf − rd) + x)β ≤ 2b(1 − rf )(1 − rd) + x. Hence,
on average, we have

Nf ≤ NcW

2x
≤ Nc(1 − β)

(2 − rf − rd)β − 2(1 − rf )(1 − rd)

For example, ifβ = 0.2, rf = 0.1 andrd = 0.9, we have
an average case ofNf ≈ Nc. This shows that our technique
does make it difficult for an attacker to fool a benign node
into selecting another benign node that is far away as its
uplink node even if there are insider attackers.

Security Goal 2: A compromised node can always by-
pass the wormhole detection. One way is to mount the node
replication attacks [26]. We will not consider the case where
a large number of nodes are compromised.

A parameter related to this security goal isδ. Generally,
it should be smaller than the neighbor sizes of most benign
nodes so that they can be accepted by their uplink nodes.
According to the proof of Lemma 1, the probability of hav-
ing less thanδ benign neighbors can be easily estimated by
Φ( δ−b√

b
). We can thus configureδ to make this probabil-

ity small enough. For example, whenb = 50, we can set
δ = 30 to have a probability of0.002339.

Clearly, a malicious node cannot convince more thanW

benign nodes to serve as its uplink nodes since otherwise it
will be detected and revoked. In practice, our technique can
have better performance whenNc ≤ δ.

Theorem 2 A compromised node can join at mostW
δ−Nc+1

clusters through benign nodes whenNc ≤ δ.

Proof: For any compromised nodeu, if a benign pre-
determined cluster headv serves asu’s uplink node, we
know thatu has established the neighbor relations with at
leastδ−Nc+1 benign nodes according to the priority-based
selection. Supposeu has fooledx benign pre-determined
cluster heads into serving as its uplink nodes. Since a
benign node only gives at most one commitment for any
given neighbor, we know thatu has established the neigh-
bor relations with at leastx(δ − Nc + 1) benign nodes. If
x(δ−Nc+1) > W , the proposed centralized detection will
detect such misbehavior when the reports from sensor nodes
can reach the base station. Hence, a compromised node can
fool at most W

δ−Nc+1 benign pre-determined cluster heads
into serving as its uplink nodes without being detected.2

This theorem shows the upper bound on the number of
clusters a compromised node can join via benign nodes.

Security Goal 3: Since only the pre-determined cluster
heads can directly recruit sensor nodes, an attacker has to
locate and compromise theselectednodes. This is the first
challenge for the attacker. In addition, since the total num-
ber of neighbors for a node is limited by the thresholdW ,
a malicious node can fool at mostW benign nodes to join
its cluster. Certainly, when a malicious nodeu recruits a
benign pre-determined cluster headv, all the benign nodes
recruited byv will be indirectly affected as well. However,
this is generally beyond the control of the attacker.

It is usually desirable to enforce that the attack can only
impact a local area. Thus, a more interesting problem is
to see how manydisjoint areaswhere the malicious pre-
determined cluster heads can recruit cluster members. A set
of areas are said to be disjoint if any two nodes in two dif-
ferent areas are far away. We consider the worst case where
all the malicious nodes are pre-determined cluster heads.

Theorem 3 The collusion ofNc malicious nodes can only
recruit benign nodes at no more than NcW

b(1−rf )β+1 disjoint
areas on average.

Proof: Suppose malicious nodes recruit cluster members in
k disjoint areas. Letui be a benign node in thei-th area that
is recruited by a malicious node. LetN be the set of actual
benign neighbors for thesek nodes. The average number of
different benign neighbors discovered by thesek nodes is
kb(1 − rf ). Since each of thesek nodes joins a malicious
node, the malicious nodes has to establish at leastkb(1 −
rf )β neighbor relations with the nodes inN . In addition, at
least one malicious node needs to setup a neighbor relation
with each of thesek nodes. Thus, the total number of the
neighbor relations that the attacker has to establish iskb(1−
rf )β + k. In order not to be detected, the attacker has to
make sure thatk ≤ NcW

b(1−rf )β+1 . 2

Note that a benign node always uses the candidate uplink
node with the largest overlap size as its uplink node. Hence,
we will see better performance in practice since a malicious
node has to compete with the benign pre-determined cluster
heads in order to be selected as the uplink node by the nodes
in a given area. As a result, compromising pre-determined
cluster heads can only impact the cluster formation at a
small number of disjoint areas.

Other Security Properties: Since the centralized de-
tection makes decisions based on the sensor reports, the
malicious nodes can work together to revoke benign nodes
from the network by forging malicious reports. An at-
tacker can certainly make efforts to locate the nodes with
the largest number of neighbors and forge reports to re-
voke these nodes easily. However, we are interested in av-
erage cases where an attacker wants to revoke a random



benign node. In this case, we note that the average num-
ber of neighbors discovered by a node isb(1 − rf ), the at-
tacker needs to forgeW − b(1− rf )+1 relations to revoke
this node. Overall, the collusion ofNc nodes can revoke

NcW
W−b(1−rf )+1 benign nodes on average.

Generally, if a benign node has more thanW−Nc neigh-
bors, the attacker is able to revoke this node from the net-
work by forging the reports. However, it is not possible for
the attacker to revoke any benign node with no more than
W − Nc neighbors. In order to tolerateNc compromised
nodes, we can thus set a largeW so that most nodes will
have no more thanW − Nc neighbors. However, a large
W will reduce the effectiveness of our protocol in achiev-
ing security. A trade-off needs to be made here to meet the
practical requirements in different scenarios.

4.4 Overheads

In the proposed approach, every node needs to store a
shared key with the base station and at-degree polynomial
share. This is equivalent tot + 2 keys. Other storage over-
head includes the buffers for the neighbor lists and com-
mitments from the neighbors. The computational overhead
mainly comes from the symmetric key operations such as
encryption and authentication and the polynomial evalua-
tion during pairwise key establishment. The symmetric key
operations can usually be efficiently implemented on sensor
nodes [27], while the polynomial evaluation can be done ef-
ficiently by using the implementation in [21].

As for the communication overhead, the proposed tech-
nique involves the communication between neighbors and
the unicast communication with the base station. The com-
munication between neighbors are often feasible. The main
concern is the unicast from every node to the base station.
However, as we discussed at the beginning of this section,
we believe that it is practical for every node to unicast a few
reports to the base station during its lifetime.

4.5 Other Parameters

There are two other parameters in the proposed tech-
nique, the numbern of priority levels and the numberm of
pre-determined cluster heads with the same priority num-
ber. These two parameters should be first configured to
make sure that a large fraction of the nodes are covered
by clusters. Thus, we expect a high probability of finding
a pre-determined cluster head in the neighborhood of any
node. Clearly, the probability of having no pre-determined
cluster heads in a node’s neighborhood can be estimated by
(1 − f)b, wheref = mn

N
. Hence, the probability of having

at least one pre-determined cluster head in the neighbor-
hood of any node can be estimated by1 − (1 − f)b. To
at least cover a fractionP of the nodes in the network, the
fraction of pre-determined cluster heads can be easily com-
puted byf ≥ 1 − b

√
1 − P . This shows a way to configure

n × m to meet our requirements. For example, we can set
n × m = 0.088 × N so that99% of nodes will be covered
by clusters.

For any cluster formation, it is usually not desirable to
have a high probability that two closely deployed nodes
both claim to be the cluster heads since this may lead to
a large number of small clusters and thus reduce the clus-
tering quality. We will thus study thecollision probability,
the fraction of the actual cluster heads that have at least one
actual cluster head in their neighborhoods.

Given an average ofb neighbors for every node, the av-
erage number of pre-determined cluster heads in every sen-
sor’s neighborhood can be estimated bybp = b×n×m

N
. Con-

sider a particular nodeu with a priority numberi. The
probability that this is the largest priority number among
its neighborhood can be estimated by( i

n
)bp . Thus, the total

number of actual cluster heads can be estimated by

Nactual = m

n
∑

i=1

(
i

n
)bp .

For any pre-determined cluster headv in u’s neighbor-
hood. The probability thatv has the same priority numberi

can be estimated by1
i
. Let x = c × R be the distance be-

tweenu andv, whereR is the radio range of sensor nodes.
The average number of pre-determined cluster heads in the
radio range ofv but notu can be estimated by

N(x) =
bp(π − 2 arccos( c

2 ) + c

√

1 − c2

4 )

π
.

Hence, the probability thatv does not have the largest
priority number among its neighbors given a certainx can
be estimated bypi(x) = 1 − 1

i
× ( i

n
)N(x). Due to the uni-

form deployment, the probability ofv not having the largest
priority number among its neighbors can be estimated by
pi =

∫ R

0
xp(x)

R2 dx. Therefore, the average number of actual
cluster heads without another actual cluster head in their
neighbors can be estimated byNiso = m

∑n
i=1(

i×pi

n
)bp .

As a result, the collision probability can be estimated by
pcollision = 1 − Niso

Nactual

Figure 3 shows the collision probability when a large
fraction of the nodes are covered by clusters. From the
figure, we can clearly see that the collision probability de-
creases withn. However, a largen will generate impact on
the quality of the cluster. In particular, a cluster member
could be far away from its cluster head even in benign sit-
uations. Hence, we have to make trade-offs betweenn and
the cluster quality to meet our needs. Simulation studies on
practical configurations forn will be given in Section 5.

5 Simulation Evaluation

We assume sensor nodes are uniformly deployed in an
1000 × 1000 (square meters) field. We assumeb = 50 and
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Figure 3. Collision probability under different
settings of n. Assume b = 50.

the radio rangeR = 50 meters. This leads to a network
of 6,494 nodes. We setn × m = 571 so that99% of the
nodes will be covered by clusters. We setδ = 30, β = 0.2,
andW = 80 based on the results in Section 4.3. In the
simulation study, we will focus on the clustering quality in
benign situations and the security under attacks. We will
also compare our method with existing clustering methods,
in particular, the HEED protocol [32].

There are many metrics to evaluate the clustering qual-
ity. Most of them are related to the energy efficiency. Our
technique is not particularly developed to optimize the en-
ergy cost. As long as the energy cost is reasonable, we
believe that the cluster-based applications will work well
when (1) a high percentage of nodes are covered by clus-
ters, (2) the cluster members are close to the cluster head,
and (3) most clusters have reasonable sizes. Since our tech-
nique can cover a high percentage of nodes by configuring
the number of pre-determined cluster heads, we focus on
the other two metrics, the hop distance to the cluster head
and the distribution of the cluster size.

We configure HEED according to [32]. Specifically, we
use 6 iterations and set the minimum (pmin) and initial
(CHprob = Cprob) probability of being a cluster head to
0.0005 and0.05, respectively. We use the average distance
to the neighbors to compute the cost of a given node.
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Figure 4. Hop distances to the cluster head.
Assume b = 50, δ = 30, β = 0.2, W = 80 and
P = 0.99.

Hop Distances to Cluster Heads: In our technique,
the hop distance from a cluster member to the cluster head
is at mostn in benign situations since a sensor node will
always select a node with a larger priority number as its up-
link node. We thus prefer a smalln. However, a smalln will
introduce a large collision probability as shown in Figure 3,
while a large collision probability will lead to a larger num-
ber of small clusters with no or only a few cluster members.
Fortunately, the hop distances to the cluster head are usu-
ally much smaller thann even for a largen in practice. As
shown in Figure 4, the hop distance increases much slower
thann. Thus, we can usually set a largen to get a small
collision probability but still have clusters with good qual-
ity (i.e., the cluster members are close to the cluster head).

Cluster Size: We usually expect a clustering protocol to
generate even clusters. In other words, the cluster sizes of
most clusters are within a narrow range. Figure 5(a) shows
the distribution of the cluster sizes in the network. We can
see that most clusters have less than 60 nodes. We also note
the fraction of small size clusters (e.g., the clusters withless
than10 members) decreases for a largern. Together with
the results in Figure 3 and Figure 4, we can find out practical
configurations forn to meet different requirements.

Figure 5(a) also includes the cluster size distribution for
the HEED protocol, which we will explain later.

Performance under Attacks: The security of our pro-
tocol has been studied in Section 4.3. Here we use simula-
tion to show its security under wormhole attacks [18] and
node replication attacks [26]. For simplicity, the simulation
will not consider the attackers who will spend a great deal
of efforts to launch attacks (e.g., carefully pick the victim
nodes). Nevertheless, the security of our protocol in sophis-
ticated attacks can always be found in Section 4.3.

For the wormhole attack, the attacker creates a wormhole
between a random pair of nodes that are far away. These
two nodes share all their neighbors before any detection.
We study the detection rate and the false positive rate. The
detection rate is the probability of a node shutting down it-
self or marking the node at the other side of the wormhole.
The false positive rate is the probability of a node shutting
down itself or marking a neighbor in benign situations. We
vary the thresholdW and draw the ROC curve in Figure
5(b). We can see that our method can effectively detect the
wormhole attack with low false positives. This is consistent
with our theoretical analysis.

For the node replication attack, we assume the attacker
replicates a compromised node and deploy one replicant
randomly in the field. We assume the replicated node is far
away from the original node. We also assume the reports
from sensor nodes can reach the base station. Similarly, we
are interested in the detection rate and the false positive rate.
The detection rate is the probability of detecting the repli-
cated nodes, while the false positive rate is the probability
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Figure 5. Performance of the proposed technique. Assume b = 50, δ = 30, β = 0.2, and P = 0.99

of considering a node as a replicated node in benign situa-
tions. We vary the thresholdW and draw the ROC curve in
Figure 5(b). We can see that our technique can detect the
misbehaving sensor nodes effectively. This is also consis-
tent with our theoretical analysis.

Comparison with Previous Schemes: Though our
technique is developed for resilient clustering, we still com-
pare it with existing protocols, in particular, the HEED pro-
tocol [32], for a better understanding of its performance.
First, the HEED protocol always generates one hop clusters
with a stable cluster size distribution. Our protocol gener-
ates multiple hop clusters, and its cluster size distribution is
comparable to that of the HEED protocol as shown in Fig-
ure 5(a). Second, the HEED protocol needs multiple (e.g.,
6) iterations to terminate, and a node has to wait for the
decisions from many other nodes multiple hops away. In
contrast, our protocol allows a node to make a decision im-
mediately once the neighbor lists are available. Finally, the
HEED protocol will not work under attacks, while our pro-
tocol can provide resilient clustering under attacks.

6 Related Work

Section 2 has discussed the related work on sensor clus-
tering protocols in great detail. As we mentioned, these
protocols cannot work well in the presence of malicious at-
tacks. To the best of our knowledge, the only work that
deals with the malicious attacks in clustering protocols is
the one proposed [30]. This scheme assumes that every
node can correctly discover its neighbors, which may not
be always true. This technique is complementary to ours.

A number of techniques have been developed for prac-
tical key management [9, 11, 21].µTESLA has been de-
veloped for broadcast authentication [27]. To build trust-
worthy sensor networks, researchers have studied methods
to protect network services such as data aggregation [29]
and routing [19]. DoS attacks against sensor networks have
been thoroughly evaluated in [31]. Many techniques have
been developed for wormhole detection [17,18,22,28].

7 Conclusion and Future Work
This paper proposes an efficient and effective technique

for resilient cluster formation, which consists of a simple
neighbor validation, a priority-based selection and a cen-
tralized detection. The proposed neighbor validation is of
independent interest; it can further improve the security of
current wormhole detector. The analysis and simulation
studies indicate that the proposed protocol is efficient and
effective in dealing with malicious attacks.

There are still a number of open problems need to be
addressed. In particular, it is interesting to seek effective
ideas to do secure re-clustering or cluster head re-election.
Additionally, we are also interested in evaluate the proposed
technique under scenarios where our assumptions such as
the uniform node distribution are violated.
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