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Abstract— While many protocols for sensor network security example, in military applications, disclosure of the ldoas
provide confidentiality for the content of messages, contéwal of soldiers due to nearby sensors communicating with the bas

information usually remains exposed. Such information canbe  giation may allow an opposing force to launch accurate kitac
critical to the mission of the sensor network, such as the lation against them

of a target object in a monitoring application, and it is often - . . . .
important to protect this information as well as message cotent. Providing location privacy in a sensor network is extremely
There have been several recent studies on providing locatio challenging. On the one hand, an adversary can easily egerc
privacy in sensor networks. However, these existing appraes the network traffic due to the use of a broadcast medium for
assume a weak adversary model where the adversary sees onlyqting packets. He can then perform traffic analysis and-ide
local network traffic. We first argue that a strong adversary tify th de that initiates th ication with t
model, the global eavesdropper, is often realistic in practice and iy the S‘?“rce np € that iniiates the (?ommunlgg 1on )

can defeat existing techniques. We then formalize the locan Pase station. This can reveal the locations of critical agti-h
privacy issues under this strong adversary model and show o value objects (e.g., soldiers) being monitored by the senso
much communication overhead is needed for achieving a given network. On the other hand, the resource constraints omsens
level of privacy. We also propose two techniques that preverthe  ,5des make it very expensive to apply traditional anonymous

leakage of location information: periodic collection and source communication techniaues for hidina the communicationfro
simulation. Periodic collection provides a high level of location q g

privacy, while source simulation provides trade-offs between @ Sensor node to the base station.
privacy, communication cost, and latency. Through analys and A number of privacy-preserving routing techniques have
simulation, we demonstrate that the proposed techniques ar been developed recently for sensor networks. Howeverethes
efficient and effective in protecting location information from existing solutions can only be used to deal with adversaries
the attacker. who have only a local view of network traffic. A highly
motivated adversary can easily eavesdrop on the entireonletw
and defeat all these solutions. For example, the adversary
A wireless sensor network (WSN) typically comprises enay decide to deploy his own set of sensor nodes to monitor
large number of cheap, small, and resource-constrainsdsenthe communication in the target network. This is partidylar
that are self-organized as an ad-hoc network to interadt witue in a military or industrial spying context where there a
and study the physical world. Sensor networks can be usstbng incentives to gain as much information as possibie fr
in applications where it is difficult or infeasible to set umbserving the traffic in the target network. Given a global
wired networks. Examples include target tracking, habitaiew of the network traffic, the adversary can easily infex th
monitoring, and military surveillance. These applicai@are locations of monitored objects. For example, the sensoe nod
subject to a variety of security issues in hostile environtse that initiates the communication with the base station khou
Most of the efforts to date in sensor network securitipe close to the location of the object.
have focused on providing classic security services such agn this paper, we focus on privacy-preserving communica-
confidentiality, authentication, integrity, and availéji While tion methods in the presence ofglobal eavesdroppewho
these are critical requirements in many applications, tey has a complete view of the network traffic. The contributions
not sufficient. The communication patterns of sensors cdn,this paper are two-fold.
by themselves, expose a great deal of contextual informatio « \We point out that the assumption of a global eavesdropper
For example, delivering sensor data to the base station may who can monitor the entire network traffic is realistic for
disclose the locations of some critical events in the field, some applications. We also formalize the location privacy

I. INTRODUCTION

revealing valuable intelligence. issues under this assumption and provide bounds on how
In hostile environments, it is particularly important toagu much communication overhead is needed to achieve a
antee location privacy; failure to protect location-bas#dr- given level privacy.

mation can completely undermine network applications. Fore We propose two techniques that prevent the leakage



of location information:periodic collectionand source safety period. Energy consumption and privacy provided by
simulation These two schemes are both very effectivihis method will increase as the length of the loops increase
at hiding the source sensors that initiate communicationHowever, all these existing methods assume that the adver-
with the base station. We analyze their effectiveness agmdry is a local eavesdropper. If an adversary has the global
evaluate their communication overhead in both analydisowledge of the network traffic, it can easily defeat these
and simulation. schemes. For example, the adversary only needs to identify

Our two schemes for protecting location privacy have dighe sensor node who makes the first move during the com-
tinct properties that make them suitable for different applmunication with the base station. Intuitively, this sensode
cations. The periodic collection method ensures a highl levi&ould be close to the location of adversaries’ interesthis
of location privacy by making every sensor node periodjcalPaper, we will focus on privacy-preserving techniques rgfai
generate cover traffic. The source simulation method pesvide global eavesdropper.
trade-offs between privacy, communication overhead, and |
tency by simulating the behavior of real objects at multiple
places in the field to confuse adversaries. We also show howAlthough prior research has attempted to solve location
these two schemes can be integrated together to meet RRg¥acy problems for sensor networks, prior attacker medel
requirements of multi-application networks. are not strong enough when we consider a well-funded,

The rest of the paper is organized as follows. The neftotivated adversary. In this section, we describe the rmétwo
section reviews existing algorithms for providing locatiori- and adversary models that we study in this paper.
vacy in sensor networks. Section Il presents the netwotk an  Network Model
adversary models. Section IV formalizes the privacy issues
gives the privacy evaluation model. Section V discusses theSensor networks are a relatively recent innovation. There
proposed techniques for location privacy. Section VI exdg  are a number of different types of sensor nodes that have
the proposed techniques via simulation study. Section \Been and continue to be developed [5]. These range from

concludes this paper and points out some future directionsvery small, inexpensive, and resource-poor sensors such as
SmartDust up to PDA-equivalent sensors with ample power

Il. EXISTING APPROACHES and processing capabilities such as Stargate. Applicafion

In this section, we describe previously-proposed algorith networks of these devices include many forms of monitoring,
for source location privacy in wireless sensor networkseseh such as environmental and structural monitoring or militar
algorithms were designed to protect real objects in the fiedohd security surveillance.
from a local eavesdropper by increasing thafety period In this paper, we consider Bomogeneous network model
which is defined as the number of messages initiated by ttrethe homogeneous network model, all of the sensors have
current source sensor before the monitored object is tigded roughly the same capabilities, power sources, and expected

The flooding techniqud11] has the source node send oulifetimes. This is a common network architecture for many
each packet through numerous paths to the base statiorapplications today and will likely continue to be popular
make it difficult for an adversary to trace the source. Howevenoving forward. It has been well-studied and provides for
the problem is that the base station will still receive paskerelatively straightforward analyses in research as well as
from the shortest path first. The adversary can thus quicldimple deployment and maintenance in the field.
trace the source node. This method consumes a significant
amount of energy without providing much privacy in return.B: Adversary Model

Kamat et al. describe two techniques for location privacy. For the kinds of wireless sensor networks that we envision,
First, they proposéake packet generatiof6], which has the we expect highly-motivated and well-funded attackers wvhos
base station create fake sources whenever a sender nditdieobjective is to learn sensitive location-based infornmatibhis
base station that it has real data to send. These fake send®@mmation can include the location of the events detebigd
are away from the real source and approximately at the sathe target sensor network such as the presence of a panda.
distance from the base station as the real sender. Bothndal a The Panda-Hunter example application was introduced in
fake senders start generating packets at the same instdnise. [6], and we will also use it to help describe and motivate our
scheme provides decent privacy against a local eavesdropteehniques. In this application, a sensor network is degzloy
Their other technique iphantom single-path routingvhich to track endangered giant pandas in a bamboo forest. Each
achieves location privacy by making every packet generatpdnda has an electronic tag that emits a signal that can be
by a source walk a random path before being delivered to ttetected by the sensors in the network. A clever and motivate
base station. As a result, packets will reach the base statmpacher could use the communication in the network to help
following different paths. This algorithm is quite effaaiin him discover the locations of pandas in the forest more dyick
dealing with a local eavesdropper. and easily than by traditional tracking techniques. Since a

Cyclic entrapmen{{10] creates looping paths at varioussingle piece of panda fur sold in Chongging, China for $66,50
places in the sensor network. This will cause a local advgrsan 2003 [8], poachers should be thought of as highly-modigat
to follow these loops repeatedly and thereby increase thgackers who could be willing to invest the technical timel a

IIl. NETWORK AND ADVERSARY MODEL



money to create efficient ways to track their prey. Similarlyvith compromised sensor nodes is beyond the scope of this
attackers in a military or industrial spying context woulavb paper, and we will seek solutions to this issue in the future.
;trong, potenually I!fe—or—death, mcgnuves to gain asicm A The Attacker

information as possible from observing the traffic in system _

In this paper, we consideglobal eavesdroppersFor a Lgt O;,r be the set pf all observations made about nbde
motivated attacker, faster and more effective locatiomidePy timeT'. Clearly, at timeT’, the knowledge that an attacker
tification can be done through eavesdropping on the entff@n obtain from eavesdropping the target network is
network. While an array of targeted antennae may be possible Op = U O; 7
a simple way for the attacker to do this would be to deploy ’
his own sensor network to monitor the target network. Noteh
that, at the current price for a BlueRadios SMT Module v{F
$25, the attacker needs only $25,000 to build a network
1000 nodes [1]. Further, the number of nodes can typically
smaller than the the number of nodes in the target networké%:%
they monitor wireless radio signals instead of directlysieg
the environment. Thus, for even moderately valuable looati

information, this can be worth the cost and trouble. object. The object should generateace, which is a set

. n
Although such an eavesdropping sensor network wouilq observations over the lifetime of the network up to time

face some system issues in being able to report the precise, e precisely, for each € Sy, there must exist a set

tlm!ng and location of each target network event, we do ncAti C Oy that can be exactly generated by an object whose
believe that these would keep the attacker from Iearnmgemgi

iel
erel is the set of node IDs in the target network. The goal
the adversary is tadentify a setSy C I of nodes that
eepresent the set of possible locations for the objectseskbns
the target networkThis set indicates that the adversary
ieves that the objects being observed are close to some of
the nodes inSt at time T'. Informally, the attacker will not
believe that a lone observatidn ¢) indicates the presence of

osition at timeT" is in the signal range of node Let us call

approximate data values. This kind of attacker would be al Zset of observations eandidate tracaf the set could have

to query his own sensor network to determine the Iocationst? en generated by the detection of a real object, according t
observed communications. He could have appropriate s&en ol adversary’s perspective '

send beacon signals that could then be physically IocatedFor the attacker to determine whether a set of observations

He COUI(.]I equip his Sensors with GPS to get precise Iocat|%na candidate trace, we defingpattern analysifunction
information, or use localization algorithms that avoid tosts

of GPS [9], [13]. F:20m S TU{L)

In any case, it should be feasible to monitor the COMMUREL ore O is the set of all possible observations, €5 —
cation patterns ano! locations of event; in a sensor ngmark ¥(z‘ #)}ier.o<i<r. This function returns the identity of the
global eavesdropping. An attacker with this Cap"’Ib'myeﬂosIoc7ation of the object at timd’, if the set of observations
a significant threat to location privacy in these networks] a |

. . is a candidate trace, and returmsotherwise. For simplicity,
we therefore focus our attention to this type of attacker. . ,
we assume that the pattern analysis does not return frattion

IV. PRIVACY EVALUATION MODEL values,. e.g. a probabilistic measure of the chance thapg isa
In this section, we formalize the location privacy issuea candidate trace or not. We say that a pattern analysisémnct
under the globai cavesdropper model. In this model tr|1seperfectif it can identify all candidate traces without error,

adversary deploys aattacking networko monitor the sensor €. W'thOUt false positives or false negatives. In thlsepapx{e
o : onsider a strong adversary who uses a perfect patternsimaly
activities in the target network. We consider a powerfﬁ

adversary who can eavesdrop the communication of ev%lrjoy?cuon' Letf, be such perfect pattern analysis function. We

sensor node in the target network. Every sensor node ve Sy = {i | 3A; C Op, (i = f,(Ai)) £1}
the target network is aabservation pointwhich produces an T=u =0T, = Jpld ‘
observation(i, t,d) whenever it transmits a packétin the B. Measuring Privacy

target network at time. In this paper, we assume that the priyacy can be measured by the sizeSef We assume that
attacker only monitors the wireless channel and the cositefie nodes inS; are equally likely to be the real objects. Let
of any data packet will appear random to him. This meags he the number of real objects. The probability of any node
that the meaningful information in each observation is only g,. peing a real object can be estimated . Hence,

the node ID and the observation time. We thus simplify thge formally define the privacy of our system as the entropy

observation tq(i,t). We also assume that the sensor network 1 o IS0
starts operation at time. b= —=—logy = =log, L}
Note that in this paper, we assume that an adversary cannot S |5 S| ¢
compromise any sensor node._Whllethls is true forsom.eappll We can use this notion to define optimal privacy. 1%
cations, there are also scenarios where the adversaryeisabl . ) :
: . . ._.represent the set of all possible locations for the realatlge
compromise a few sensor nodes in the field. Compromisin : L
. . . time T based on the set of all possible observations i.e.,
sensor nodes certainly allows the adversary to identify the

locations of the objects more effectively. However, deglin St ={i|3B; C Or, (i = fp(A;)) #L}.



For simplicity, we always assume that the real object can Wée divide the sum of the number of observations from each
anywhere in the deployment field at tin¥e. We thus have trace by the average number of times each observation would
Sr = I. We then define seb}. = I for optimal privacy, be counted to obtain:
representing the case thet € I, 3A4; C Or sit. (i = Zl E(Ai]) 9b
fp(A;)) #L. In other words, there is a subset of observationsg(|4|) = ==1 = X
in Or (the set of observations made by the adversary by time px(=1+1 (2xC-1)xp+1

T) that support the case for a real object in the range of any ]
sensori. Let N be the network sizeN = |I|); we have

er

Theorem 1 shows the relation between privacy and cost.
ISt — log N It tells us the minimum average communication overhead
C 2o needed to achieve certain privacy. We call a privacy-préser

The level of location privacy is measured in terms of thgolution as amptimal solutionf it can always achieve a given
number of bits. Depending on the users and applicatiod@vel of location privacy with the minimum communication
this can be easily modified to support different kinds ofost given in Theorem 1.
privacy measurement models. For example, we can defindNote that in applications where the defender only needs
high, medium and low privacy levels using appropriate valuéo make a few candidate traces in a large sensor network,
of b. p is usually very small and negligible. In this case, the

We note that the level of privacy can change over tim&ommunication overhead can be approximate@'by C'x er.
Typically, the privacy would go lower if the attacker deterThat is, the overhead increases linearly with the number of
mines that a particular trace is no longer a candidate trag@ndidate traces in the network.

(decreasingSr without changing®). Somewhat surprisingly, \We also note that to achieve a certain level of location
however, the level of privacy can increase. For example, Rfivacy without increasing the number of traces, the dedend
one candidate trace splits into two candidate traces, then €an makep larger. In other words, the defender can have
level of privacy goes up becausg grows. The meaning of the candidate traces share as many observations as possible
this depends on the application and the attacker model. FdHis can be done, for example, by increasing the amount of
example, if the attacker seeks to physically destroy theatbjtime that dummy packets are queued at each sensor node.
being observed with a missile (instant attack), then theapsi  Similar to a technique from anonymous communications, some
should be taken as the minimum at any time befbrén cases Sensor nodes could wait for several (fake) packets to arrive
where the attacker must spend time to investigate candidafid forward one instead of many of them. While this would
locations, then the average privacy over time is adequage. \Rcreasep, it would impose larger latencies for data delivery.
provide a snapshot of the privacy at a given time, which canTo characterize this effect, we simplify our model to under-

b <log,

be used for either purpose. stand the effect of different policies on the costs and looat
_ o privacy in the network. We model the communication in sensor
C. Privacy and Communication Costs networks as a discrete time system with a granularity\of

In the following, we explore the relationship between thepecifically, the time line is divided into a number of time
level of privacy and the amount of communication overheatiitervals with equal length of. The communication between
Let X, be a random value that represents the number $#Nnsor nodes happens at the end of each time interval,ti.e., a
observations generated for a real object by tifieand let time {A,2A...ix A,..}. A sensor node can receive all the
E(X7) = er. This represents the number of packets genera@gckets targeted to itself and will send or forward no moamth
for a real object by timel’. For a given sensor nodg € ©One packet at any time interval. Clearly, when a sensor node

Sy, with corresponding candidate trace;, we will have receives multiple dummy packets during a given interval, it
E(|A4;]) = E(XT) = er. only needs to forward one of them to save the cost. Intuitjvel

the larger the value of\, the more communication cost we
Theorem 1: To achieveb bits of privacy, the average can save.

communication cost is at least With the above simplification, we model candidate traces as
2%« O random sets of observations that are picked from all passibl
YT b xpr1 T observationsO7 = {(i,j x A)};cro<;<z that make the

] - ] o function f, return the node IDs inl. In other words, the
wherep is the probability of an observation being included iRgndidate traces are randomly picked from the set
a candidate trace.

O~ ={B|BCO2, f,(B) #1}.
Proof: Let Sp = {s1,..., s} be the candidate set identi- r ={BIBCOr, /y(B) 7L}

fied by the adversary. We have= log, % and thud = 2°xC. For a candidate tracg that is random picked from this set, we
For anys; € St, let A; denote the corresponding candidatassume that any observation is equally likely to be included
trace. Letd = Ul_, A;. We know that the communication costY”. We further assume that a packet is sent for each observation
at timeT can be estimated by4|. Note that the probability of in a candidate trace. The following lemma uses this model to
an observation being included in another candidate trape isestimate the value qf.
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locations per trace, and we see that less overhead is needed t
provide increasing privacy.

V. PRIVACY-PRESERVINGROUTING TECHNIQUES

This section presents two techniques for privacy-preagrvi
routing in sensor networks, geriodic collectionmethod and
a source simulatiormethod. The periodic collection method
achieves the optimal location privacy but can only be applie
to applications that collect data at a low rate and do not have
strict requirements on the data delivery latency. The sourc
simulation method provides practical trade-offs betwegn p
vacy, communication cost, and latency; it can be effegtivel

—

0 5 " . 5 0 applied to real-time applications.
Privacy in terms of number of bits (b) In this paper, we assume that all communication between
. o _ o sensor nodes in the network is protected by pairwise keys so
Fig. 1. Relationship between privacy and communicatiort. cbise commu- that the contents of all data packets appear random to the
nication cost is measured by = f—T i.e., the ratio of total messages to . .
messages due to real objects. global eavesdropper. Many key pre-distribution protomie.

be used for our purpose [2], [4], [7]. We also use the techmiqu
from [3] to randomize the ID of the destination node in every

Lemma 1: The probability that an observation is included@cket. This prevents the adversary from correlating wiffe
in a candidate trace is given by: data packets to trace the real object.

_ Axer A. Periodic Collection

N xT As described in Section Il, existing privacy-preservinghte
Proof: Given the assumption of a set of randomly choseriques fail against a global eavesdropper. The primaryoreas
candidate traces, the probability that a candidate tradledes is that the presence of a real object in the network will cleang
an observation of a given node at a given time interval is tlilee traffic pattern, and the global eavesdropper can eaisity p
same as the probability that a randame Q4 includes such point where the change happens. An intuitive solution te thi
observation, which can be estimated J@TAL‘ Since|O%| = problem is to make the network traffic patterns independent
r of the presence of real objects. To achieve this, our periodi
collection method has every sensor node independently and

With Theorem 1 and Lemma 1, we can see that the avergggriodically send packets at a reasonable frequency riegard
communication overhead needed to achiéwvwt of privacy of whether there is real data to send or not. Obviously, the
can be re-written as traffic pattern will be independent from the behavior of real
objects in the field.

To enable this, every sensor node has a timer which triggers
an event every seconds, as well as a first-in-first-out (FIFO)
gueue of sizey for buffering received packets that carry real
data reports. When an event is triggered by the timer, the nod
checks if it has any packet in its queue. If so, it dequeues the
f'[:_)st packet, encrypts it with the pairwise key it shares with

have a largeA. This, however, is undesirable in many case e next hop, and forwards it to that next node. Otherwise, it

since the latency of a real data report reaching the basiersta?endst?ju”my ?acrew\:'m a rar;dhom pSa_lonad, that will not
may become very large. correctly authenticate at the next hop. Since every sersde n

In most applications, the traffic generated by a real obje(():ltglIy accepts the packets thaF co,rrectly authenticate, dumm
. X . . packets do not enter the receiver's queue. When the queue at
increases linearly witl{". Hence, we can writep = a x T . L .
Axa . a sensor node is full, it will stop accepting new packets.
for some constant. Thus,p = =5=. As a resultp is often 1) Pri - Th iodi lecti thod ides th
a constant value for a given network. _) rivacy. 1he periodic cofiection method provides the
Ei . . . optimal location privacy one can ever achieve in the network
igure 1 shows the relationship between privacy and com- . . . : o
sTce the traffic pattern is entirely independent of thevégti

munication cost under a global eavesdropper for differen : :
. : : . : of real objects. We now present this argument more formally.
values of p. When p is relatively low, increasing privacy

requires significant increases in communication overheadsTheorem 2: The privacy achieved by the periodic collec-
Effectively, each observation belongs to only a few can@idaion method is
traces, so there are fewer possible object locations unmesy

traces are generated. Wheis higher, there are more possible

p

T A
|I] x %, we havep = T2,

2WxCxNxT 1)
w =
g (20 x C —1) x A+ XXT

This tells us that the defender needatakeer, the average

number of observations of real objects, as small as possible
save communication overheals a result, the only remaining
way for the defender to save communication overhead is

N
b = log, rel



Proof: Since the object can be anywhere in the field at 3) Latency: Sensor networks can support a wide range
time T', we know that for anyi € I, there exists a candidateof applications. Different applications may have diffaren
trace A; ¢ Op with fo(A;) = 4. Now, we consider a real requirements that may affect the application of the peciodi
object that can generate a candidate trdgelf such object is collection method in real-world scenarios. Example of ¢hes
present in the field, it will also produce a set of observatiomequirements includthe latency of a real event being reported
Al. According to the definition off,, we havef,(A;) = i. to the base statiomndthe network lifetime
Since the traffic does not change no matter how the objectObviously, parameterr determines the lifetime of the
behaves in the network, we know th&t C Or. This indicates network. Hence, it should be set judiciously. In general, an

that St = I. Hence, we have application that demands very low latency shouldrsieta low
1Sz N value. However, this would lead to high energy consumptson a
b = log, o - log, ok a large number of fake packets will also be generated. Hence,

there is a trade off between energy consumption and latency
depending on the value of.

2) Energy consumptiontt is generally believed that com- The queue size is a factor which determines the number of
munication in sensor networks is much more expensive thegal packets that a sensor node can buffer. This will affeat h
computation [12]. For a privacy-preserving routing tecjud, well the periodic collection method can handle the situatio
its energy consumption can thus be measured by the additiowaen the real events are generated frequently in the network
communication overhead used for hiding the traffic carryingcreasing the value of will allow the queuing of more real
real data. packets and thus will help the network in forwarding more

Since the network starts operation at time 0, the total nunmformation about real objects to the base station. In other
ber of data packets transmitted in the network can be egtinatvords, the number of packets dropped during the travel to the
by TjN. Certainly, a small- indicates a large amount ofbase station can be reduced. However, we have to realize that
additional traffic for our periodic collection method. Thishaving a largey may increase the average latency of a real
means that this method cannot handle real-time applicatigracket reaching the base station. This occurs because g newl
very well. However, we do believe that it is practical foreceived packet that carries real data may need to wait for a
applications where can be set large enough for a reasonableng time before getting forwarded in case of a large queue.
amount of covering traffic. We give a detailed simulation study of the effects of différe

We now estimate the minimum communication overheaalues for parameter in Section VI.
needed to achieve the optimal privacy using Theorem 1. . .

Assume that each real object generates one packetrpeP: Source Simulation
seconds. Let be the average hop distance from the real object Though the periodic collection method provides the optimal
to the base station. The average communication overhdachtion privacy, it consumes a substantial amount of gnerg
er is at least2L since for every real report that reachefor applications that have strict latency requirementsisit
the base station, there an averagedafiodes are needed toclearly not well-suited for real-time applications.
forward packets for the report. According to Equation (1) In the periodic collection method, every sensor node is a po-
for calculating the optimal overheadr, since A = 7 and tential source node. To reduce energy consumption, we ehoos
b =log, (%), we have: to reduce the number of potential sources in the network. In
9l0g o O x N x T other words, we WI|| trade off privacy with communlqatlon
wr = - overhead. For this purpose, we proposecteate multiple
(2l x C' — 1) x T + % candidate traces in the network to hide the traffic generate
NowCOxNxT by real objects How to determine the number of candidate
= Nc N traces is usually application-dependent. In general, vpeetx
(¢ xC—1+3)xT that this number is much smaller than the sizel of
~ NxT Creating candidate traces in the field is quite challenging i
(1+ %) X T practice. The main problem lies in the difficulty of modeling
(2) the behavior of a real object in the field. A poorly-designed
model will likely fail in providing privacy protection. For
example, as shown in Figure 2, the behavior of a panda is
modeledinaccuratelyas a static object in the network. There-
oy~ N x T’ fore, the candidate traces are created at plé&esFs, ..., Fi }.
T Each of these place will send virtual traffic to the base @tati
which is the overall overhead of the periodic collectioninoet simulating a real panda.
as we discussed before. This shows that for a large networkHowever, the actual panda behavior may be quite different
the performance of periodic collection is very close to thigom the model used by the defender. The adversary may
optimal solution in terms of the communication overheadotice how the panda moves around in the field. This gives the
needed to achieve the optimal privacy. adversary extra knowledge to identify the possible loceiof

For a large network, the average hop distadde the base
station can be very large. In this case, we have
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pandas. As shown in Figure 2, the panda moves ffimto ment, we randomly select a set bfsensor nodes and pre-load
Sy along the path{S;, S2, S3,S4}. In this case, the traffic each of them with a differeribken Every token has a unique
generated by the panda exhibits a sequential pattern fpom ID. These tokens will be passed around between sensor nodes
to S;. As a global eavesdropper, it can then quickly determirie simulate the behavior of real objects. For convenienee, w
that the traffic generated from placgg:, F», ..., Fg} is likely  call the node holding a token thieken nodeWe also assume
to be virtual, and the traffic generated frop$,...,S4} is that the profile for the behavior of real objects is availeile
likely to be generated by a real panda. As a result, thes to create candidate traces.
adversary can easily tell that the panda is currently close t After deployment, every token node will emit a signal
position Sy. mimicking the signal used by real objects for event detectio
Fortunately, in most cases, an adversary will not have subhis will trigger the event detection process in the locaaar
stantially more knowledge about the behavior of real osjecand generate traffic as if a real event was detected. The token
than the defender. Even if the attacker learns about thecbbjsode will then determine who in its neighborhood (including
behavior over time, the defender will learn the same bemavitself) needs to simulate the next round of source simutatio
and can broadcast occasional updates to the object moveni@sied on the profile for the behavior of real objects. Thertoke
model. Thus, it is often reasonable to assume that the aatyerswill then be passed to the selected node. The delivery of such
and the defender have similar knowledge about the behafiortoken between sensor nodes will be always protected by the
real objects. We can then create more useful candidatestimcepairwise key established between them.
the field to hide real objects. Though it is challenging to elod Note that the simulation requests create additional messag
real objects, research on learning and modeling behaviorth&t can help the attacker distinguish real objects frortualr
objects are quite active. We believe that it will not be a vergnes. To protect against this, we require that nodes thatdet
difficult problem to obtain a reasonable behavior modelffier t the real object also send an extra message in the system
object in the field. Modeling of objects is beyond the scopeach round. Alternatively, we can attach the requests to the
of this paper. messages to the base station, given that all messages would
1) Protocol Description:In the source simulation approachpe received by neighbor nodes.
a set ofvirtual objectswill be simulated in the field. Each 2) Privacy: Assume that the defender can build a model
of them will generate a traffic pattern similar to that of dor the behavior of real objects that can always create aulisef
real object. Figure 3 shows the idea of this approach. bandidate trace in the network with probabilify. In other
this example, pandas move randomly in the field. Both theords, any candidate trace created by the defender in the
adversary and the defender have a model of this randomtwork will be considered as a valid candidate trace by the
movement pattern. After network deployment, each virtuattacker with probabilityP. Let C' be the number of real
object is treated like a real object, as sensors detect isand objects in the network. We can see that the set of candidate
the object’s information to the base station. The protoawks locationsSy includes an average 6f + L x P node IDs. As a
in rounds. In the every round, the node simulating the fakesult, the privacy provided by the source simulation appho
panda will randomly pick a sensor node in its neighborhoarhn be estimated by
(including itself) and ask this node to simulate the realdzan

in the next round. In this way, there will be multiple moverhen b = log, M = log,y(1 + L x P),
patterns similar to that of real pandas. In Figure 3, theee ar ¢ ¢
three such virtual pandas simulating real pandas. Since we assume that both the adversary and the defender

Source simulation then works as follows. Before deployrave similar knowledge about the behavior of real objects, w



will usually have a value of° that is close to 1. In this case,receiving the beacon packet for the first time, sets the sende
b~ log,(1+ g). of such beacon packet as its parent. In this way, each node
3) Energy consumptionSince there arel fake sources will likely select a parent that is closest to the base statio
simulating the real objects in the network, the communacati For the purpose of simulation, we assume that the network
overhead will be increased by a factorbg—c. Similar to the application only needs to detect the locations of pandas and
analysis from Section V-A.2, we use Theorem 1 to estimate thivays wants to know the most recent locations. We thus have
minimum average communication overhead needed to achievery sensor node drop a new packet if it has already queued
the same location privacy as the source simulation approacipacket that was generated on the same event.
under a global eavesdropper. In our simulation, we assume that the adversary has de-
Note that the source simulation method can be effectivgbjoyed a network to monitor the traffic in the target network.
used for real-time applications with privacy protectioquie- Specifically, he is able to locate every sensor node in the
ments. We are often required to deliver sensor reports aagastarget network and eavesdrop every packet this node dgliver
possible, so we assume that a sensor node will immediatélyough the adversary may face engineering problems in
forward the report whenever the channel is free. Herke, developing methods to collect these observations from its
is very small A << T). According to Equation (1) for network, we do not believe that this will be a very difficult

calculating the optimabr, whenb = log, (1 + é): issue to address. For simplicity, we assume the adversary ca
9l02(1+5) 5 O % N x T always reliably col_lect aI_I the observat|0_ns in the netwo_rk
wp = XU XX We ran each simulation for 6,000 time intervals with
(2l092148) % €' — 1) x A + NEXTT seconds for each time interval. We selected the initialtiooa
1+ %) «COxNxT for real pandas randomly. In the experiments, the tag agthch
= T N to a real panda emits a signal, which will generate an event, f
(I+3)xC=1)xA+ er detection at a rate of one p&d x  seconds (10 time intervals).
~ (1 4 £) % C % er In addition, every panda moves from the current locationy)
to a random locatiorix 4 a1,y + a2) every10 x 7 seconds,
= (L+C)xep wherea; anday are two random values uniformly selected

3) betweend and 60.

This shows that the average communication overhead for&n Periodic Collection
optimal solution is approximately increased byafactoligf'— The analysis of Section V has already shown that the
to achieve the same location privacy as the source simualatigeriodic collection method achieves the optimal locatiol p
method. Thus, the communication overhead involved in ouacy. In addition, the communication overhead in the networ
source simulation approach is very close to the minimuremains constant and is independent of both the number of
overhead required to achieve the given level of locatiggandas and their patterns of movement. Hence, the focus of
privacy. Further, it features optimal latencies. our simulation evaluation is on the latency and the packsb dr
rate when there are multiple pandas in the field.

Figure 4(a) shows the latency of packet delivery when there

In this section, we evaluate the performance of our techre multiple pandas in the field. We can see that as the number
nigues using simulation. We show the performance of thd pandas increases, the latency increases. This is dual&sno
proposed privacy-preserving techniques in terms of energypse to the base station receiving multiple reports at éimees
consumption and latency, and compare our methods with ttae, therefore requiring them to buffer packets. When the
phantom single-path method [6], a method that is effectiveimber of pandas grows too large, the buffered packets start
only against local eavesdroppers. being dropped due to the limited size of queue, while the

In our simulation, we include 5,093 sensor nodes distributéatency of the packets that do arrive at the base statiombeso
randomly in a square field 000 x 1000 meters. Each sensorstable after a certain point. When the queue gizecreases,
node can communicate with other sensor nodes in a radiuspatkets traveling long distances have a high probability of
50 meters, while an electronic tag attached to a panda can egetting dropped, making the latency of the packets that do
radio signals that can reach sensor nodes withimeters. We arrive at the base station smaller. This can be seen by a drop
noticed that, on average, each sensor nodetbaseighbors. in the latency for smaller values qf
As a result, the presence of any panda will be detectetibby Figure 4(b) shows the percentage of the detected events
sensor nodes on average. We assume that the base statioacsived by the base station. We can see that the percentage
located at the center of this field. of events received decreases when there are more pandas in

The proposed techniques assume a routing protocol fbe field. Increasing will certainly increase the percentage
sensor networks, though the choice of routing protocol doesthe events forwarded to the base station. However, after a
not affect our results. For simplicity, we adopt a simpleelyd certain point, having a largerwill not offer significant benefit
used routing method [3]. In this method, paths are congdictin terms of the packet drop rate. For example, increasing the
by a beacon packet from the base station. Each node, qureue size from 5 to 20 does not help much in forwarding

V1. SIMULATION MODEL
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Fig. 4. Performance of periodic collection when there ardtipia real objects.

more events to the base station. On the other hand, we hawethod is effective and efficient for achieving privacy imlre
already shown in Figure 4(a) that increaswill significantly time applications. This figure also includes the perforneanc
increase the latency of packet delivery. This is undegrabl of other approaches for further comparison, which we erplai
some cases. As a result, we believe thathould typically below.

be configured as small as possible while still meeting tr@
requirements of the event drop rate. Overall, the results In . ]
Figure 4(a) and Figure 4(b) give a guideline for configuring W& now compare the proposed approaches in this paper

the queue sizg to meet various requirements. with previous privacy-preserving techniques—in paracuthe
phantom single-path routing technique [6]. We focus on lo-

cation privacy and communication overhead in the following
comparison. The simulation result is shown in Figure 5. The
According to the analysis in Section V, the location privacgerformance of the phantom single-path routing is reptesen
achieved by source simulation is determined by the numberigf a single point at the left-bottom corner of the figure, drel t
virtual sources simulated in the network. Thus, the focus peérformance of the periodic collection method is represgnt
our simulation evaluation is on how much communication cogl a single point on the right part of the figure.
we have to pay to achieve a given level of location privacy. We In terms of privacy, we have already shown that none of
use these results to illustrate the efficiency of this tegh@i the previous methods (including phantom single-path noti
During the simulation, we assume that there is only organ provide location privacy under the assumption of a dloba
panda in the network. Multiple fake pandas are created agdvesdropper. In contrast, both of our methods providditnta
simulated in the field. The initial positions of the fake pasad privacy against a global eavesdropper. The periodic dadiec
are randomly selected. In addition, we assume that the sens@thod provides the highest level of privacy and is suitable
network is deployed to handle real-time applications. Imeot for applications that collect data at a low rate and do not
words, whenever a sensor node receives a packet, it widlquire real-time data delivery, while the source simaolati
forward it to the next hop as soon as possible. We assumethod can support real-time applications with practicedé-
that in 7 seconds (one time interval), a sensor can procesfs between privacy, communication overhead and latency.
and forward at most one hundred packets from the queueWe compare the communication overheads through simu-
which is a hundred times faster than the processing speedasfon. Figure 5 shows the communication costs involved in
the periodic collection method. We sétto 1, which means different methods. The simulation results are not sunpgisi
that the defender and the adversary have the same knowletige phantom single-path routing technique only introduces
about the pandas’ behavior. small communication overhead, while the periodic coltatti
Figure 5 shows the communication cost involved in ounethod involves significant but constant communicatiort cos
source simulation method to achieve a given level of privadpr a given period of time. The source simulation method is
We can see that the communication overhead increases asithihe middle of these two schemes; it can provide practical
privacy requirement increases. We also note that the comamunade-offs between privacy and communication cost. Weceoti
cation overhead is very close to the performance of the @ptinthat in the figure, the periodic collection method requikssl|
solution, which can be derived from Theorem 1. This furtherommunication overhead to achieve privacy of aroting 12
validates our analysis and shows that the source simulatioits when compared with the source simulation method. The

Comparison

B. Source Simulation
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Fig. 5.  Communication cost (i.e., the ratio of total messagemessages
due to real objects) needed to achieve a given level of privac different
schemes.

traffic analysis with additional knowledge from insideri§
presents interesting challenges for both of our approadhes
addition, we are also interested in the implementation af ou
methods on real sensor platforms and the experimentaksesul
from real sensor applications.
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reason is that the source simulation method is configured to

support real-time applications with ~ 75 seconds, while

for the periodic collection, we havA = 7 seconds.

VII. CONCLUSIONS

(6]

(7]

Prior work on location privacy in sensor networks had as-
sumed that the attacker has only a local eavesdropping itapak?g]

ity. This assumption is unrealistic given a well-fundedjtiy-

motivated attacker. In this paper, we formalize the logatio []

privacy issues under the model of a global eavesdropper

show the minimum average communication overhead nee

i

for achieving a given level of privacy. We also presented two
techniques to provide privacy against a global eavesdlropqgl]

Analysis and simulation studies show that they can effebtiv

and efficiently protect location privacy in sensor networks

There are a number of directions that worth studying in tI'[&]
future. In particular, in this paper, we assume that the ajlob

eavesdropper will not compromise sensor nodes; he can only

perform traffic analysis without looking at the content oéth[13]
packet. However, in practice, the global eavesdropper neay b
able to compromise a few sensor nodes in the field and perform
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