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Abstract—Sensor nodes are often organized into clusters for
efficiency and scalability purposes. Every sensor cluster is man-
aged by a cluster leader during the network operation such as
routing and data aggregation. Since managing a cluster consumes
substantial energy, the cluster leader needs to be re-elected
from time to time for load balancing. In hostile environments,
it is critical to ensure the security of such leader election.
This paper proposes an efficient, resilient, and fully distributed
leader election protocol for sensor networks. It only uses efficient
symmetric key operations and guarantees that (i) benign cluster
members will elect the same leader as long as they are well-
connected, and (ii) attackers cannot impact the leader election
process to increase or decrease the chance of a benign member
being elected as a cluster leader. In addition, the proposed
method can quickly recover from message loss or malicious
attacks. The evaluation results also demonstrate the efficiency
and effectiveness of this approach.

I. INTRODUCTION

In a densely-deployed sensor network, sensors are usually
organized into clusters for efficiency and scalability purposes.
Every cluster contains a number of sensors that are physically
close to each other and is managed by a cluster leader to
facilitate the network operation such as in-network aggregation
and routing. For instance, in data aggregation, a cluster leader
can serve as the aggregator that collects the sensing results
from other cluster members, computes the aggregation result,
and reports the result to the base station.

Since managing a cluster consumes substantial energy, the
cluster leaders need to be re-elected from time to time for
load balancing. The leader election problem is to ensure that
each cluster will have a suitable sensor node be selected as the
cluster leader whenever needed. A common election metric to
determine the new leader of a given cluster is the remaining
energy on sensor nodes. For the sake of presentation, we call
the values (on sensor nodes) used for election purpose as the
election values. In the above case, the election values will be
the remaining energy reported by sensor nodes.

A number of secure clustering protocols have been proposed
recently for organizing clusters in sensor networks [1], [2].
These protocols significantly improve the security of clustering
in the presence of malicious attacks. However, they only focus
on the formation of clusters and do not consider the security of
cluster leader election. Without proper protection, an attacker
can easily subvert the intended purpose of clustering. For
example, if the protocol selects the node with the most
remaining energy as the new cluster leader, an attacker can
continuously hijack the leadership by always claiming more
remaining energy than anyone else in the cluster.

The security of leader election has been considered in
several recent studies [3], [4], [5], [6], [7]. However, as we will
show later, these protocols are either communication intensive,
sensitive to message loss/delay, or vulnerable to simple DoS
attacks. As a result, the focus of this paper is to develop a
practical cluster leader election protocol that is more efficient,
resilient, and effective than previous techniques.

However, designing an efficient and resilient protocol for
leader election is quite challenging. First, sensor nodes are
very limited in computation power, storage space, communica-
tion bandwidth, and energy supply. These resource constraints
require that the overhead of any sensor operation be as low
as possible. Hence, it is undesirable to apply those well-
studied but expensive mechanisms. Second, since the wireless
channel is essentially a broadcast channel, an attacker can
easily eavesdrop, corrupt, forge, or replay any message in
such communication channel. This will lead to many attacks
such as DoS attacks [8], Sybil attacks [9], and Wormhole
attacks [10]. Third, an adversary can easily capture a sensor
node and quickly learn all the secrets inside [11]. This makes
it possible for the attacker to launch node replication attacks
by creating many duplicated nodes in the network to impact
the network at a large scale [12].

In this paper, we propose an efficient and resilient leader
election protocol for sensor network clustering in hostile en-
vironments. The security of the proposed protocol is achieved
by (i) making it infeasible to forge the election values (i.e.,
the remaining energy) of benign sensor nodes and (ii) making
the leader election protocol resistant to the malicious election
values supplied by compromised sensor nodes. The proposed
scheme has several nice properties. First, it guarantees that the
benign cluster members in a given cluster will elect the same
cluster leader as long as they are well-connected. Second, an
attacker cannot impact the leader election protocol to increase
or decrease the chance of a benign sensor node being elected
as the cluster leader. Third, it can quickly recover from failure
due to lossy channels or malicious attacks once the cluster
members become well-connected again. This important prop-
erty makes it very difficult for adversaries to disrupt the leader
election protocol by jamming the communication channel for
only a short period of time. A long-term jamming attack is
very expensive and can be easily detected to physically locate
the adversary. Finally, the proposed scheme is fully distributed.
This addresses the problem of the single point of failure.

The rest of the paper is organized as follows. The next
section reviews existing studies and discusses their limitations.
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Section III gives the adversary model and the system assump-
tions. Section IV presents our resilient leader election protocol
with detailed analysis. Section V discusses some implemen-
tation issues and evaluation results. Section VI concludes this
paper and points out some future directions.

II. RELATED WORK

This section briefly reviews existing approaches that are
developed for sensor clustering in hostile situations [1], [2],
[3], [7], [4], [5], [6]. We found that these protocols either
ignore or do not effectively solve the security of leader
election.

The techniques in [1], [2] focus on the security issues during
the formation of initial clusters. They do not consider the
security of cluster leader election. In this paper, we focus on
how to protect the cluster leader election in the presence of
malicious attacks. The proposed technique is complementary
to the above two secure cluster formation schemes.

The protocols developed in [3], [7], [4], [5], [6] do consider
the security of cluster leader election. However, they have a
number of limitations. The protocols in [3], [5], [4] simply
ask the base station to make a centralized decision and
announce the new leaders in the network. Such centralized
approaches incur substantial communication and computation
costs. Hence, they do not work well in resource-constrained
sensor networks. In addition, a centralized protocol is often
vulnerable to the single point of failure.

The protocols developed in [7] use digital signatures to
guarantee the integrity of the election values at sensor nodes.
This works well in dealing with external attackers who do
not compromise sensor nodes. However, a malicious insider
can always claim to be the most suitable cluster leader (i.e.,
having the most remaining energy) and therefore win the
competition. On the other hand, although sensor nodes are
able to do a few signature generations and verifications, it is
still computationally expensive to do so. Attackers can simply
spam sensor nodes with fake signatures and force them to do a
large number of public key operations, eventually exhausting
their valuable energy.

Three election protocols are proposed in [6]. They work in
a decentralized way and only use lightweight cryptographic
algorithms. However, these protocols are vulnerable to many
attacks. For example, each node needs to send out its election
value as the input of the election process. If the attacker refuses
to send/forward these values or injects conflict values, it is
possible that different cluster members elect different leaders
or no leader is elected at all. Our technique can handle these
kinds of problems very well. As we will show, it is much more
difficult and expensive for the adversary to achieve the same
goal.

III. SYSTEM MODELS AND DESIGN GOALS

In this section, we will discuss the system model, the
adversary model, and our design goals.

A. The System Model

This paper considers a sensor network that consists of
a large number of resource-constrained sensor nodes. Each
sensor node has a unique ID and is randomly scattered to

monitor the activities in the field and report its observations
for various purposes.

In this paper, we assume that all cluster members have the
same view of the initial members in the cluster. Since this
information can be obtained in the cluster formation phase,
we will not discuss its detail here. Therefore, we assume that
once a cluster is formatted, all cluster members will have the
same sorted list of the cluster member IDs, i.e., Linit.

In each cluster, a new cluster leader needs to be elected from
time to time to coordinate the cluster members and handle
the network operations. The leader election protocol works
in rounds with one new leader being elected for each round.
How to decide the election round (time and duration) is out
of the scope of this paper since it is most likely application-
dependent. Therefore, our discussion in this paper focuses on
a particular round of leader election. In the end of each round,
all cluster members should elect the same cluster leader.

B. The Adversary Model

An attacker can launch a wide range of attacks against
sensor networks. For example, he can jam the wireless channel
or shield the radio signal to sensor nodes, causing a denial of
service. Jamming or shielding for a very long period of time
is quite expensive and can be easily detected. We thus assume
that an adversary launches “stealthy” attacks that only disable
the communication for a short period of time to interrupt the
delivery of some critical messages. We assume that the attacker
can eavesdrop, modify, forge, replay, or block any message.
We also assume that the attacker can compromise sensor nodes
and learn all the secrets inside. The compromised nodes may
also run malicious programs injected by the attacker.

An adversary with the above capability can disrupt the
cluster leader election process in many ways if the leader
election protocol is not protected very well. First, he can make
an arbitrary node elected as the cluster head. For example,
the attacker may fool benign cluster members into electing a
malicious node as the leader so that he can take control of
the whole cluster. As another example, the attacker may fool
the cluster members into always electing a particular benign
node as the cluster leader, eventually exhausting the energy
of the victim node. Second, the adversary can also make no
eligible nodes elected at all or more than one cluster leaders
elected at a time. If the adversary succeeds, the whole cluster
will function incorrectly during the network operation.

C. The Design Goals

The objective of this paper is to provide security for the
election of cluster leaders in sensor networks. We identify the
following security goals for a cluster leader election protocol.
These security goals are quite vague at this moment. However,
we will clarify their meanings in our later analysis.

• Security Goal 1: Unauthorized sensor nodes cannot join
the cluster leader election. That is, only those legitimate
members of a cluster can participate in the leader election
of this cluster.

• Security Goal 2: The attacker cannot arbitrarily increase
or decrease the chance of any benign node being elected
as a cluster leader. More specifically, the attacker cannot
control who will be elected as the cluster leader at any
round of leader election.
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• Security Goal 3: As long as benign cluster members are
well-connected in a particular round of leader election,
they will always elect the same cluster leader for this
round. This means that the result of a given round of
leader election is only affected by the network connec-
tivity during that round.

A cluster may include a few compromised sensor nodes. It is
certainly possible that a malicious sensor node is elected as the
cluster leader at some point. Indeed, it is infeasible to prevent
this from happening when this malicious node always acts like
a normal sensor node. To mitigate such impact, one option is
to ensure that every cluster member has the equal opportunity
of being elected. Our protocol is designed to reinforce such
fairness between cluster members. On the other hand, the
compromised sensor node may start behaving maliciously
once it gets elected as the new cluster leader. Detecting such
misbehavior is certainly important for the security of sensor
networks. However, this is beyond the scope of this paper, and
we consider it complementary to our approach. Nevertheless,
even without such detection mechanism, our protocol can still
tolerate compromised nodes in the sense that any malicious
node can only serve as the cluster leader for a given period of
time. The leadership will be likely shifted to a benign node in
the next round of election.

IV. RESILIENT CLUSTER LEADER ELECTION

In this section we will first briefly review the security
primitives used in the proposed approach and then describe
its technical detail and analyze its performance.

A. Preliminaries

Our protocol takes advantage of the following two security
tools, the one-way key chain and the Blundo’s pairwise key
pre-distribution scheme.

One-way key chain: An one-way key chain {K0,K1,
K2, ...,KR} is generated by iteratively performing the one-
way function H(·) on the last key KR in the chain. This key
chain has the following property: given any Kj , all former
keys can be derived by computing Ki = Hj−i(Kj), 0 ≤ i <
j, while none of the later keys can be computed due to the
one-wayness of function H . Therefore, with the knowledge of
K0 = H(K1) (called the key chain commitment), anybody can
verify the authenticity of any later key by only performing hash
operations. In our protocol, the one-way key chain will be used
to protect the election values reported by cluster members.

Blundo’s key pre-distribution: This approach is used as
an identity-based pairwise key establishment protocol since
it can bind the node IDs with the keying materials. In fact,
a successful pairwise key establishment between two nodes
also proves their IDs to each other. This scheme works as
follows. Before deployment, a central server generates a t-
degree symmetric polynomial f(·, ·), which has the property
of f(i, j) = f(j, i) for any i and j. Every sensor node i
is assigned with the polynomial “share” f(i, ·). To establish
a pairwise key between nodes i and j, node i evaluates
f(i, ·) at point j, while node j evaluates f(j, ·) at point i.
Since f(i, j) equals f(j, i), these two sensor nodes can use
this value as the pairwise key between them. This scheme
is proved to be t-collusion resistant, i.e., it can tolerate up
to t compromised nodes [13]. Obviously, a success in key

establishment also indicates that the other party does know
the corresponding polynomial share, which further proves the
ID. We do not consider the case where a large number of nodes
are compromised since most applications will fail anyway in
such situation. Therefore, we always assume no more than t
compromised nodes in the network.

B. Protocol Description

Similar to most existing cluster leader election protocols,
we use the remaining energy on sensor nodes as the metric
to determine the cluster leader. However, our approach is
also different from them in that we do not use the one
with the most remaining energy as the new cluster leader.
Instead, the role of cluster leader will be rotated among all
cluster members that are qualified for being elected as the
cluster leader, i.e., those nodes whose energy is greater than a
pre-determined system threshold Eth, which is the minimum
energy required for serving as the cluster leader. This will
make it very difficult for any malicious insider to hijack the
role of cluster leader frequently by forging the election value.
Our approach includes three steps, initialization, anti-spoofing
announcement, and distributed decision making.

Initialization: In this step, every sensor node will be
given a unique ID, two one-way key chains, and the keying
materials for pairwise key establishment. The commitments
of these two key chains determine the node ID, which further
determines the keying materials this node will get from the
server. Thus, a successful key establishment between two
nodes also authenticates the node IDs to each other, which
further proves the key chain commitments to each other. The
detailed protocol works as follows.

Before deployment, every sensor node i (we will discuss
how to do the ID assignment later) will be assigned with two
random one-way key chains, a YES chain and a NO chain.
The NO chain is used by this node to tell other nodes that it
has no energy left for serving as the cluster leader. Therefore,
it only includes a key chain commitment Ni,0 and a NO key
Ni,1. The YES chain is used to inform other nodes that it has
sufficient energy left for serving as the new cluster leader.
Therefore, it includes a key chain commitment Yi,0 and a
number of YES keys {Yi,1, Yi,2, ..., Yi,R}, where R is the
maximum number of rounds for leader election. The ID i of
this node is simply the hash of the two key chain commitments,
i.e., i = H(Yi,0||Ni,0).

After determining the node ID i, we will use the Blundo’s
pairwise key pre-distribution protocol for key pre-distribution.
Specifically, the central server will maintain a symmetric
bivariate polynomial f(·, ·) and pre-distribute a polynomial
share f(i, ·) to every node i. Thus, the ID, the commitments,
and the keying materials are tied together. Clearly, as long as
two nodes can establish a pairwise key, they can immediately
authenticate each other’s ID as well as the key chain commit-
ments due to our ID assignment scheme.

After deployment, the sensor nodes will be organized into
clusters based on some secure cluster formation protocols such
as those in [1], [2]. Once a cluster is formed, all cluster
members have the same member ID list Linit.

At the beginning of cluster leader election, the cluster mem-
bers need to exchange their key chain commitments among
each other. Due to our ID assignment described previously,
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Procedure SHUFFLE (L,n,C,H);
integer n; integer array L,C; procedure H;
comment SHUFFLE applies a random permutation

to the sequence L (the initial ID list Linit). C[i] is
the YES chain commitment Yi,0 of node i. H is
one-way hash function, “||” is the concatenation
operation, and “%” is the mod operation.

begin
integer i, j,temp,seed;
seed := H(C[1]||C[2]|| · · · ||C[n]);
for i := n step-1 until 2 do

begin j := H(seed||i) % n;
temp := L[i]; L[i] = L[ j]; L[ j] = temp

end loop i
end SHUFFLE

Fig. 1. The shuffle algorithm

these commitments can be easily verified according to the node
ID. After collecting all those authenticated chain commitments
from other members, every cluster member will shuffle the
initial ID list Linit using the algorithm shown in Figure 1
and produce the same random permutation Lcandi, called the
candidate list. This list is used for determining the leader of a
cluster in each round of election. Different from the traditional
shuffle algorithm [14], our modified version uses one-way hash
function H and the YES chain commitments of all cluster
members to generate the random candidate list. Since the ID,
the key chain commitments, and the pairwise keys are tied
together, it is impossible for the attacker to manipulate the
candidate list at the beginning. In other words, all benign nodes
in the cluster will have the same view of the candidate list.

Anti-spoofing announcement: In each round of leader
election, every cluster member needs to assess its own remain-
ing energy and announce the result to other cluster members.
If the residual energy Ei of a cluster member i is greater than
the threshold Eth, it will disclose the next key in its YES
chain to announce its willingness to be a cluster leader. If
there is not much energy left for serving as the cluster leader,
it will release the (only) key in its NO chain to announce its
decision. In each round of leader election, a cluster member
will broadcast its announcement (the chained key) α times to
tolerate the channel loss. We will discuss the impact of α later.

In the r-th round of leader election, if a cluster member
j receives a key in the YES chain of node i, node j can
verify it by computing and comparing Hr−r′

(Yi,r) with the
key Yi,r′ received earlier in the r′-th round of election. If the
verification succeeds, node j will update the YES key for node
i; otherwise, it will drop the message. If node j receives the
correct NO key Ni,1 from i, node j will remove this node
from the candidate list Lcandi.

In each round of election, every sensor node in the candidate
list is required to release either a valid YES key or a valid NO
key as the announcement. If any node notices that another
cluster member releases both the valid (fresh) YES key for
the current round and a valid NO key, it can immediately
conclude that this node must have been compromised. It can
then directly broadcast these two keys to other members to
revoke the malicious node. As a result, we assume that a smart
attacker won’t release two conflicting keys, i.e., the YES key
for the current round and the NO key.

Distributed decision making: In every round r, a cluster

member needs to collect the fresh chained key, i.e., either the
r-th key in the YES chain or the key in the NO chain, from
every node in the candidate list. However, due to the lossy
wireless channel and malicious attacks, the keys from some
nodes in the candidate list may not reach others during this
round of election. In other words, it is possible that the cluster
members have different views of the keys for the nodes in the
candidate list. Indeed, it is infeasible to completely eliminate
this issue since an attacker can interrupt the communication
and temporarily partition the network. Every partition will be
likely to have its own cluster leader.

Fortunately, even if the adversary disrupts the key exchang-
ing, he can cannot convince the nodes to accept forged keys.
Thus, we can take advantage of this and ensure that (i) the
benign cluster members will always elect the same cluster
leader as long as they are well-connected, and (ii) the leader
election can recover quickly from failures once the network
in the local area becomes well-connected again. A group of
cluster members is said to be well-connected if the message
from anyone of them can reach all others with a very high
probability after no more than α times of broadcast. With these
in mind, we develop the distributed decision making process
as follows.

Consider a particular cluster member i in the r-th round of
leader election. When there are missing keys for some nodes
in the candidate list, node i will mark these nodes as inactive.
Once a cluster member stays inactive for β consecutive rounds
of cluster leader election, it will be removed permanently from
the candidate list. Note that β also implies the maximum num-
ber of hash operations that a sensor node needs to perform for
verifying a chained key. The purpose of this is to mitigate DoS
attacks targeting at forcing sensor nodes to do a significant
number of hash operations. Every cluster member makes its
election decision purely based on the candidate list it sees
for this round. Specifically, the first active node following the
current cluster leader in the candidate list will be elected as
the new leader for the cluster. Table I shows the leader election
process in a 5-node cluster when β = 2.

In addition, we also develop a simple recovery protocol to
deal with the inconsistency of the decisions made by cluster
members. If a member i finds itself to be the new leader
based on its candidate list, it will contact every active member
to make an announcement of being the new leader with a
message including all NO keys and fresh YES keys it has.
Such communication is protected by the pairwise key between
them. The message will also be used by the contacted node
to update its own set of chained keys. In addition, if the
contacted node notices that node i has missed some YES
keys or NO keys, it will reply a message including all these
keys; otherwise, the contacted node will use node i as the new
cluster leader and send a confirm message to node i. When
node i receives the missing keys, it will update the candidate
list and restart the above recovery protocol since the new
leader may change based on its updated list; otherwise, node i
will keep checking how many “positive” responses from active
members. If it receives confirmation messages from more than
half of them, it will start to serve as the new leader.

If a cluster member i notices that it is not the new leader
based on its candidate list, it will send the new leader (based
on its own view) a message that includes all NO keys and fresh
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TABLE I
ILLUSTRATION OF THE RESILIENT CLUSTER LEADER ELECTION PROTOCOL IN A 5-NODE CLUSTER (β = 2).

Released Information Lcandi Leader Notes
1 2 3 4 5 Node

Before N1,0 N2,0 N3,0 N4,0 N5,0 Exchange commitments
Election Y1,0 Y2,0 Y3,0 Y4,0 Y5,0 5,2,1,4,3 and generate Lcandi
Round 1 Y1,1 Y2,1 Y3,1 Y4,1 Y5,1 5,2,1,4,3 5 Select leader from Lcandi
Round 2 N1,1 Y2,2 Y3,2 Y4,2 Y5,2 5,2,4,3 2 1 quits the election
Round 3 Y2,3 Y4,3 (5),2,4,(3) 4 Mark 3, 5 as inactive
Round 4 Y2,4 Y4,4 Y5,4 5,2,4 5 Remove 3 and restore 5

YES keys it has. This message will also be protected by their
pairwise key. The contacted node will also use this message
to update its chained keys. If the contacted node notices that
node i has missed some YES keys or NO keys, it will reply
a message including all these keys; otherwise, the message
from i will be considered as a positive response from i if the
contacted node considers itself as the new cluster leader and
is also waiting for the responses.

C. Security Analysis

In the following, we will discuss how the proposed protocol
achieves the three security goals identified in Section III.

Security goal 1: This security goal requires that only legit-
imate cluster members can participate in the leader election.
In other words, we have to ensure that those unauthorized
nodes that don’t have the cluster membership cannot join
the leader election and cannot impersonate any benign cluster
member. These two properties are actually achieved by using
the Blundo’s key pre-distribution protocol [13]. The identity
of a sensor node is tied to its cryptographic key. It is thus not
possible for an unauthorized node to join the cluster election.

We further explain that the adversary cannot forge the
announcements from benign cluster members. This is because
the announcements are the keys in YES or NO chains. To forge
these keys, the attacker needs to either invert the hash function
H or fool benign cluster members into accepting incorrect key
chain commitments. However, because of our ID assignment
scheme, the ID of a sensor node i is the hash of its two
key chain commitments, i.e., i = H(Yi,0||Ni,0). Therefore,
to forge the key chain commitments, the adversary has to
forge the ID as well. This requires the knowledge of keying
materials related to the forged ID, which is not available to
the adversary. Therefore, the adversary has no way to make its
forged commitments accepted by any benign cluster member.

Without the proper chained keys, the adversary may try
to replay the keys released earlier by the legitimate member.
However, this will not impact the proposed scheme. The reason
is that our scheme uses either the fresh YES key or the NO
key in each round of leader election. More specifically, the
index of the released fresh key in any YES chain will always
be the same as the index of the current election round unless
the corresponding cluster member gives up the leader election
because of insufficient energy and releases the NO key. Once
a benign cluster member releases its NO key, it will never
release any new YES key.

Security goal 2: Note that a compromised cluster member
can always behave normally like benign members and get
elected as the new cluster leader at some point during the field
operation. There are no effective ways to identify those “pas-
sive” malicious cluster members since there are no evidences
of them being malicious. As a result, the second security goal

focuses on making sure that an adversary cannot significantly
impact the chance of any benign member being elected as
the new leader. Thus, even if the leader is compromised, it
cannot continue to control the cluster. The election protocol
should ensure the fairness of cluster members being elected
as cluster leaders. In the following, we would like to show
how our scheme achieves this when there are compromised
cluster members in the cluster. For simplicity, we assume that
the benign members are well-connected. We will evaluate the
impact of message loss later.

First, the attacker cannot significantly increase or decrease
the chance of a benign node being elected as the new cluster
leader. The leader election is based on the candidate list
Lcandi, which is initialized at the beginning of the leader
election. All cluster members in Lcandi will serve as the
cluster leader in a round-robin manner unless they release their
NO keys during the leader election. When the benign cluster
members are well-connected, all benign nodes that are eligible
for the leader role will be included in the candidate list Lcandi.
As a result, they will be elected as the new leader one by one
in order. It is thus not possible for the adversary to impact the
chance of a benign member being elected as the new cluster
leader unless it can invert the hash function H and release the
undisclosed NO key of this benign cluster member. However,
inverting a hash function is computationally infeasible. In
addition, once a benign cluster member declares its energy
insufficiency with its NO key and quits the leader election, the
attacker has no way to make other benign members believe
that this node is still qualified for the leader role. Because
of the above reasons, we can also see that it is not possible
for adversaries to significantly increase the chance of those
malicious members being elected as the new cluster leader.

Second, an attacker can certainly release the NO keys of
compromised cluster members to slightly increase the chance
of other benign cluster members being elected as the leader.
However, this is equivalent to the case of compromised mem-
bers being isolated since they can no longer participate in
the leader election once they quit. Hence, we believe that the
attacker will not do this. Due to the limited power supply, most
benign cluster members may run out of energy and cannot
serve as the leader after the network is on for a long time.
However, the adversary may let compromised cluster members
stay in the leader election all the time and claim to have
sufficient energy. Hence, the attacker will have a higher chance
of taking the leader role in the later stage of the field operation.
Fortunately, due to the energy limitation on sensor nodes, this
can be fixed by limiting the number of rounds a given cluster
member can serve as the cluster leader. This fix will not impact
benign cluster members much but can effectively thwart the
impact of compromised members.

Finally, the adversary may want to take over the cluster
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leader role at a specific time. For example, he may want to hide
some critical events from being detected or reported during his
intrusion into the field. However, in our protocol, the adversary
cannot arbitrarily manipulate the order of the candidate cluster
members (including the malicious ones) being elected as the
new cluster leader. The candidate list Lcandi is generated
by the shuffle algorithm using the hash function. The seed
is the hash image of the YES chain commitments of all
cluster members. Hence, to manipulate the candidate list, the
adversary needs to forge key chain commitments. However,
no one can forge key chain commitments because the node
ID, the commitment of key chains, and the keying materials
of a given node are all tied together during the initialization
of sensor nodes.

According to the above discussion, we can see that the
adversary has very limited control over the leader election
process. As a result, we can conclude that the proposed
approach achieves the second security goal.

Security goal 3: The attacker may try to disrupt the leader
election by making the candidate lists discovered by different
cluster members inconsistent to each other. For instance, he
may provide different election values to different members
and fool them into making different decisions. Fortunately,
the proposed scheme can defeat such attacks effectively and
guarantee that one and only one leader will be elected as long
as the cluster members are well-connected.

First, as discussed before, the attacker cannot forge the
announcements from benign cluster members unless he can
invert the one-way function. Moreover, replaying an earlier
announcement message will not help the adversary at all. This
is because the freshness of an announcement from a cluster
member can be verified easily based on its index in the key
chain. As a result, every benign cluster member will be able to
get a correct and fresh announcement from every other benign
member as long as the members are well-connected.

Second, a malicious cluster member can certainly give an-
nouncements including different decisions to different cluster
members. That is, he discloses the fresh YES key to some
cluster members and the NO key to some other members.
However, this can be easily detected by other members.
Indeed, seeing the NO key and the fresh YES key from the
same cluster member indicates that this cluster member must
have already been compromised.

Third, a malicious cluster member may only give its an-
nouncement to some selected cluster members. As a result,
some members will have updated information from this ma-
licious node, while others will mark it as inactive. This
will result in inconsistent views of the candidate list in the
cluster. Fortunately, this is quite difficult for adversaries to
achieve. The reason is that all the announcement messages
will be broadcasted in the cluster. Once a benign cluster
member receives a new announcement, it can re-broadcast
the message to make sure the other cluster members also
receive such message. This process is out of the control of
the adversary. In addition, we have a simple recovery protocol
to tolerate the inconsistency in the cluster. With this protocol,
the inconsistency can be easily resolved as long as the cluster
members are well-connected.

From the above discussion, we can see that when the cluster
members are well-connected, benign cluster members will
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Fig. 2. The probability f that a qualified node is removed from Lcandi v.s.
the probability p that a chained key fails to be delivered.

have the same view of the candidate list. This indicates that
they will agree on the same cluster leader at the end of
election. Therefore, we conclude that our protocol achieves
the third security goal.

Resilience to lossy channels and jamming attacks: Our
security analysis has shown that our proposed protocol can
work effectively and efficiently as long as the benign members
in a given cluster are well-connected. However, it is also
interesting to know the resilience of our protocol when the
cluster members are not so well-connected all the time. Such
investigation can be valuable since in typical sensor networks,
we may experience high packet loss rate caused by either
highly-lossy channels or intensive jamming attacks.

Fortunately, the proposed scheme can tolerate message loss
effectively due to the following reasons. First, the protocol
only involves the communication within the same cluster,
whose members are physically close to each other. The im-
pact of lossy channels is thus much less than that in those
centralized schemes where all messages have to be delivered
to a central server via many hops. Second, in each round of
election, a cluster member only needs to release one key. As
long as the members receive the valid YES key from the
expected leader (i.e., the first active member following the
current leader in the candidate list Lcandi), they will always
make the same decision about the new cluster leader, even
if they have different views of Lcandi. In addition, the result
from an earlier round of leader election does not impact a later
round of leader election at all since the decision is always
made based on the NO keys released so far and the fresh
YES keys received in the current round. This means that our
approach can effectively tolerate and recover from failures.
The adversary has to continuously attack the communication
channel (e.g., by jamming the radio) in order to disable our
approach, which could be very expensive for most attackers.

Next, we will study in detail how well our protocol handles
message loss. According to the protocol, each cluster member
will broadcast its chained key α times in each round of elec-
tion. If the YES keys of a given member are not received in β
consecutive rounds of election, it will be removed permanently
from the candidates list. Therefore, the attacker cannot forge
the YES key and force a receiving node to perform more than
β times of hash operations. Although this can mitigate the DoS
attack on the verification of chained keys, a benign member
that is qualified for being elected as the cluster leader may be
removed from the candidate list due to the lossy channel or
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Fig. 3. When the original cluster C is partitioned, each new sub-clusters
will elect their own leaders separately.

malicious jamming attacks.
In the following, we will analyze the probability f of a

qualified node being removed from Lcandi. We assume that
every member has received the chain commitments of other
members and computed the candidate list Lcandi successfully
at the beginning of the leader election. A fresh chained key
can be either sent directly from the owner (in one-hop cluster)
or relayed by the intermediate nodes (in multi-hop cluster).
Let p denote the probability that a cluster member fails to
receive a given chained key correctly. A large p indicates either
a highly-lossy channel or frequent channel jamming attacks.
The probability f can be estimated as f = pαβ , which is
shown in Figure 2. We can clearly see that this protocol can
tolerate the packet loss effectively. For example, when p = 0.8
(a highly-lossy channel), α = 2, and β = 10, f is only 0.0115.

In addition, our simple recovery protocol also helps cluster
members to exchange their views of chained keys, and can
effectively reduce the inconsistency between benign members.
The leader needs to exchange the collected chained keys with
other cluster members and collect the confirmation messages
from more than half of them. Here, we assume at least half of
the cluster members are benign. Otherwise, the whole cluster
cannot function correctly anyway. Therefore, if the normal
cluster member i chooses the wrong cluster leader j, the view
of the candidate list at i will also get corrected if i receives
the key either from the actual leader or j.

Certainly, the adversary can launch intensive channel jam-
ming attacks and partition the cluster into several parts. In
this case, each part will work like an independent cluster and
will elect its own leader. For instance, in Figure 3, the original
cluster C is divided into two new sub-clusters C1 and C2. The
nodes in each of these two parts are well-connected, but the
nodes in C1 cannot talk to any node in C2. Nodes 1,2,3,4 will
have the same candidate list where nodes 5,6,7,8 are marked
as inactive members; they will elect the same leader among
them. The nodes in C2 will do the same thing.

Fortunately, such network partition caused by malicious
jamming attacks will not last long in practice due to the cost
of launching the attack and the possibility of the attacker being
detected and located. Hence, we assume that it will not last
more than β consecutive rounds. In this case, we note that
the proposed technique can recover quickly from the network
partition once the network in the local area becomes well-
connected again. In other words, once the isolated parts can
talk to each other again, they can be merged without any
additional cost as long as their messages can reach each other.
Specifically, in a given round of leader election, if a cluster
member i receives a fresh YES key from an inactive member

j in its candidate list, it knows that j becomes active again.
This YES key will be propagated among the well-connected
cluster members to update the candidate list at other members.
In the end, all well-connected cluster members will have the
same view about the active members in the candidate list and
will thus elect the same cluster leader in the future.

From the above discussion, we can see that it is very difficult
for an attacker to disrupt our leader election protocol without
launching an intensive channel jamming attacks continuously
or compromising a large number of cluster members. There-
fore, we can conclude that our leader election protocol can
effectively tolerate message loss.

D. Overhead

Before deployment, every sensor node is assigned with an
ID i and a t-degree polynomial share f(i, ·). It also needs
to store two key chains along with their commitments, one
contains a single key, and the other consists of R keys, where
R denotes the maximum number of rounds for leader election.
In a cluster of n members (including the cluster leader), a
sensor node will also need to buffer the candidate list of n
IDs, n−1 pairwise keys, and 2(n−1) key chain commitments.
These space requirements are usually not a problem since the
cluster size is limited.

The computational overhead mainly comes from four parts.
First, with the Blundo’s key pre-distribution protocol, a sensor
node needs to compute a t-degree polynomial to establish a
pairwise key and verify the ID of another sensor node. Second,
a sensor node has to perform the hash function H one time to
verify the key chain commitment and at most β times to verify
a chained key. Third, every sensor node has to compute the
candidate list using the shuffle algorithm, which needs another
n + 1 times of hash function operations. Finally, every sensor
node will need to perform symmetric key operations such as
encryption and authentication to protect the communication
between sensor nodes. Obviously, all these operations only
involve lightweight computation.

The proposed technique only incurs small communication
overhead. The Blundo’s key pre-distribution technique does
not introduce any additional communication overhead at all
for two nodes to establish a pairwise key. In the initialization
step, each node only needs to disclose its ID and two key
chain commitments. In each round of leader election, every
cluster member is only required to broadcast a single chained
key for α times. In our simple recovery protocol, the chained
keys will be exchanged between the cluster members. Different
from centralized approaches where sensor nodes exchange
messages with the base station that is far away, our protocol
only involves the communication between the cluster mem-
bers that are physically close to each other. Therefore, the
communication cost of our protocol is not a big problem.

E. Discussion

In the following, we will discuss some important issues
related to the proposed technique. We will focus on the
addition of new cluster members, the security of our protocol
against typical attacks, and the comparison with the existing
secure leader election protocols.

Addition of new cluster members: Our protocol can be
easily extended to handle the addition of new cluster members
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on the fly. Suppose a new node u meets the requirements
of the cluster formation protocol and joins the cluster in the
r-th round of leader election. If u has sufficient energy, it
can join the election without any problem. Specifically, after
establishing the pairwise keys with other cluster members, u
only needs to broadcast its two key chain commitments and
collect the released No keys and the fresh YES keys from
other cluster members. Once the cluster members (including
the new one) have an updated set of commitments for all the
cluster members, they can re-execute the shuffle algorithm to
generate a new candidate list. Starting from the (r + 1)-th
round of leader election, u can participate in the same election
process as other members do using the updated candidate list.

Security under typical attacks: In sybil attacks [9], an
adversary tries to clone sensor nodes with different IDs. Since
the keying materials for pairwise key establishment are always
tied to the node ID, our approach is free from sybil attacks.

In wormhole attacks [10], the attacker creates a wormhole
between a pair of nodes that are far away from each other to
fool them into establishing an incorrect neighbor relation. This
attack does not directly affect the leader election process since
the cluster membership has been determined before the leader
election. However, this attack can impact the initial cluster
formation and thus can indirectly affect the leader election.
Fortunately, several protocols have been developed to mitigate
the impact of the wormhole attacks [15], [16], [10], [1]. Any
of these techniques can be used to enhance the security of
clustering in sensor networks.

In node replication attacks [12], the adversary will compro-
mise a sensor node and create many replicas of this node in
many different places in the field. Since these replicated nodes
have the keying materials taken from the compromised sensor
node, they will be accepted by other nodes as a legitimate part
of the network and impact the network significantly. The node
replication attack does not impact the cluster leader election
protocol directly. Instead, it impacts the formation of the initial
clusters in the field. Once the clusters are correctly formed,
the cluster leader election will function correctly. Hence, we
consider techniques to address node replication attacks as a
necessary and complementary research topic to our work.

Comparison with other techniques: In the following, we
will briefly compare our scheme with other schemes that also
considered the security of cluster leader election. We focus on
the schemes developed in [7], [3], [4], [5], [6].

First, our proposed protocol is fully distributed and only
involves the communications between the sensor nodes that are
physically close to each other. Therefore, our protocol avoids
the single point failure and can be much more communication
efficient than centralized schemes like those in [3], [4], [5].
Second, our protocol is also efficient in terms of computation
overhead. It achieves security by only using efficient crypto-
graphic algorithms such as one-way hash function. In contrast,
the protocols in [7] uses digital signatures. They involve
considerable computation overhead and are vulnerable to DoS
attacks on signature verification. Furthermore, our proposed
protocol also prevents those compromised nodes from being
elected continuously for a long period of time. In addition, our
protocol does not require the assumption of no message loss
or packet delay as made in [7]. Finally, our protocol ensures
that one and only one node will be elected as the cluster head

TABLE II
THE CODE SIZE AND EXECUTION TIME OF EACH COMPONENT

Running Time Code Size
Operations (in ms) (in bytes)

Sender Receiver ROM RAM
ID and CC Distribution 17.27 27.01 2734 S1

*

Candidate List Randomization 457.49 308 54
Key Release and Verification 0.24 10.19 836 S2

**

Recovery Announcement 27.67 26.83
Protocol Confirmation 9.728 9.785 1766 16
* S1 = 130 + 29(n − 1), where n is the number of cluster members.
** S2 = R + 4, where R is the maximum number of rounds for leader election.

as long as the cluster members are well-connected. This is
because the election messages (chained keys) are easy to be
verified but infeasible to be forged. A cluster member cannot
deny its election messages sent before. In contrast, none of
the protocols in [6] guarantees such property in the presence
of malicious attack.

V. IMPLEMENTATION AND EVALUATION

We have implemented the prototype of our leader election
scheme on TinyOS [17] and evaluated it using the TelosB [18]
motes. In the experiment, we assume that the cluster size is
50. We use RC5 [19] with 8-byte long keys to implement
security primitives such as encryption, decryption, hash, and
MAC operations. For the Blundo’s pairwise key establishment
scheme, we use the implementations provided in TinyKeyMan
[20] (t = 8) for polynomial evaluation.

The prototype contains components to (i) distribute and
verify the ID and key chain commitments (CC), (ii) perform
the shuffle algorithm to randomize the candidate list, (iii)
exchange the YES keys or NO keys between cluster members
in each round of election, and (iv) perform the simple recovery
protocol to deal with the packet loss.

ID and chain commitments (CC) distribution: In the
experiment, each sensor node establishes a pairwise key with
another node and verifies the ID and the two key chain
commitments of that node through a single message. Specif-
ically, sensor node i first computes the pairwise key Ki,j

with every other member j, and then encrypts its two key
chain commitments and sends that encrypted message to j
along with its ID i. Correspondingly, node j will compute
Ki,j by itself, and decrypt the encrypted chain commitments.
j will continue to compute the hash value of those two chain
commitments to verify the ID i. If the verification succeeds,
j will accept those two key chain commitments.

It costs node i about 17.27 ms to generate an encrypted
message of the key chain commitments, and costs node j about
27.01 ms to decrypt the message and verify the key chain
commitments. Both i and j need to compute their pairwise
key by evaluating the polynomial share. The additional code
space needed (in ROM) is 2734 bytes, and the extra data
space needed (in RAM) is 130 + 29 × (n − 1) bytes for a
cluster of n members. Specifically, every member needs to
use 29 bytes of memory to store the ID (2 bytes), the two key
chain commitments (2 × 8 bytes), the pairwise key (8 bytes),
and some state information (3 bytes) for every other cluster
member. In addition, another 130 bytes is needed for the pre-
assigned polynomial share, the data buffers, and some other
control-flow variables.

Candidate list randomization: We have implemented the
shuffle algorithm in Figure 1. This algorithm is required only
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once and used to generate the candidate list for the leader
election initialization. The execution time is 457.49 ms. It also
costs each node 308 bytes of extra code space in ROM, and
54 bytes of extra data space in RAM.

Key release and verification: In each round of election,
every node needs to spend 0.24 ms in broadcasting a new
YES or NO key in the chains. It will also spend 10.19 ms
in processing each of the released keys from other sensor
nodes. The corresponding code requires 836 bytes of extra
space in ROM and R+4 bytes of extra space in RAM, where
R is the maximum number of leader election rounds. In our
experiment, we set R = 50.

Simple recovery protocol: This protocol is used for packet
loss tolerance. Before serving as the new leader, a sensor
node will send all its collected NO keys and fresh YES
keys to other sensor nodes for confirmation. Because the RF
transceiver of the TelosB motes only supports up to 102 bytes
of payload in each packet, those keys will be separated in
several messages. In our experiment, each message contains
9 keys and needs 27.67 ms for assembling and computing
the MAC. It also costs the receiving node 26.83 ms to verify
the MAC and the keys in each message. For a cluster of 50
nodes, all these keys can be transmitted in 6 messages. If all
the keys are correct, the receiving node will need 9.728 ms
to generate the confirmation message as the reply. Verifying
such a confirmation message needs 9.785 ms. The costs of
sending and verifying the keys are the same as before. In our
experiment, this recovery protocol needs 1766 bytes of extra
space in ROM and 16 bytes of extra space in RAM.

Summary: The code size and running time of each
component is summarized in Table II. In our experiment, it
costs 402 bytes of ROM space and 80 + 8 × (n − 1) bytes
of RAM space for a sensor node to set up pairwise keys
with all other n − 1 sensor nodes using the Blundo’s key
establishment scheme. It takes 2.22 ms to compute each key
using polynomial evaluation. In our implementation, there is
1438 bytes of ROM space allocated to the code for symmetric
cryptographic operations. It is also important to notice that
our protocol utilizes two basic security services, pairwise
key establishment and symmetric cryptographic operations.
These two basic services are common for many other security
protocols. As a result, our protocol can simply reuse these
security modules if they are available in the system, saving
significant cost. This means that the actual cost of our protocol
can be less that what we see in Table II.

VI. CONCLUSION AND FUTURE WORK

This paper presents an efficient and resilient cluster leader
election protocol for sensor networks. Our analysis indicates
that the proposed protocol is efficient and effective in dealing
with malicious attacks. It is very difficult for an adversary to
disrupt the protocol without launching intensive channel jam-
ming attacks for a long time period or compromising a large
number of cluster members. This protocol is also resistant to
message loss; it can quickly recover from any failure as long
as the benign cluster members are well-connected during the
time of recovery.

There are still many open problems in secure clustering
protocols. In this paper, the new cluster leader is selected
based on the remaining energy on cluster members for the load

balancing purpose. We plan to extend our protocol to support
other election metrics such as mobility and local network
connectivity. We are also interested in detecting and revoking
those misbehaving cluster members.

Acknowledgment This work is supported by the Army
Research Office (ARO) under grant W911NF-07-1-0227. The
authors would like to thank the anonymous reviewers for their
valuable comments.

REFERENCES

[1] D. Liu, “Resilient cluster formation for sensor networks,” in Proceedings
of the 27th International Conference on Distributed Computing Systems
(ICDCS), 2007, p. 40.

[2] K. Sun, P. Peng, P. Ning, and C. Wang, “Secure distributed cluster
formation in wireless sensor networks,” in Proceedings of the 22nd
Annual Computer Security Applications Conference (ACSAC), 2006, pp.
131–140.

[3] I. Khalil, S. Bagchi, and N. Shroff, “Analysis and evaluation of secos,
a protocol for energy efficient and secure communication in sensor
networks,” Ad Hoc Networks., vol. 5, no. 3, pp. 360–391, 2007.

[4] M.-Y. Hsieh, Y.-M. Huang, and H.-C. Chao, “Adaptive security design
with malicious node detection in cluster-based sensor networks,” Com-
put. Commun., vol. 30, no. 11-12, pp. 2385–2400, 2007.

[5] L. B. Oliveira, A. Ferreira, M. A. Vilaça, H. C. Wong, M. Bern,
R. Dahab, and A. A. F. Loureiro, “Secleach-on the security of clustered
sensor networks,” Signal Process., vol. 87, no. 12, pp. 2882–2895, 2007.

[6] M. Sirivianos, D. Westhoff, F. Armknecht, and J. Girao, “Non-
manipulable aggregator node election for wireless sensor networks,” in
ICST WiOpt, Jan. 2007.

[7] S. Vasudevan, B. DeCleene, N. Immerman, J. Kurose, and D. Towsley,
“Leader election algorithms for wireless ad hoc networks,” in Proceed-
ings of DARPA Information Survivability Conference and Exposition,
2003, pp. 261– 272.

[8] A. D. Wood and J. A. Stankovic, “Denial of service in sensor networks,”
IEEE Computer, vol. 35, no. 10, pp. 54–62, 2002.

[9] J. Newsome, R. Shi, D. Song, and A. Perrig, “The sybil attack in sensor
networks: Analysis and defenses,” in Proceedings of IEEE International
Conference on Information Processing in Sensor Networks (IPSN), Apr
2004.

[10] Y. Hu, A. Perrig, and D. Johnson, “Packet leashes: A defense against
wormhole attacks in wireless ad hoc networks,” Department of Computer
Science, Rice University, Tech. Rep. DEC-TR-506, 2001.

[11] C. Hartung, J. Balasalle, and R. Han, “Node compromise in sensor
networks: The need for secure systems,” U. Colorado at Boulder, Tech.
Rep. CU-CS-990-05, Jan. 2005.

[12] B. Parno, A. Perrig, and V. Gligor, “Distributed detection of node repli-
cation attacks in sensor networks,” in Proceedings of IEEE Symposium
on Security and Privacy, May 2005.

[13] C. Blundo, A. D. Santis, A. Herzberg, S. Kutten, U. Vaccaro, and
M. Yung, “Perfectly-secure key distribution for dynamic conferences,”
in Proceedings of the 12th Annual International Cryptology Conference
on Advances in Cryptology, 1993, pp. 471–486.

[14] R. Durstenfeld, “Algorithm 235: Random permutation,” Commun. ACM,
vol. 7, no. 7, p. 420, 1964.

[15] D. Liu, P. Ning, and W. Du, “Detecting malicious beacon nodes for
secure location discovery in wireless sensor networks,” in Proceedings
of the 25th IEEE International Conference on Distributed Computing
Systems (ICDCS), 2005, pp. 609–619.

[16] R. Poovendran and L. Lazos, “A graph theoretic framework for pre-
venting the wormhole attack in wireless ad hoc networks,” Wirel. Netw.,
vol. 13, no. 1, pp. 27–59, 2007.

[17] J. Hill, R. Szewczyk, A. Woo, S. Hollar, D. Culler, and K. S. J. Pister,
“System architecture directions for networked sensors,” in Architectural
Support for Programming Languages and Operating Systems, 2000, pp.
93–104.

[18] Crossbow Technology Inc., “Wireless sensor networks,” http://www.
xbow.com/Products/productdetails.aspx?sid=156.

[19] R. Rivest, “The RC5 encryption algorithm,” in Proceedings of the 1st
International Workshop on Fast Software Encryption, vol. 809, 1994,
pp. 86–96.

[20] D. Liu, R. Li, and P. Ning, “Tinykeyman: Key management for sensor
networks.” http://cdl.csc.ncsu.edu/software/TinyKeyMan/.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.6
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AbadiMT-CondensedLight
    /ACaslon-Italic
    /ACaslon-Regular
    /ACaslon-Semibold
    /ACaslon-SemiboldItalic
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSansMM
    /AdobeSerifMM
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /AGaramond-Bold
    /AGaramond-BoldItalic
    /AGaramond-Italic
    /AGaramond-Regular
    /AGaramond-Semibold
    /AGaramond-SemiboldItalic
    /AgencyFB-Bold
    /AgencyFB-Reg
    /AGOldFace-Outline
    /AharoniBold
    /Algerian
    /Americana
    /Americana-ExtraBold
    /AndaleMono
    /AndaleMonoIPA
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Anna
    /ArialAlternative
    /ArialAlternativeSymbol
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialMT-Black
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /ArrusBT-Bold
    /ArrusBT-BoldItalic
    /ArrusBT-Italic
    /ArrusBT-Roman
    /AvantGarde-Book
    /AvantGarde-BookOblique
    /AvantGarde-Demi
    /AvantGarde-DemiOblique
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /BakerSignet
    /BankGothicBT-Medium
    /Barmeno-Bold
    /Barmeno-ExtraBold
    /Barmeno-Medium
    /Barmeno-Regular
    /Baskerville
    /BaskervilleBE-Italic
    /BaskervilleBE-Medium
    /BaskervilleBE-MediumItalic
    /BaskervilleBE-Regular
    /Baskerville-Bold
    /Baskerville-BoldItalic
    /Baskerville-Italic
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /Bellevue
    /BellGothicStd-Black
    /BellGothicStd-Bold
    /BellGothicStd-Light
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlingAntiqua-Bold
    /BerlingAntiqua-BoldItalic
    /BerlingAntiqua-Italic
    /BerlingAntiqua-Roman
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BernhardModernBT-Italic
    /BernhardModernBT-Roman
    /BiffoMT
    /BinnerD
    /BinnerGothic
    /BlackadderITC-Regular
    /Blackoak
    /Bodoni
    /Bodoni-Bold
    /Bodoni-BoldItalic
    /Bodoni-Italic
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /Bodoni-Poster
    /Bodoni-PosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /Bookman-Demi
    /Bookman-DemiItalic
    /Bookman-Light
    /Bookman-LightItalic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolOne-Regular
    /BookshelfSymbolSeven
    /BookshelfSymbolThree-Regular
    /BookshelfSymbolTwo-Regular
    /Botanical
    /Boton-Italic
    /Boton-Medium
    /Boton-MediumItalic
    /Boton-Regular
    /Boulevard
    /BradleyHandITC
    /Braggadocio
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScript
    /BrushScriptMT
    /CaflischScript-Bold
    /CaflischScript-Regular
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Carta
    /CaslonOpenfaceBT-Regular
    /Castellar
    /CastellarMT
    /Centaur
    /Centaur-Italic
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchL-Bold
    /CenturySchL-BoldItal
    /CenturySchL-Ital
    /CenturySchL-Roma
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CGTimes-Bold
    /CGTimes-BoldItalic
    /CGTimes-Italic
    /CGTimes-Regular
    /CharterBT-Bold
    /CharterBT-BoldItalic
    /CharterBT-Italic
    /CharterBT-Roman
    /CheltenhamITCbyBT-Bold
    /CheltenhamITCbyBT-BoldItalic
    /CheltenhamITCbyBT-Book
    /CheltenhamITCbyBT-BookItalic
    /Chiller-Regular
    /CMB10
    /CMBSY10
    /CMBSY5
    /CMBSY6
    /CMBSY7
    /CMBSY8
    /CMBSY9
    /CMBX10
    /CMBX12
    /CMBX5
    /CMBX6
    /CMBX7
    /CMBX8
    /CMBX9
    /CMBXSL10
    /CMBXTI10
    /CMCSC10
    /CMCSC8
    /CMCSC9
    /CMDUNH10
    /CMEX10
    /CMEX7
    /CMEX8
    /CMEX9
    /CMFF10
    /CMFI10
    /CMFIB8
    /CMINCH
    /CMITT10
    /CMMI10
    /CMMI12
    /CMMI5
    /CMMI6
    /CMMI7
    /CMMI8
    /CMMI9
    /CMMIB10
    /CMMIB5
    /CMMIB6
    /CMMIB7
    /CMMIB8
    /CMMIB9
    /CMR10
    /CMR12
    /CMR17
    /CMR5
    /CMR6
    /CMR7
    /CMR8
    /CMR9
    /CMSL10
    /CMSL12
    /CMSL8
    /CMSL9
    /CMSLTT10
    /CMSS10
    /CMSS12
    /CMSS17
    /CMSS8
    /CMSS9
    /CMSSBX10
    /CMSSDC10
    /CMSSI10
    /CMSSI12
    /CMSSI17
    /CMSSI8
    /CMSSI9
    /CMSSQ8
    /CMSSQI8
    /CMSY10
    /CMSY5
    /CMSY6
    /CMSY7
    /CMSY8
    /CMSY9
    /CMTCSC10
    /CMTEX10
    /CMTEX8
    /CMTEX9
    /CMTI10
    /CMTI12
    /CMTI7
    /CMTI8
    /CMTI9
    /CMTT10
    /CMTT12
    /CMTT8
    /CMTT9
    /CMU10
    /CMVTT10
    /ColonnaMT
    /Colossalis-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Copperplate-ThirtyThreeBC
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /CourierX-Bold
    /CourierX-BoldOblique
    /CourierX-Oblique
    /CourierX-Regular
    /CreepyRegular
    /CurlzMT
    /David-Bold
    /David-Reg
    /DavidTransparent
    /Desdemona
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /Dingbats
    /DomCasual
    /Dotum
    /DotumChe
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversGothicBT-Regular
    /EngraversMT
    /EraserDust
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /ErieBlackPSMT
    /ErieLightPSMT
    /EriePSMT
    /EstrangeloEdessa
    /Euclid
    /Euclid-Bold
    /Euclid-BoldItalic
    /EuclidExtra
    /EuclidExtra-Bold
    /EuclidFraktur
    /EuclidFraktur-Bold
    /Euclid-Italic
    /EuclidMathOne
    /EuclidMathOne-Bold
    /EuclidMathTwo
    /EuclidMathTwo-Bold
    /EuclidSymbol
    /EuclidSymbol-Bold
    /EuclidSymbol-BoldItalic
    /EuclidSymbol-Italic
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EUEX10
    /EUEX7
    /EUEX8
    /EUEX9
    /EUFB10
    /EUFB5
    /EUFB7
    /EUFM10
    /EUFM5
    /EUFM7
    /EURB10
    /EURB5
    /EURB7
    /EURM10
    /EURM5
    /EURM7
    /EuroMono-Bold
    /EuroMono-BoldItalic
    /EuroMono-Italic
    /EuroMono-Regular
    /EuroSans-Bold
    /EuroSans-BoldItalic
    /EuroSans-Italic
    /EuroSans-Regular
    /EuroSerif-Bold
    /EuroSerif-BoldItalic
    /EuroSerif-Italic
    /EuroSerif-Regular
    /EuroSig
    /EUSB10
    /EUSB5
    /EUSB7
    /EUSM10
    /EUSM5
    /EUSM7
    /FelixTitlingMT
    /Fences
    /FencesPlain
    /FigaroMT
    /FixedMiriamTransparent
    /FootlightMTLight
    /Formata-Italic
    /Formata-Medium
    /Formata-MediumItalic
    /Formata-Regular
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothicITCbyBT-Book
    /FranklinGothicITCbyBT-BookItal
    /FranklinGothicITCbyBT-Demi
    /FranklinGothicITCbyBT-DemiItal
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Frutiger-Black
    /Frutiger-BlackCn
    /Frutiger-BlackItalic
    /Frutiger-Bold
    /Frutiger-BoldCn
    /Frutiger-BoldItalic
    /Frutiger-Cn
    /Frutiger-ExtraBlackCn
    /Frutiger-Italic
    /Frutiger-Light
    /Frutiger-LightCn
    /Frutiger-LightItalic
    /Frutiger-Roman
    /Frutiger-UltraBlack
    /Futura-Bold
    /Futura-BoldOblique
    /Futura-Book
    /Futura-BookOblique
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-Book
    /FuturaBT-BookItalic
    /FuturaBT-Medium
    /FuturaBT-MediumItalic
    /Futura-Light
    /Futura-LightOblique
    /GalliardITCbyBT-Bold
    /GalliardITCbyBT-BoldItalic
    /GalliardITCbyBT-Italic
    /GalliardITCbyBT-Roman
    /Garamond
    /Garamond-Bold
    /Garamond-BoldCondensed
    /Garamond-BoldCondensedItalic
    /Garamond-BoldItalic
    /Garamond-BookCondensed
    /Garamond-BookCondensedItalic
    /Garamond-Italic
    /Garamond-LightCondensed
    /Garamond-LightCondensedItalic
    /Gautami
    /GeometricSlab703BT-Light
    /GeometricSlab703BT-LightItalic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GeorgiaRef
    /Giddyup
    /Giddyup-Thangs
    /Gigi-Regular
    /GillSans
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSans-Condensed
    /GillSans-CondensedBold
    /GillSans-Italic
    /GillSans-Light
    /GillSans-LightItalic
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GloucesterMT-ExtraCondensed
    /Gothic-Thirteen
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /GoudyTextMT-LombardicCapitals
    /GSIDefaultSymbols
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /Helvetica
    /Helvetica-Black
    /Helvetica-BlackOblique
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Condensed
    /Helvetica-Condensed-Black
    /Helvetica-Condensed-BlackObl
    /Helvetica-Condensed-Bold
    /Helvetica-Condensed-BoldObl
    /Helvetica-Condensed-Light
    /Helvetica-Condensed-LightObl
    /Helvetica-Condensed-Oblique
    /Helvetica-Fraction
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-BoldCondensed
    /Humanist521BT-Light
    /Humanist521BT-LightItalic
    /Humanist521BT-RomanCondensed
    /Imago-ExtraBold
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /Ironwood
    /ItcEras-Medium
    /ItcKabel-Bold
    /ItcKabel-Book
    /ItcKabel-Demi
    /ItcKabel-Medium
    /ItcKabel-Ultra
    /JasmineUPC
    /JasmineUPC-Bold
    /JasmineUPC-BoldItalic
    /JasmineUPC-Italic
    /JoannaMT
    /JoannaMT-Italic
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /Kaufmann
    /KaufmannBT-Bold
    /KaufmannBT-Regular
    /KidTYPEPaint
    /KinoMT
    /KodchiangUPC
    /KodchiangUPC-Bold
    /KodchiangUPC-BoldItalic
    /KodchiangUPC-Italic
    /KorinnaITCbyBT-Regular
    /KozGoProVI-Medium
    /KozMinProVI-Regular
    /KristenITC-Regular
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothic
    /LetterGothic-Bold
    /LetterGothic-BoldOblique
    /LetterGothic-BoldSlanted
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LetterGothic-Slanted
    /LetterGothicStd
    /LetterGothicStd-Bold
    /LetterGothicStd-BoldSlanted
    /LetterGothicStd-Slanted
    /LevenimMT
    /LevenimMTBold
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /Lithos-Black
    /Lithos-Regular
    /LotusWPBox-Roman
    /LotusWPIcon-Roman
    /LotusWPIntA-Roman
    /LotusWPIntB-Roman
    /LotusWPType-Roman
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Lydian
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /Map-Symbols
    /MathA
    /MathB
    /MathC
    /Mathematica1
    /Mathematica1-Bold
    /Mathematica1Mono
    /Mathematica1Mono-Bold
    /Mathematica2
    /Mathematica2-Bold
    /Mathematica2Mono
    /Mathematica2Mono-Bold
    /Mathematica3
    /Mathematica3-Bold
    /Mathematica3Mono
    /Mathematica3Mono-Bold
    /Mathematica4
    /Mathematica4-Bold
    /Mathematica4Mono
    /Mathematica4Mono-Bold
    /Mathematica5
    /Mathematica5-Bold
    /Mathematica5Mono
    /Mathematica5Mono-Bold
    /Mathematica6
    /Mathematica6Bold
    /Mathematica6Mono
    /Mathematica6MonoBold
    /Mathematica7
    /Mathematica7Bold
    /Mathematica7Mono
    /Mathematica7MonoBold
    /MatisseITC-Regular
    /MaturaMTScriptCapitals
    /Mesquite
    /Mezz-Black
    /Mezz-Regular
    /MICR
    /MicrosoftSansSerif
    /MingLiU
    /Minion-BoldCondensed
    /Minion-BoldCondensedItalic
    /Minion-Condensed
    /Minion-CondensedItalic
    /Minion-Ornaments
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /MinionPro-Semibold
    /MinionPro-SemiboldIt
    /Miriam
    /MiriamFixed
    /MiriamTransparent
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MonotypeSorts
    /MSAM10
    /MSAM5
    /MSAM6
    /MSAM7
    /MSAM8
    /MSAM9
    /MSBM10
    /MSBM5
    /MSBM6
    /MSBM7
    /MSBM8
    /MSBM9
    /MS-Gothic
    /MSHei
    /MSLineDrawPSMT
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSerif
    /MSReferenceSerif-Bold
    /MSReferenceSerif-BoldItalic
    /MSReferenceSerif-Italic
    /MSReferenceSpecialty
    /MSSong
    /MS-UIGothic
    /MT-Extra
    /MT-Symbol
    /MT-Symbol-Italic
    /MVBoli
    /Myriad-Bold
    /Myriad-BoldItalic
    /Myriad-Italic
    /MyriadPro-Black
    /MyriadPro-BlackIt
    /MyriadPro-Bold
    /MyriadPro-BoldIt
    /MyriadPro-It
    /MyriadPro-Light
    /MyriadPro-LightIt
    /MyriadPro-Regular
    /MyriadPro-Semibold
    /MyriadPro-SemiboldIt
    /Myriad-Roman
    /Narkisim
    /NewCenturySchlbk-Bold
    /NewCenturySchlbk-BoldItalic
    /NewCenturySchlbk-Italic
    /NewCenturySchlbk-Roman
    /NewMilleniumSchlbk-BoldItalicSH
    /NewsGothic
    /NewsGothic-Bold
    /NewsGothicBT-Bold
    /NewsGothicBT-BoldItalic
    /NewsGothicBT-Italic
    /NewsGothicBT-Roman
    /NewsGothic-Condensed
    /NewsGothic-Italic
    /NewsGothicMT
    /NewsGothicMT-Bold
    /NewsGothicMT-Italic
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NimbusMonL-Bold
    /NimbusMonL-BoldObli
    /NimbusMonL-Regu
    /NimbusMonL-ReguObli
    /NimbusRomNo9L-Medi
    /NimbusRomNo9L-MediItal
    /NimbusRomNo9L-Regu
    /NimbusRomNo9L-ReguItal
    /NimbusSanL-Bold
    /NimbusSanL-BoldCond
    /NimbusSanL-BoldCondItal
    /NimbusSanL-BoldItal
    /NimbusSanL-Regu
    /NimbusSanL-ReguCond
    /NimbusSanL-ReguCondItal
    /NimbusSanL-ReguItal
    /Nimrod
    /Nimrod-Bold
    /Nimrod-BoldItalic
    /Nimrod-Italic
    /NSimSun
    /Nueva-BoldExtended
    /Nueva-BoldExtendedItalic
    /Nueva-Italic
    /Nueva-Roman
    /NuptialScript
    /OCRA
    /OCRA-Alternate
    /OCRAExtended
    /OCRB
    /OCRB-Alternate
    /OfficinaSans-Bold
    /OfficinaSans-BoldItalic
    /OfficinaSans-Book
    /OfficinaSans-BookItalic
    /OfficinaSerif-Bold
    /OfficinaSerif-BoldItalic
    /OfficinaSerif-Book
    /OfficinaSerif-BookItalic
    /OldEnglishTextMT
    /Onyx
    /OnyxBT-Regular
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /Palatino-Bold
    /Palatino-BoldItalic
    /Palatino-Italic
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Palatino-Roman
    /PapyrusPlain
    /Papyrus-Regular
    /Parchment-Regular
    /Parisian
    /ParkAvenue
    /Penumbra-SemiboldFlare
    /Penumbra-SemiboldSans
    /Penumbra-SemiboldSerif
    /PepitaMT
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PhotinaCasualBlack
    /Playbill
    /PMingLiU
    /Poetica-SuppOrnaments
    /PoorRichard-Regular
    /PopplLaudatio-Italic
    /PopplLaudatio-Medium
    /PopplLaudatio-MediumItalic
    /PopplLaudatio-Regular
    /PrestigeElite
    /Pristina-Regular
    /PTBarnumBT-Regular
    /Raavi
    /RageItalic
    /Ravie
    /RefSpecialty
    /Ribbon131BT-Bold
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rockwell-Light
    /Rockwell-LightItalic
    /Rod
    /RodTransparent
    /RunicMT-Condensed
    /Sanvito-Light
    /Sanvito-Roman
    /ScriptC
    /ScriptMTBold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Serpentine-BoldOblique
    /ShelleyVolanteBT-Regular
    /ShowcardGothic-Reg
    /Shruti
    /SimHei
    /SimSun
    /SnapITC-Regular
    /StandardSymL
    /Stencil
    /StoneSans
    /StoneSans-Bold
    /StoneSans-BoldItalic
    /StoneSans-Italic
    /StoneSans-Semibold
    /StoneSans-SemiboldItalic
    /Stop
    /Swiss721BT-BlackExtended
    /Sylfaen
    /Symbol
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Tci1
    /Tci1Bold
    /Tci1BoldItalic
    /Tci1Italic
    /Tci2
    /Tci2Bold
    /Tci2BoldItalic
    /Tci2Italic
    /Tci3
    /Tci3Bold
    /Tci3BoldItalic
    /Tci3Italic
    /Tci4
    /Tci4Bold
    /Tci4BoldItalic
    /Tci4Italic
    /TechnicalItalic
    /TechnicalPlain
    /Tekton
    /Tekton-Bold
    /TektonMM
    /Tempo-HeavyCondensed
    /Tempo-HeavyCondensedItalic
    /TempusSansITC
    /Times-Bold
    /Times-BoldItalic
    /Times-BoldItalicOsF
    /Times-BoldSC
    /Times-ExtraBold
    /Times-Italic
    /Times-ItalicOsF
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Times-RomanSC
    /Trajan-Bold
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-CondensedMedium
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Univers-Bold
    /Univers-BoldItalic
    /UniversCondensed-Bold
    /UniversCondensed-BoldItalic
    /UniversCondensed-Medium
    /UniversCondensed-MediumItalic
    /Univers-Medium
    /Univers-MediumItalic
    /URWBookmanL-DemiBold
    /URWBookmanL-DemiBoldItal
    /URWBookmanL-Ligh
    /URWBookmanL-LighItal
    /URWChanceryL-MediItal
    /URWGothicL-Book
    /URWGothicL-BookObli
    /URWGothicL-Demi
    /URWGothicL-DemiObli
    /URWPalladioL-Bold
    /URWPalladioL-BoldItal
    /URWPalladioL-Ital
    /URWPalladioL-Roma
    /USPSBarCode
    /VAGRounded-Black
    /VAGRounded-Bold
    /VAGRounded-Light
    /VAGRounded-Thin
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VerdanaRef
    /VinerHandITC
    /Viva-BoldExtraExtended
    /Vivaldii
    /Viva-LightCondensed
    /Viva-Regular
    /VladimirScript
    /Vrinda
    /Webdings
    /Westminster
    /Willow
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WNCYB10
    /WNCYI10
    /WNCYR10
    /WNCYSC10
    /WNCYSS10
    /WoodtypeOrnaments-One
    /WoodtypeOrnaments-Two
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /XYATIP10
    /XYBSQL10
    /XYBTIP10
    /XYCIRC10
    /XYCMAT10
    /XYCMBT10
    /XYDASH10
    /XYEUAT10
    /XYEUBT10
    /ZapfChancery-MediumItalic
    /ZapfDingbats
    /ZapfHumanist601BT-Bold
    /ZapfHumanist601BT-BoldItalic
    /ZapfHumanist601BT-Demi
    /ZapfHumanist601BT-DemiItalic
    /ZapfHumanist601BT-Italic
    /ZapfHumanist601BT-Roman
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e5c4f5e55663e793a3001901a8fc775355b5090ae4ef653d190014ee553ca901a8fc756e072797f5153d15e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc87a25e55986f793a3001901a904e96fb5b5090f54ef650b390014ee553ca57287db2969b7db28def4e0a767c5e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020d654ba740020d45cc2dc002c0020c804c7900020ba54c77c002c0020c778d130b137c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor weergave op een beeldscherm, e-mail en internet. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for on-screen display, e-mail, and the Internet.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing false
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


