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Abstract

Existing code update protocols for reprogramming
nodes in a sensor network are either unsuitable or in-
efficient when used in a mobile environment. The pro-
hibitive factor of uncertainty about a node’s location
due to their continuous movement coupled with the
obvious constraint of a node’s limited resources, pose
daunting challenges to the design of an effective code
dissemination protocol for mobile sensor networks.
In this paper, we propose ReMo, an energy efficient,
multihop reprogramming protocol for mobile sensor
networks. Without making any assumptions on the
location of nodes, ReMo uses the LQI and RSSI
measurements of received packets to estimate link
qualities and relative distances with neighbors in
order to select the best node for code exchange.
The protocol is based on a probabilistic broadcast
paradigm with the mobile nodes smoothly modifying
their advertisement transmission rates based on the
dynamic changes in network density, thereby sav-
ing valuable energy. Contrary to previous protocols,
ReMo downloads pages regardless of their order,
thus, exploiting the mobility of the nodes and facilitat-
ing a fast transfer of the code. Our simulation results
show significant improvement in reprogramming time
and number of message transmissions over other
existing protocols under different settings of network
mobility.
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I. Introduction

Special features of wireless sensor networks [1], as
opposed to traditional networks, like place of deploy-
ment, scale, node density, resource constraints, etc.,
pose new problems to the issue of re-programmability
of the nodes. The fact that individual sensor nodes,
once deployed, are practically inaccessible, necessi-
tates the need for a protocol that can reprogram the
whole network over the air. Not only should these
protocols be able to fulfill this functionality, but they
also need to be reliable and robust against different
adverse network conditions, efficient in terms of
speed, scalable in terms of both network size and
code size propagated, etc. In light of these motivating
factors, several network programming protocols [2-5]
have evolved in recent years for updating code across
the whole network. The dissemination mechanism
primarily revolves around periodic advertisements
of code metadata in the neighborhood and, when
a conflict is discovered, the code pages are propa-
gated in an ordered manner across the network in
a pipelined spatially multiplexed fashion. The rea-
son behind maintaining page order in the pipelined
transfer is the notion that, in a static network, the
code is propagating from a source in the form of a
wave. Therefore, in the absence of any kind of unicast
routing, there is very low probability of pages arriving
at a node out of order. Thus, these protocols reduce
the overhead of nodes contending for different pages
by enforcing an ordered transfer.

Several sensor networks applications, however, re-
quire nodes to be mobile. Despite the new chal-
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lenges posed by the mobility factor, it also provides
a number of advantages. It increases the extent of
coverage of the whole area. It also increases the
reliability of coverage of a given point and more
importantly, a lesser number of sensors can achieve
the desired sensing performance. At the same time,
from a reprogramming perspective, the random and
continuous mobility of the nodes could render the
feature of acquiring pages in-order, as the existing
protocols for static sensor networks are designed,
inefficient. Furthermore, node mobility infuses con-
siderable uncertainty on the location of a node at any
given time. Thus, a code update protocol running
at a node should not only consider the issue of
optimally utilizing the node’s resources, but also
engage in tackling the uncertainty brought about by
the nodes’ mobility. In other words, nodes have to
optimally choose when and which neighbor to request
a page transfer from, such that redundant and useless
transmissions are reduced as much as possible and
the time required for the code update is minimized.

One could trivialize the requirement of this proto-
col for mobile sensor networks arguing that the nodes
could be temporarily immobile and use the repro-
gramming protocol for static networks. They could
also move towards the base station and reprogram
themselves. However, these two scenarios might not
be feasible in most applications. First of all, a mobile
sensor is generally constructed by mounting an off-
the-shelf wireless sensor on a mobile entity where
the sensor has no robotic control over the mobility
of the device. An example could be the monitoring
of animals where sensors are embedded on them to
monitor their moving patterns or biomedical sensors
mounted on people for health monitoring. Thus, it
is necessary to reprogram the sensors while they are
moving around according to the independent mobility
pattern of the moving objects on which they are
mounted. Moreover, even if the sensor had robotic
control over the mobile device and could steer it
towards the base station to get itself updated, it could
be wasting valuable energy. Instead, a protocol that
considers the independent and unconstrained mobility
of the sensor devices would be more effective.

In this paper, we propose ReMo, a reprogramming
protocol specifically designed for mobile sensor net-
works. Without assuming nodes know their respective
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locations, ReMo tries to infer relative distance with
neighboring nodes and the link qualities with them
from parameters measured from received packets.
Particularly, contrary to previous reprogramming pro-
tocols, in ReMo, we relax the constraint of in-order
propagation of pages and try to take advantage of
the mobility by allowing nodes to download pages
out-of-order. We address two main issues for code
exchange between neighbors. First, nodes try to as-
certain which neighbor has the best link quality as
well as a higher chance of staying within commu-
nication range for a longer duration. Secondly, a
node also tries to ascertain which neighbor has the
highest potential for providing pages for download.
The primary local goal of ReMo running at a node
is to optimally choose a neighbor based on the above
two requirements while simultaneously trying to min-
imize its energy usage by intelligently optimizing
the number of control messages transmitted in a
neighborhood. Since each node takes local decisions
based only on neighborhood information, ReMo can
scale to large network sizes. Moreover, the opti-
mal choice of a neighbor to exchange pages with,
makes it extract the most out of the uncertain mobile
environment and thus, efficient in terms of speed
of propagation. Furthermore, the epidemic style of
page propagation automatically achieves the desired
reliability to correctly disseminate the code to the
entire network.

The rest of the paper is organized as follows.
Section II presents related work. In section III, we
discuss about parameters crucial for estimating the
link qualities and relative distances between nodes.
In section IV, we analyze the effect of mobility on
Deluge. In section V, we present the ReMo protocol
in detail. In section VI, we discuss the simulation and
corresponding results and conclude in section VII.

II. Related Work

Code update protocols in sensor networks have
been given special focus in recent years. All these
protocols have concentrated on reprogramming a set
of static nodes scattered in a terrain. Trickle [2] is a
code maintenace algorithm which works on a polite
gossip based periodic advertisement of metadata.
Deluge [4] is based on Trickle and is meant for
transferring bulk code by dividing it into fixed size
pages and pipelining the pages across the network.



However, Deluge suffers from the hidden terminal
problem in dense networks. MNP [5] improves on
Deluge’s hidden terminal problem by implementing
a sender selection algorithm in a neighborhood by
which one single node would transmit data. It trans-
fers the whole image in a phase-by-phase manner
across single hops. Although it saves on energy, the
code propagation process takes longer. An extension
of MNP was proposed in Gappa [7] where parts of a
code can be communicated to a subset of sensors on
multiple channels. Although most of these protocols
provide a reliable transfer of data across the network
and can handle occasional node failures, they are
unsuitable or inefficient when used in a mobile sensor
network scenario where nodes are dynamic all the
time. Probabilistic broadcast models have been pro-
posed in [6]. Probabilistic broadcasting in a mobile
environment have been dealt with in [8]. In [9], the
authors proposed a dynamic scheme to change the
rebroadcasting probability based on node distribution
and movement.

ITII. Link Quality and Relative Distance Esti-
mate

Since the mobile nodes are not assumed to know
their own location, it is important to determine not
only the relative distance between two neighbors but
also the link quality between them in terms of the
packet reception rate. These two parameters would
help a node to select the best neighbor for code down-
load. We have performed some outdoor experiments
to characterize the link between two sensor nodes
with 802.15.4 radios at varying distances. Our goal
was to find out how the RSSI and LQI values of a
radio packet varied with distance and correlated with
the packet reception rate over the corresponding link.

For our experiments on link quality measurements,
we used the Sun Small Programmable Object Tech-
nology (SunSPOT) nodes [10]. A SunSPOT has a 180
Mhz 32 bit ARM920T processor with 512K RAM
and 4M Flash. The radio chip is the CC2420 [12].

As part of the ReMo protocol, each node would
continuously snoop on all radio packets transmitted
in the neighborhood in order to construct important
statistics like relative distance and link quality with
its neighbors. However, snooping is not cheap since
nodes have to listen for packets that are not neces-
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Fig. 1. Outdoor Measurements of LQl, RSSI
and Packet Reception Rate with Distance

sarily addressed to itself. Several low-power listening
techniques exist[14] that would allow nodes to snoop
at a much lower cost. However, much of the traffic
in the case of ReMo is broadcast and thus nodes
would not need to do any extra snooping in order to
construct the link characteristics with their neighbors.

As shown in Fig. 1, we measured the average RSSI
and LQI values of 600 packets for a distance of
12 feet to 60 feet at steps of 4 ft in an open area.
The nodes were kept at a height of 3 ft above the
ground. Our observations indicate that RSSI is a good
indicator of relative distance between two nodes but
it is not correlated with the packet reception rate as
accurately as the average LQI values. Thus, ReMo
uses the average LQI values as an indicator of link
quality and the RSSI measurements as indicators of



relative distance.
IV. Deluge in a Mobile Sensor Network

In order to demonstrate the requirement of a suit-
able reprogramming protocol for mobile sensor net-
works, we evaluated the performance of Deluge [4],
a popular reprogramming protocol, in a network with
mobile nodes. Most other existing protocols [2, 3, 5]
follow a similar paradigm for code propagation. We
have performed simulation experiments under vary-
ing degrees of node mobility. Our primary goal was
to observe the completion time of the code update
for the entire network under varying average speeds
for the mobile nodes. Our results indicate that Deluge
shows a significant increase in network programming
time as the average speeds of the mobile nodes are
increased. One of the primary reasons behind this
fall in performance is that Deluge distributes pages
strictly in order. This strict page-ordered download
makes sense in a static scenario where the new code
propagates from a specific source in a wave across
the network. Thus, there is a very low probability of
pages arriving at a given node out of order. However,
in a mobile scenario, this constraint no longer holds
and a node might have neighbors potentially capable
of providing arbitrary pages for download.

Moreover, since Deluge has a simplistic rate con-
trol mechanism for its metadata advertisements, it is
unsuitable to the dynamic changes in neighborhood
density brought about by the mobility of the nodes.
Moreover, it is very susceptible to the hidden terminal
problem when the neighborhood density increases.

Fig 2 (a) is a snapshot of a network running
Deluge with adjacent nodes connected by an edge.
The first set of nodes shows the normal operation of
Deluge in a static network where the code update
propagates in a particular direction. Each node is
marked with the page number it is advertising. Thus
all the nodes having a page number of 5 or lower
can acquire missing pages from their neighbor nearer
to the source. The next array of nodes shows a
mobile scenario where nodes have moved into a
new adjacency configuration. Thus, the number of
nodes potentially able to download new pages are
less. This example proves that the regular paradigm
of code propagation in an increasing order of pages
in unsuitable when the nodes are mobile. Fig. 2 (b)
shows the effect of mobility on the completion time
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Fig. 2. Deluge in a Mobile Sensor Network

taken by Deluge with increasing image size in a 400
node network in a square of area 4000m? . Each page
is of size 1 KB.

V. The ReMo Protocol

Mobility among nodes poses new challenges to
the efficient design of a reprogramming protocol
for sensor networks. Sensors, with their stringent
resource constraints have more responsibility in not
only tackling the uncertainty due to mobility, but also
minimizing the resource utilization in overcoming
that overhead and propagate the code throughout the
network as fast as possible. In this section, we first
introduce a few assumptions and design directions of
ReMo before describing the working principle of the
protocol.

A. Node Mobility Model

The most commonly used mobility model in
ad hoc networks is the random waypoint (RWP)
model[15]. In this model, a node in a movement
period ¢, randomly chooses a waypoint P;, moves to-
wards it at a velocity V; chosen uniformly randomly,
and pauses at the waypoint P; for a random period
T;. This process is repeated for each subsequent
movement period.



In our mobile sensor network, we assume that
nodes move according to the RWP model. Moreover,
nodes are not required to be aware of their locations.
We do not make any assumptions on network con-
nectivity being maintained at all times but assume
that the nodes move around within the confines of
the region.

B. Data Representation

Similar to the data representation of Deluge [4],
ReMo divides the code image into fixed sized packets
of size Spy. The protocol uses a basic unit of transfer
called a page which is of size N.Sp,; where N is a
fixed number of packets. Breaking the code image
into pages enables pipelining the transfer of the file
over multiple hops across the network. A version
number 1is used to distinguish between different code
updates and must be monotonically increasing to
maintain an order for all updates. A node needs to
compare version numbers to decide on whether it
requires an update.

C. Page Download Potential (PDP)

We define the page download potential (PDP) wj»
of node ¢ w.r.t node j as a measure of the potential
that j has in providing pages to ¢. Let the code
image Cjng consist of x pages, such that Cjg =
{P|,P,,...,P.} where P, is the I'" page. Let S;
and S; denote the set of pages of node i and node
J, respectively. Then the page download potential w}
of ¢ w.r.t j is denoted by

i _ 1S5 = Sil

' (ol
where S; — S; is the set difference between the page
sets of node 5 with node ¢. Thus, for each node ¢ with
o neighbors, the page download potential vector (2 is
denoted by

(1)

Q, = {wi,wé,...,wi} 2)

D. Neighbor Link Profile (NLP)

Each node ¢ snoops in its neighborhood for pack-
ets transmitted by other nodes in order to build a
Neighbor Link Profile (NLP) vector ®;. ¢%, which
is an element of ®;, represents an entry of the NLP
of node i w.r.t. node j. It is a 2-tuple < lg}, dm, >
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where lq§ is a normalized representation € [0, 1] of
the link quality with nolde J» and dmj is a direction
of motion indicator. [q; is calculated based on the
average of the LQI values of packets received from
node j. The average LQI values, as depicted in Fig 1,
have been used for estimating the link quality with a
given neighbor as they have a better correlation with
the packet reception rate of a link. The link quality
estimate is updated based on a window mean expo-
nentially weighted moving average (WMEWMA) of
the LQI values in each slot of a neighbor node, the
window being the duration 7 of each slot. Thus, the
link quality update of node j is given by

i i (0
lgj(t +1) = 7lg;(t) + (1 =) 3)

Qma$
where 1q"?(t) is the average of the LQI values of

J
the packets received from node j in the current slot.

The weight factor v decides the contribution of the
previous estimate of the link quality.

On the other hand, dmé is calculated based on
RSSI values of multiple packets from the same node.
The RSSI values of the 802.15.4 packets from the
C'(C2420 [12] radio chip have been confirmed to have
shown an agile linear correlation with the distance as
depicted in Fig 1. Accordingly, consecutive values
have been used to approximately indicate whether a
neighboring node is approaching or departing. Thus,
dm§- takes values —1(departing), O(uncertain), and
+1(approaching). However, the measured RSSI val-
ues need to be sufficiently spaced in time in order
to reflect a change in position of the mobile node.
Accordingly, RSSI values are taken from packets that
are at least spaced by a time duration of A where A
is a constant distance (say 8m) and ¢ is the average
speed of a node.

If no packet is heard from an existing neighbor
in the NLP in the last time slot, it is marked as
stale. Moreover, a stale neighbor is again made fresh
when a packet is received from it. After a maximum
number of W slots with a neighbor remaining stale,
it is evicted from both the NLP and the PDP lists.

E. Probability of Metadata Broadcast

One of the central features on which ReMo is
based is an adaptive metadata advertisement scheme.
This is a probabilistic technique for broadcasting
metadata in the neighborhood considering local node



density and the presence of new metadata. Time is
divided into slots of fixed duration 7, and nodes
essentially broadcast their metadata at every slot ¢
based on their current advertisement probability ;.

In this section, we formulate [;, which is the
probability of metadata broadcast by a node at each
time slot ¢. Each node dynamically updates (; at
each time slot based on gathered observation at the
previous time slot. Not only is the computation of
this transmission probability based on the presence of
new code information in the neighborhood, but also
on the relative density of the current neighborhood.
Thus, each node tries to proactively ascertain if there
is any neighbor with new code and also control the
level of gossip in order to avoid collisions and packet
loss.

Let N/ and N}, respectively, denote the number of
different and similar metadata advertisements heard
by a node during slot ¢. Morever, let A; denote
the sum of all advertisement messages heard by the
node in slot ¢. Thus, A, N{ + N§. Algorithm
1 depicts the update of the broadcast probability 3
at each time slot. The notion is to allow a node to
increase its broadcast probability whenever it senses
that there is new code in the neighborhood. This
increase is inversely proportional to the number of
nodes advertising new code. In other words, nodes
increase their probability by a smaller amount when
the number of neighbors advertising new code is
high and vice versa. Moreover, in order to avoid
packet collisions, nodes decrease their probability of
transmission if Ntd and (; cross a threshold value of
Nrp, and Byign, respectively.

More importantly, nodes keep track of the number
of neighbors that are advertising the same metadata,
N{. They, accordingly, decrease their transmission
probability in order to minimize redundantly broad-
cast metadata in the neighborhood. § denotes a small
step used to increase or decrease the probabilities.

Thus, for each slot ¢, nodes gather these informa-
tion about their neighbors and update their advertise-
ment probability for the next slot ¢ + 1.

For the initial transmission probability [y, each
node is assigned a value of 3y = 1 where p = @
denotes the average number of neighbors that a node
has within its transmission radius K. D denotes the
area in which the nodes are deployed and N is the
total number of nodes..
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Algorithm 1 TransmissionProb (3,1 for (t+1)" slot

Input: 3;, N&, N§, 6, slotsnoADV, MATNoADY
maxNbrs
Output: G4

1: Initialize slotsyoapv = 03
2: At the Expiry of the (¢ + 1)"* Timer
3: Set N7, =0;
4: Set ,N;; = 0;
5: if A; > 0 then
6: if (N > Ny, and (; > Bhign) then
728 :ng( —Nla)+N—fﬁ(1—5)-
: t+1 a, Pt A, a, Pt 5
8: else . .
9: Brr = S5t By (1 + N%d) + 5B (1 - 6)3
10:  end if
11: else
12: slotsnoapv = slotsyoapv + 13
13: if (slotsnoapv < maxnoapv) then
14: Ber1 = B (1 +6);
15:  else
16: Sleep for a short duration;
17: Set wakeup broadcast probability 5o = ﬂRLzN;
18:  end if
19: end if
20: if (Bi41 > 1) then
21: Bt+1 =1;
22: end if
23: if (Bi4+1 < 0) then
24: ﬂt+1 = 0;
25: end if

We note that a node reacts by decreasing or in-
creasing /3 as described above, based on correspond-
ing advertisement counts received in the last time slot.
When a node does not receive any advertisements
in a slot, it assumes that it is either alone or in
a very sparse location. In this case, it increases its
probability of advertisement transmission in order to
reach out to any other node in the vicinity. However,
after trying for a threshold maxn,4py number of
slots with no received advertisements, the node sleeps
for a short duration and then wakes up to broadcast
at the initial probability of .

As shown in Algorithm 1, we note that, in the
situation where a node receives advertisement packets
in the last slot, its probability update is composed of
a weighted sum of two components. The first com-
ponent is based on the contribution of advertisements
that contain new information, N, whereas the second
one is for advertisements with same metadata, N;.
The weights of these two componenets are based



on the normalized counts of the corresponding types
of advertisement messages. Moreover, we note that
decrease of (3 is done more aggressively for the com-
ponent related to advertisements with same metadata.
The obvious reason is that these advertisements pose
as redundant transmissions in the neighborhood and
could only cause packet collisions without providing
extra information. (3 is only increased when the node
hears new metadata and the number of neighbors are
below a required threshold. However, as mentioned
before, (5 is increased cautiously by setting the in-
crease factor inversely proportional to the count of
new metadata advertisements so that it does not result
in a gossip storm and subsequent packet collisions.

F. Protocol Description

In ReMo, the goal of a node is to periodically
keep its neighbors updated on the version of its code
and its location information. Whenever a new code
is propagating through the network, a mobile node
needs to optimally choose a suitable neighbor to
download pages from, given the fact that the neigh-
borhood is very dynamic as the nodes are constantly
mobile.

Broadly, each node lies in either of three major
states, viz., Advertise(ADV'), Receive(RX), and
Transmit(TX). Fig 3 shows the detailed state tran-
sition diagram of the protocol.

In the ADV state, a node performs important func-
tions like periodic advertisement of code metadata,
neighborhood assessment, and optimal decision mak-
ing for different actions like choosing an appropriate
neighbor to download code from or modifying its
advertisement transmission rate based on dynamic
information about its current neighbors. In this state,
a node broadcasts an advertisement message M q¢q
containing some meta information in each slot ¢ of
duration 7 with a given probability ;. It selects
a random time € [Z,7] for transmitting Mgy to
account for the short listen problem [2]. My, 1S
primarily comprised of two components : 1) Ver-
sion Number, and 2) Downloadable data information
which consists of a bit vector < pg,p1,...,Pk_1 >
of the k pages of the object image. We also note
that the duration 7 of each slot has an important
role to play in the efficient working of the protocol.
The value of 7 is generally based on the average
velocity of the nodes in the network. For instance,
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in a network where nodes move at very high speeds,
7 is smaller because the neighborhood states change
more frequently. Whereas, in networks with relatively
slower movement speeds, 7 is of a longer duration. At
each timer expiry, a node updates its count variables
N{ and N and recalculates 3;11 for the next slot as
described in Algorithm 1.

The Request messages are of two types, 1) A Half
Request (HReq) message, and 2) A Full Request
(FReq) message. Since nodes do not know their
location, and estimate their relative distance and link
qualities with their neighbors from received packets,
ReMo uses these two types of Request messages.
When a node is sure that the destination neighbor is
close enough for a reliable page download, it sends
a FReq message, whereas it sends a HReq message
when it is unsure of the reliability. In the latter case,
it is upto the neighbor to respond with the requested
page or ignore the HReq message. Each Request
message contains a bit vector indicating the required
set of pages. Since both the Advertisement and the
Request packets from a neighboring node contain the
page information, the PDP is updated upon hearing
any of these packets from the neighbor.

The choice of a neighbor to transmit a Request
message to, is based on which neighbor has a high
page download potential as well as a sufficiently good
link quality. Thus, a node ¢ computes pj = wj - lq;
and selects a neighbor n; = {j|j = argmax;(pj)}
for sending a Request message after transiting to the
RX state. However, after selection of j, node ¢ sends
a FReq message to j if I} > lqipresn, and dm'; # —1.
Otherwise, a HReq message is transmitted. The Re-
quest message is also broadcast in the neighborhood
with the address of node j incorporated as one of the
fields of the packet.

If a node in the ADV state finds that it has a
non-empty PDP and NLP list and it needs code to
download, it would transit to the RX state at the next
timer expiry and send out an appropriate Request
message targeted at the chosen neighbor and wait for
the requested data to be downloaded. For each Re-
quest message, a node generates a random sequence
number and includes it as a field in the message.
However, if it also receives a Request message in this
interim before the timer expires, it would first service
the arrived request provided the sequence number in
the incoming request message is higher than its own



generated sequence number.

A node in the RX state would transmit a maximum
of R4, unserviced requests before transiting back to
the ADV state.

When a node receives a FReq message in the ADV
state, it transits to the 7X state and transmits all the
packets of the first page of the requested page vector.
The recipient node sends a Datascx message for
the page sent. On receiving this acknowledgment,
the sender transmits the data packets of the next
page in the requested vector provided the link quality
of the destination node (as per the last measured
estimates) and the RSSI of the received Datasck
packet is above the required threshold. However, if
no acknowledgment arrives or, the sender transits to
the ADV state and starts broadcasting its metadata
with probability Gy. A recipient node transits to the
REDEEM state to download missing packets of a
page.

Upon receiving a HReq message, a sender node
migrates to an intermediate CHECK state to decide
whether the recipient node is suitable for a page
transfer by evaluating the link quality and the RSSI/
of the received HReq packet. If the link quality is
satisfactory and the node is approaching, then the
page is transmitted.

The protocol messages with their essential fields
are defined as follows:

« Advertise Message: (a) ImageName (b) Version
Number (c¢) Image Size (d) Image Page Bit
vector.

« HReq Message: (a) Requested Version (b) Im-
ageName (c) Sequence Number (d) Destination
Address (e) RSSI of Recvd Adv (f) Requested
Vector of Pages.

+« FReq Message: (a) Requested Version (b) Im-
ageName (c) Sequence Number (d) Destination
Address (e) Requested Vector of Pages.

o« Data Message: (a) ImageName (b) Version
Number (c) Page Number (d) Packet Index (e)
Data Size (f) Data.

VI. Performance Evaluation

We have evaluated the performance of ReMo in
comparison with Deluge and MNP using the packet
level network simulator GloMoSim [11]. All the
three protocols have been implemented at the applica-
tion layer of GloMoSim. The CSMA MAC protocol
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model was used with a communication range of 30m.
The terrain is assumed to be a rectangular area of
4000 sq. meters. We have used the Random Waypoint
mobility model [15] to evaluate the performance of
the protocols with average speeds ranging from 2 to
20 m/s with a maximum pause time of 100 ms. Nodes
are initially uniformly randomly deployed in the
terrain. Network reprogramming time and the total
number of packets transmitted to achieve that were
the primary metrics of measurement for evaluating
the protocols. Each simulation result was taken over
30 runs with a 95% confidence interval. Table I shows
the values of the different protocol parameters for our
simulation.

TABLE |. Parameter Settings

Model Parameter Value
10

T AvgNodeSpeed(m/s) sec
¥ 0.4
w 6

Bhigh 0.9

Nrp p
1) 0.1

Rmaz 3

A. Reprogramming Completion Time

In this section, we focus on the completion time
for transferring an image of size 5 pages with each
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Fig. 4. Completion Time of Deluge, MNP and
ReMo in a Mobile Sensor Network

page of size 1 KB comprised of 16 packets of
size 64 bytes each. The initially uniformly randomly
deployed nodes move with average speeds of 2, 5,
10, 15 and 20 meters per sec £ 10%. We also vary
the number of nodes moving in the fixed area of the
terrain. This lets us study the effects of increasing
average node density on the performance of the
protocol. Comparative results are shown in Fig. 4 for
120, 250 and 500 nodes.

Fig. 4 (a) depicts the effects of a low average
node density on the reprogramming completion time.
Without mobility, and at this low node density, we
observe that both ReMo and Deluge take almost
the same time for propagating 5 pages through the
network. However, as the mobility of the nodes
increases, ReMo outperforms Deluge. One of the pri-
mary reasons is Deluge’s constraint of downloading
pages in order. Moreover, ReMo adapts better to the
dynamic changes in local node density in curbing
redundant transmissions of advertisement messages
thus promoting faster transfer of data.

MNP gets the most adversely affected by node
mobility as the sender selection algorithm fails to
optimally select a node in a neighborhood. As per the
MNP protocol, nodes wait to gather multiple request
packets while having the sender selection algorithm
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choose a particular sender and other competing ad-
vertising nodes go to sleep. However, this delay in
serving the requests proves useless because when a
sender is finally chosen and scheduled to transmit, it
is in a different neighborhood. Thus, certain nodes
go to sleep when they do not have to, and some
nodes end up transmitting in a neighborhood where
they are not required. Subsequently, nodes end up
sending more messages for a longer duration until
the whole network is finally updated. However, we
also notice that the slope of the MNP curve decreases
at higher mobility. The possible reason is that the
effect of mobility on the sender selection mechanism
becomes less dependent on the speed of the nodes
after a certain value.

Fig. 4 (b) shows the effects of an increased level
of average node density. We observe that even at
zero mobility, ReMo performs slightly better than
Deluge. The reason is that the hidden terminal prob-
lem becomes conspicuous and ReMo’s probabilistic
advertisement mechanism copes with it better than
Deluge. However, we observe that a slight increase
in node mobility to 5 m/s helps Deluge cope with
the effects of the hidden terminal problem brought
about by the increased average node density. Thus, its
completion time does not increase significantly and
the two curves stay close to each other. However, a
further increase of node mobility to 10 m/s and higher
causes Deluge to degrade in performance and the
difference in completion time with ReMo becomes
significant. In Fig. 4 (c) and (d), the average node
density is increased further and we observe that
ReMo continues to show significant improvements
over Deluge and MNP. The flexible order for page
download and the smoothened probabilistic adver-
tisement mechanism based on neighborhood density
helps ReMo overcome the effects of mobility and
node density fluctuations better than Deluge and
MNP.

B. Number of Message Transmissions

We look into the number of messages transmitted
by each protocol in fixed sized time windows of 20
seconds for the entire duration of the code update.
Fig 5 depicts the message transmission distribution
for each protocol. There are 120 nodes in a 4000m?
area and the nodes move with an average speed of
10 m/s + 10%. In Fig 5 (a), the overall transmitted



Deluge : Number of Message Transmissions (10 m/s)

Number of Messages

7000 1500

500
Time (sec)

(a) Deluge

MNP : Number of Message Transmissions (10 m/s)

Number of Messages

500 1000

Time (sec)

(b) MNP

ReMo : Number of Message Transmissions (10 m/s)

Number of Messages

00 1500

500 7o
Time (sec)

(c) ReMo

Fig. 5. Number of Transmitted Messages (120
Nodes)

messages for Deluge are shown. Comparing with Fig
5 (b), we see that although the average number of
messages sent in each 20 second slot was less in
MNP, the entire duration was much longer. However,
in Fig 5 (c), the number of messages transmitted by
ReMo shows that both the average rate of message
transmission and the entire duration of update is less
than both MNP and Deluge.

The lower average message transmission rate also
indicates that ReMo is more energy efficient than
Deluge or MNP in a mobile environment.

VII. Conclusions

In this paper, we presented ReMo, a reprogram-
ming protocol specifically suited for mobile sensor
networks. We showed how the existing reprogram-
ming paradigm for static networks fails to adapt to
a mobile scenario. The protocol takes advantage of
the mobility of the nodes by having them download
pages out-of-order, thus expediting the download pro-
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cess. The protocol also smoothly adapts its periodic
metadata advertisements to cope with the constantly
varying node density of the mobile environment and
suppress redundant transmissions as much as possi-
ble, thereby saving valuable energy. Our comparative
results indicate significant improvements in comple-
tion time of reprogramming the whole network and
the number of messages transmitted over existing
reprogramming protocols like Deluge and MNP.

As part of our future work, we are implementing
the ReMo protocol on a testbed of SunSPOTs.

References

[1] C. Chong and S. Kumar, “Sensor networks: Evolution, opportuni-
ties, and challenges”, In Proceedings of the IEEE, vol. 91, no. 8§,
2003.

P. Levis, N. Patel, D. Culler, and S. Shenker. “Trickle: A self-
regulating algorithm for code maintenance and propagation in
wireless sensor networks”, In First USENIX/ACM Symposium on
Network Systems Design and Implementation, (NSDI) 2004.

P. Levis and D. Culler “The Firecracker Protocol”, In The 11th
ACM SIGOPS European Workshop, 2004.

J. W. Hui and D. Culler, “The dynamic behavior of a data
dissemination protocol for network programming at scale”, In The
Second ACM Conference on Embedded Networked Sensor Systems,
(SenSys) 2004.

S. S. Kulkarni, L. Wang, “ MNP: Multihop Network Reprogram-
ming Service for Sensor Networks”, In The 25th IEEE Interna-
tional Conference on Distributed Computing Systems (ICDCS),
2005.

P. Kyasanur, R. R. Choudhury, and I. Gupta. “Smart gossip: An
adaptive gossip-based broadcasting service for sensor networks”,
In The Third IEEE International Conference on Mobile Ad-hoc
and Sensor Systems (MASS) 2006.

L. Wang and S. S. Kulkarni. “Gappa: Gossip based multi-channel
repro- gramming for sensor networks”. In Second IEEE Interna-
tional Conference in Distributed Computing in Sensor Systems
(DCOSS) 2006.

Y. C. Tseng, S. Y. Ni, and E. Y. Shih, “Adaptive Approaches to
Relieving Broadcast Storms in a Wireless Multihop Mobile Ad
Hoc Network,” IEEE Transactions on Computers, vol. 52, no. 5,
pp. 545-557, May 2003.

Q. Zhang and D. P. Agarwal, “Dynamic Probabilistic Broadcasting
in MANETS”, In Journal of Parallel and Distributed Computing,
vol. 65, no. 2, pp. 220-233, 2005.

Sun™™ Small Programmable Object Technology (Sun SPOT),
www.sunspotworld.com.

X. Zeng, R. Bagrodia, and M. Gerla, “GloMoSim: A Library
for Parallel Simulation of Large-scale Wireless Networks,” In
Workshop on Parallel and Distributed Simulation (PADS), 1998.
[12] C. Inc. Cc2420 data sheet.
http:/fwww.chipcon.com/files/CC2420_Data_Sheet_1_0.pdf, 2003.
K. Srinivasan and P. Levis. “Rssi is under appreciated”. In Pro-
ceedings of the Third Workshop on Embedded Networked Sensors
(EmNets), 2006.

E. Shih, P. Bahl, and M. J. Sinclair. “Wake on wireless:: an
event driven energy saving strategy for battery operated devices”.
In Proceedings of the eighth annual international conference on
Mobile computing and networking, pages 160171. ACM Press,
2002.

T. Camp, J. Boleng and V. Davies, “A Survey of Mobility Models
for Ad Hoc Networks Research”, Wireless Communications and
Mobile Computing. Volume 2, Number 5. 2002

[2]

[3]
[4]

[5]

[6]

[7]

[8]

[9]

[10]

(1]

[13]

[14]

[15]




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (None)
  /CalCMYKProfile (None)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.6
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 36
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 36
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 36
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f300130d330b830cd30b9658766f8306e8868793a304a3088307353705237306b90693057305f00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /FRA <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU (Use these settings with Distiller 7.0 or equivalent to create PDF documents suitable for IEEE Xplore. Created 29 November 2005. ****Preliminary version. NOT FOR GENERAL RELEASE***)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


