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Abstract This paper introduces a high-performance middleware-level message striping ap-
proach to increase communication bandwidth for data transfer in heterogeneous clusters
equipped with multiple networks. In this scheme, concurrency is used for the striping pro-
cess. The proposed striping approach is designed to work at the middleware-level, between
the distributed applications and the reliable transport protocols such as TCP. The middleware-
level striping approach provides flexible, scalable, and hardware-, network-, and operating
systems-independent communication bandwidth solution. In addition, techniques to enhance
the performance of this approach over multiple networks are introduced. The proposed tech-
niques, which minimize synchronization contention and eliminate the striping sequence
header, rely on the features of a reliable transport protocol such as TCP to reduce some of
the concurrent striping overhead. The techniques have been implemented and evaluated on
a real cluster with multiple networks and the results show significant performance gains for
data transfer over existing approaches.
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1 Introduction

Many research laboratories and organizations have multiple high performance heterogeneous
machines for different application purposes. The heterogeneity in these machines usually lies
in their difference in architecture, operating system as well as processing, memory, storage,
and communication capacities. There are increasing interests in utilizing hardware and soft-
ware resources available among a collection of existing heterogeneous systems to implement
high-performance, scalable clusters capable of executing high performance applications such
as multimedia, visualization, distributed data mining, and scientific simulations. These ap-
plications require scalable and high processing power, in addition to a reliable and scalable
high-bandwidth communication infrastructure for high-volume and high-speed data access.
Most clusters are equipped with multiple networks that connect all or some nodes. Each
node has multiple network interface cards, of which each has a unique IP address. Most
of the existing data transfer mechanisms on clusters use TCP/IP protocols, thus requiring
a fixed IP address to identify the machine. This leads to the necessary requirement that a
given application use a single IP address on each node to establish connections with other
nodes, preventing the application from utilizing other available networks. This implies that
the bandwidth available to any application is bounded by the bandwidth available on the
single network interface associated with the assigned IP address. Thus, even if there are
multiple networks connecting the nodes of the cluster, only one of them will be utilized for
a given application.

There have been some efforts made to utilize multiple networks to enhance the com-
munication performance. One important approach is the striping technique [4], which
can be implemented at different network protocol levels by distributing incoming pack-
ets among the available network interfaces. One example of such efforts is channel
bonding [2], which is implemented at the kernel level and provides high throughput for
the applications. However, this technique is hardware-, network-, and operating system-
dependant, and has some limitations in flexibility and requires some hardware and addressing
configurations.

In this paper, we introduce a high-performance, middleware-level concurrent message
striping technique that executes over reliable transport protocols such as TCP. This striping
technique provides a scalable network bandwidth and portability solution for data transfer
among heterogeneous systems. It provides a solution that reduces message transfer time and
facilitates dynamic load balancing among the underlying multiple networks. In addition, we
introduce some techniques to enhance the performance of this middleware-level concurrent
striping implementation of message transfer over multiple networks. These techniques rely
on the features of a reliable transport protocol such as in-order and guaranteed delivery of
packets to significantly reduce some of the striping overhead.

In the rest of this paper, we start with a discussion of some background information
on heterogeneous clusters, network striping, and channel bonding, in Section 2. Section 3
describes concurrent message striping over reliable transport protocols and measures its
performance and overhead. Then, in Section 4, we introduce some techniques to reduce
the concurrent striping overhead for the dual-channel case by utilizing the features of the
reliable transport protocol. Section 5 discusses an extension of these techniques to re-
duce the striping overhead for situations with multiple channels (i.e. more than two net-
works). Experimental measurements and evaluations of the proposed approaches are in-
cluded in Sections 3 through 5. Section 6 discusses related work and Section 7 concludes the

paper.
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2 Background

One constant factor shared by current heterogeneous clusters is the use of TCP/IP protocol,
which provides a common base for any services to be provided on heterogeneous systems.
Thus, allowing efficient utilization of the available multiple heterogeneous networks and
facilitating better access to the networks and higher bandwidth. As an example, consider a
scenario where a machine with a single Gigabit Ethernet (GE) card is connected through a
high bandwidth network to another machine with multiple Fast Ethernet (FE) cards. Such
a network connection will limit the achievable bandwidth to that of a single FE card, even
though theoretical peak bandwidth on either machine is much higher.

Efforts are being made to utilize existing multiple networks to enhance the performance of
communication. One important approach to provide such utilization is the striping technique
[4]. Striping is well known and understood in with the context of storage systems, for exam-
ple, the redundant arrays of inexpensive disk (RAID) architecture [10]. Network striping can
be implemented at different network layers, such as physical, data link, network, transport,
and applications layers. In addition, it can be implemented as network services used by ap-
plications requiring high network bandwidth. The network services are usually implemented
at the middleware layer between the transport protocols and applications. Striping at lower
network levels has been implemented in a number of research projects, such as the IBM
project for striping PTM packets [15], and the Stripe, which is an IP packets scalable striping
protocol [1]. However, these techniques are network and/or system dependent.

Another example of using striping in clusters is channel bonding [2], which is implemented
at the kernel level and it provides high bandwidth and high throughput for the applications. In
general, channel bonding cannot enhance the performance for very small messages that are
less than the maximum transfer unit (MTU); however, it can increase the network throughput
as well as reduce the transfer time for medium to large messages [5]. Since channel bond-
ing is implemented in the lower network layers, it requires extra addressing and hardware
configurations [3]. For example:

e All NICs on a node must be of the same type and have the same MAC address.

e It requires separate switches to connect the different NICs on the nodes (to avoid MAC
confusion) or an advanced switch that can be segmented into virtual LANS.

e Communication from non-bonded nodes to bonded nodes is too slow, thus, all nodes on a
cluster must be bonded. Therefore, all nodes must have same number of network interfaces
connected to the same number of networks.

e Bonded NICs cannot be accessed individually, thus limiting their utilization. This limitation
has significant impact on the performance of cluster applications, which require intensive
but relatively small message communication.

e Channel bonding is available only for Linux systems with multiple Ethernet interfaces and
networks.

These limitations make channel bonding less suitable for clusters with heterogeneous
resources.

To overcome the limitations of existing scalable bandwidth solutions such as channel-
bonding, MuniSocket was designed and implemented as a network service at the middleware
layer. MuniSocket only needs to use standard API of reliable transport protocol. It overcomes
many of the limitations imposed by existing techniques and provides desirable features. Mu-
niSocket utilizes concurrent message striping at the middleware-level. Concurrent message
striping at the middleware-level provides a scalable, portable, and flexible solution for in-
creasing bandwidth among heterogeneous systems. It uses the standard TCP APIs that are
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available in all types of operating systems to provide a scalable bandwidth and portable so-
lution. One example of using MuniSocket is in information technology departments which
have heterogeneous server machines such as AS/400, RS/6000, and Window NT. These
servers have applications that collectively serve and support the company business objec-
tives. Usually there is a need to make these servers to exchange data. At the same time,
the communication bandwidth needs for these servers are vary. As a solution for this prob-
lem, we can install multiple network interface cards on each machine and use MuniSocket
for communication among them, thus increasing usable bandwidth and throughput. More
information about scalability and flexibility of MuniSocket can be found in [13].

3 Concurrent message striping over reliable transport protocols

Concurrent message striping at the middleware-level provides a scalable, portable, and flex-
ible solution for increasing bandwidth among heterogeneous systems. It uses the standard
TCP APIs that are available in all types of operating systems to provide a scalable bandwidth
and portable solution. In the rest of the section, the architecture of MuniSocket and the oper-
ation of concurrent message striping over TCP are discussed in 3.1. In addition, performance
and overhead of the concurrent striping are discussed in 3.2.

3.1 MuniSocket operation

MuniSocket is multithreaded, using kernel threads, with one sending and one receiving thread
per communication channel, and a counter. MuniSocket divides large messages generated by
the application into fragments that are then transmitted using any transport protocol. Multiple
concurrent threads are used to process the fragments for transmission. A sending thread is
responsible for handling the transmission of some fragments on a specific communication
channel, while the receiving thread is responsible for handling received fragments and placing
them into the appropriate place in a receiving buffer provided by the user.

The counter provides a sequence number that identifies a fragment in the user message.
Each sending thread tries to take a number, i, from the counter, and sends both the sequence
number Z, as a header, and the corresponding data fragment in the sender memory to the cor-
responding receiving thread in the receiving end over the corresponding NICs and networks.
In this approach, there are no extra data copies other than that made by TCP operations
for both the sending and receiving sides. The transfer is done completely in parallel during
sending at the sender side, transferring through the networks, and receiving and copying at
the receiver side.

MuniSocket relies on the reliable transport protocol’s features to handle many end-to-end
issues such as reliability and flow and congestion control of the transferred message fragments
[13]. In addition, it depends on the reliable transport protocol to divided a large fragment to
a number of packets. Both flow and congestion control mechanisms of the reliable transport
protocols are utilized to implement the load-balancing algorithm among the sending threads.
The striping technique is used to enhance the performance on loaded and heterogeneous
networks. This method is devised to balance the load for large messages so that slower
networks will not slow down the overall message transfer. The message is fragmented into a
large number of small sub-messages that are transmitted over the available channels, along
with a fragment header containing the fragment number. Load balancing is achieved by
having threads connected to lightly loaded networks process more fragments while threads
connected to heavily loaded channels are blocked for longer periods by the congestion and
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flow control mechanisms of the reliable transport service used. More information about
implementation and operation of basic MuniSocket can be found in [13].

3.2 The performance and overhead of basic MuniSocket

To evaluate the performance gains of the basic implementation of MuniSocket, a number of
experiments were conducted. The main program used to measure the achievable round-trip
transfer time is the classical ping-pong benchmark [6-8], which sends messages back and
forth between machines and determines the round-trip transfer times. All experiments in
this paper were conducted multiple times (10 to 1000) and we took the average results. In
addition, we repeat the previous process 10 to 50 times and we took the peak of the averages.
This method allows us to avoid considering the results of experiments that are impacted
by other load on the networks when we need not consider it. The frequency of repetition
depends on the message size. For small message, we use high repetitions. All experiments
were conducted on Sandhills, a 24-node cluster, where each node contains two AthlonMP
1.4 GHz processors with 256 KB cache and 1 GB RAM. The nodes were equipped with two
Fast Ethernet (FE) interface cards that are connected to two FE networks. The experiments
were designed to measure the round trip time (RTT) for the single network Socket and for
MuniSocket using two FE networks, with the effective bandwidth being derived from the
RTT as follows:

Effective Bandwidth (Mbps) = (8" Message size/ 10%) /(RTT/2) (1)

The communication performance in terms of effective bandwidth for TCP over FE
(TCP100) and MuniSocket over two FE cards (MuniSocket 2 * 100) is shown in Fig. 1.
The results show low effective bandwidth values for MuniSocket 2 * 100, as compared to
TCP100, for messages smaller than 32 KB. However, as the message size increases the gain
for MuniSocket 2 * 100 becomes evident and clearly shows the benefits of this method. The
effective bandwidth reaches 186.4 Mbps for a message of size 4 MB. In addition, the CPU
consumption (utilization) was measured during the transfer of a very large message. While
the CPU utilization increased from 13.26% to 26.16% per processor, the effective bandwidth
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Fig. 1 Effective bandwidth using fast ethernet
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Fig. 2 Peak effective bandwidth using two fast ethernet networks

has also doubled. This makes MuniSocket useful in applications that need high and scalable
bandwidth communications, but can afford to lose some processing time in return. Examples
of these applications are ones that use blocking (synchronous) data transfer, data replications,
and bulk data transfer.

The performance of concurrent message striping is dependent on two factors. The first
is the efficiency of the protocol and the second is based on the performance of the sys-
tem resources such as processor speed, memory and I/O bus bandwidths, and bandwidths
of network interfaces and links. While the protocol is designed to utilize these resources,
it induces reasonable but necessary overhead in message transfers. The overhead is gener-
ated from preparing fragment headers and thread contention on the shared counter, which
is synchronized to maintain consistency. To measure the actual utilization of MuniSocket
from available resources, a modified version of MuniSocket was written to transfer the mes-
sages by logically partitioning the messages into equal parts and transferring them over two
unloaded FE interfaces. The modified version does not do any striping-related operations
such as synchronization and does not add headers. All sending and receiving threads work
independently and there is no need for a fragment counter. This modified version measures
the maximum achievable performance (Peak 2 * 100) on the available resources; the results
are shown in Fig. 2.

The utilization of the basic MuniSocket protocol, normalized to the maximum achievable
performance, was measured (see Fig. 3). Although MuniSocket has good performance for
large messages, the current protocol overhead is the main contributing factor in message
transfer time for small- to medium-size messages. The utilization is only 30% for 8 KB
messages and increases slightly as messages grow larger. The performance does not get
close to the peak until the message size reaches 0.5 MB. The main culprit in the overhead is
the fragment headers and the sending threads contention on the fragment counter. The next
two sections develop techniques to reduce both kinds of overhead.

4 Techniques for reducing concurrent striping overhead for dual-channel case

In this section, we propose two techniques to reduce the concurrent transfer overhead for the
dual-channel case. The first focuses on reducing the resource contentions in the concurrent
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Fig. 3 Normalized bandwidth utilization of basic MuniSocket

striping process. The second technique relies on utilizing the functions of the reliable transport
protocol to eliminate the need of fragment sequence headers.

4.1 The techniques

The shared counter of MuniSocket provides sequence numbers for the sending threads starting
from O to n — 1, with n being the number of fragments in the message. If a sender processes
and sends a message that is divided into 8 fragments over dual networks with dynamic
load changes, the fragment distribution can be of different combinations. For example, the
first sending thread processes fragments fy, f3, f4, and fg, while the second sending thread
processes fragments fi, f2, fs5, and f7. Fragments are sent with their sequence numbers as
part of the fragment header. Receiving threads process the header to get the sequence number
to receive the fragment to the corresponding buffer position.

The first step to eliminate the counter synchronization contention is to change the fragment
processing order. With the dual-channel case, for example, there are two sending threads at
the sender side and two receiving threads at the receiver side. The first sending thread works
from left to right on the message buffer while the second sending thread works from right to
left, as illustrated in Fig. 4. The concurrent fragment sending process stops as soon as the two
threads meet (indicating the end of message transfer). For example, with n fragments, the
first thread sends fragments fy, fi, f2, ..., fin in sequence and the second sending thread
sends fragments f,,_1, fy—2, ..., fim+1 in sequence. The proposed technique ensures that the
network with higher bandwidth processes more fragments, while the network with lower
bandwidth processes fewer fragments. The value of m depends on the load and available
bandwidth on both networks. Therefore, this method optimally solves the problem of load
balancing between dual networks.

First Thread Second Thread

»
»

A

I . | |

Fig. 4 Fragment processing direction by sender threads in dual networks
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Since the sending threads process fragments from different directions, there is no need
for the shared counter among the sending threads. Each sending thread maintains a separate
counter. The first sending thread maintains an incremental counter that starts from zero, while
the second maintains a decremental counter that starts from the last fragment number. An
array of status values (one per fragment) can be used to synchronize the point where the
sender threads stop processing more fragments. Each entry in the array represents a fragment
status. The value O represents unsent fragment while value 1 represents in-transit or sent
fragment. Each sending thread working from a different direction tries to get and change the
fragment status value from the array. As soon as the entry is granted to a sending thread the
value is changed to 1. Since both sending threads start from different directions for message
fragments and the status array, they can stop as soon as they reach a sent fragment. In order
to implement the fragment granting mechanism for the sending threads, a lock is used for
each entry to maintain the consistency of the granting process. The number of locks is equal
to the size of the array. Another option is to use the test-and-set method for the entries to
guarantee atomicity.

Using a shared counter among sending threads to provide sequence numbers for fragments
to be processed has a high possibility of contention and eventually high level of thread
switching. Moreover, contention over the counter may occur every time the sending threads
try to get a new fragment to process. In addition, the probabilities of contention increase
further as the number of fragments is increased to achieve better load balancing. The status
array can reduce threads switching and contention significantly. Using the status array the
contention may happen only at the end when both sending threads compete for the last
unsent fragment, in other words, when the two sending threads meet. In addition, using the
status array, the fragments can be made as small as needed without increasing the contention
overhead.

Since concurrent striping is done over reliable transport protocols, the fragments’ first-
in-first-out (FIFO) order is preserved for each sending and receiving thread pair. That is, if
sending thread i on the first machine sends fragments fy, f3, f4,and fg to the receiving thread
i on the second machine, these fragments will be received in the same order fy, f3, f4, and
f6. Although some fragments might be lost or corrupted, the underlying reliable transport
protocol mechanism, such as TCP, maintains the reliability and FIFO order of fragment/packet
delivery. The reliability mechanism ensures that there is no packet loss or corruption. The
reliability and FIFO properties of a reliable transport protocol such as TCP eliminate the need
for fragment sequence headers by ensuring that processing and sending of the fragments are
done in sequence.

The technique can be implemented by making each sending and receiving thread pair
maintain a counter. Each counter is duplicated at the sending thread and at the receiving thread.
In addition, two control messages Start and End are used by the sending thread to synchronize
the counters and to indicate the end of message transmission. The sending thread sends a
control message Start that contains the first fragment number firstFragement and counter
mode counterMode to the corresponding receiving thread. The value of firstFragement is
the fragment number of the first fragment that the sending thread will be sending. The
variable counterMode can take one of two values, either “increment” or “decrement”. When
counterMode is “increment” the counter increases (i.e., moving from left to right on the
message buffer), and if it is “decrement” the counter decreases (i.e., moving from right to left
on the message buffer). Using these values, sending-receiving thread pairs can synchronize
their fragment counters without exchanging fragment sequence numbers. When processing
a message each sending thread sends a Start message indicating its starting fragment number
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Fig. 5 Effective bandwidth of TCP, MuniSocket, and enhanced MuniSocket

and direction and when the sending threads meet, they both send the End message to indicate
the end of message transmission.

4.2 The performance measurements

Experiments were conducted on the same cluster and using the same benchmark described
in Section 3 to evaluate the performance of the Enhanced MuniSocket over two Fast Ethernet
(FE) networks. With the proposed new mechanism in MuniSocket, the overall performance
improved noticeably (see Fig. 5). From the experimental results we see the effect of removing
the fragment header and eliminating the contention on the shared fragment counter. While the
basic MuniSocket (MuniSocket 2 * 100) only achieved speedup with messages of size 32 KB
and larger, Enhanced MuniSocket achieved speedup for messages of size 8 KB and beyond.
With a message of size 8 KB, standard TCP socket on a single FE (TCP100) achieved a band-
width of 72.26 Mbps and Enhanced MuniSocket achieved 87.37 Mbps effective bandwidth.
Likewise, with a message of size 64 KB, TCP100 achieved 89.32 Mbps, basic MuniSocket
achieved 112.75 Mbps, and Enhanced MuniSocket achieved 166.44 Mbps. The speedup of
Enhanced MuniSocket for a 64 KB message is around 1.86 with respect to TCP100 and 1.47
with respect to basic MuniSocket. With a large message of size 2 MB, TCP100 achieved a
bandwidth of 93.92 Mbps, the basic MuniSocket achieved 183.36 Mbps, and Enhanced Mu-
niSocket achieved 186.41 Mbps. The speedup of Enhanced MuniSocket for a 2 MB message
is around 1.98 with respect to TCP100 and 1.02 with respect to MuniSocket. This shows that
the overhead due to fragment headers and thread contention is high at medium messages but
largely hidden with large messages. Figure 6 shows the bandwidth utilization of both the
basic MuniSocket and Enhanced MuniSocket, normalized to the maximum achievable peak.
While the effective bandwidth of the basic MuniSocket approaches the maximum achievable
peak with a message of size 0.5 MB, Enhanced MuniSocket can achieve the peak with a
much smaller message of size 16 KB.

Another set of experiments was conducted to measure the performance of the load balanc-
ing mechanism in Enhanced MuniSocket. Two FE networks were used in these experiments.
The first network had no load, while the second had some load generated by messages of size
32 KB being exchanged frequently between the two nodes. Figure 7 shows the average effec-
tive bandwidth achieved with the standard TCP socket, using the first (Unloaded TCP100)

@ Springer



270 Mohamed et al.

100.00% -

80.00% -

60.00% /
40.00%

e

Utilization

20.00% ——&—— MuniSocket 2100

—— Enhanced MuniSocket 2100

0.00%

8 16 32 64 128 256 512 1024 2048 4096
Message Size (KB)

Fig. 6 Bandwidth utilization of MuniSocket and enhanced MuniSocket

180.00
160.00 —A—A

140.00 H"r

@
(o 7~
o)
120.00
= /
- 100.00
=
© 80.00 < ;
% 60.00 /
3 &
©  40.00
m ‘//‘ ——&—Loaded TCP100
20.00 —¥ ~——#—Unloaded TCP100
0.00 / ——&——Enhanced MuniSocket
' 8 ‘ 16 ‘ 32 ‘ 64 ‘ 128 ‘ 256 512 1024 2048 4096

Message Size (KB)

Fig. 7 Effective bandwidth of TCP and enhanced MuniSocket on loaded networks

and the second (Loaded TCP100) network, respectively. In addition, it shows the average
effective bandwidth achieved with Enhanced MuniSocket that utilizes the available band-
width in both networks. Enhanced MuniSocket is shown to achieve performance speedups
with messages of size around 40 KB and larger, and to have dynamic load balancing abil-
ity. The results also show that while the loaded network provides less than 75 percent of
its peak bandwidth, MuniSocket is still able to achieve high bandwidth gain with dynamic
load balancing. In other words, with a 2 MB message, for example, an average bandwidth
of 82.123 Mbps was obtained with either network interface when not using MuniSocket.
However, using Enhanced MuniSocket, an average bandwidth of 161.84 Mbps was achieved
using both interfaces simultaneously.

5 Reducing overhead for multiple-channel cases

The techniques described in Section 4 provide an efficient solution for removing frag-
ment sequence numbers and reducing synchronization contention. However, the solution,
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as described above, only works for the dual-channel case. In this section, the technique is
extended to scale to more than two channels.

5.1 The technique

For simplicity and without loss of generality, we will deal with an even number of networks.
However, the same method described in this section can be easily adjusted for an odd number
of networks. Assume that there are n networks and n sending threads, where 7 is even. The
sending threads are divided into n/2 pairs of threads. In addition, the message is divided into
equal-size fragments. The fragments can be further divided into n/2 partitions as shown in
Fig. 8. Each pair of sending threads can handle one partition using the same technique as
described in Section 4. The size of the partitions can be divided so that they are proportional
to the total channel bandwidths or speeds of the associated threads. Any pair that finishes
from their current partition can help other pairs in their partitions in a recursive way. Let us
call the pair that finishes their current partition as a free pair while the pair that does not finish
their current partition as a busy pair. Each free pair consists of an incremental free thread,
which has worked from left to right and a decremental free thread, which has worked from
right to left. Each busy pair also consists of an incremental busy thread, which works from
left to right and a decremental busy thread, which works from right to left. The partition of
the selected busy pair will be divided further into two parts, left part and right part.

After dividing the selected partition into two parts, one of the free threads is associated
with the incremental busy thread to form a new thread pair for the left part while the second
free thread is associated with the decremental busy thread to form another new thread pair for
the right part. The first free thread starts to work in the decremental mode from right to left
on the left part while the incremental busy thread continues its operation direction from left
to right on the same part. In addition, the second free thread starts to work in the incremental
mode from left to right on the right part while the decremental busy thread continues its
operational direction from right to left on that part. This process is repeated until there are no
other partitions needing help. In each recursive step, either a modified Start or End control
message is sent. The modified Start control message indicates that the fragment processing
will start from a different position with a different counter mode. The End control message
indicates that there are no more fragments to be sent. The End control messages are only sent
by the sending threads at the end of the message processing. Therefore, each sending thread
may send multiple modified Start control messages; however, it sends a single End control
message. All sending threads process the fragments until all are sent. For the case of an odd
number of networks, the above method can be adjusted such that one partition is handled by
one network. The other steps are also adjusted accordingly in a minor way.

To have better load balancing among the thread pairs processing their new parts, three
greedy strategies are used. These strategies aim to reduce the number of recursive steps,
thus reducing sequence numbers (modified Start messages) to be sent. Sending threads
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handle the preparation and sending of the fragments through the network; therefore, thread-
processing time is defined to include all the time involved in this process, including the
fragment transmission over the network. Thus, a slow thread generally reflects a slow network
associated with it. In the first strategy, where multiple busy pairs need help, we select the
busy pair with the maximum number of unsent fragments in its partition to be helped. The
second strategy associates the less busy thread (which sent fewer fragments than its partner)
from the selected busy pair with the busier thread (which sent the most fragments than its
partner) from the free pair and vice versa. This strategy takes into consideration the recent
history of the network load by making each thread #; maintain the number C(t;) of fragments
it processed. This number represents the contribution of the network/thread to the processing
of the message fragments.

The third strategy divides the unfinished partition based on the recent progress of the four
threads involved in the process. Let #;;, t4, ;r, and #;4, denote the incremental thread on the
left part, the decremental thread on the left part, the incremental thread on the right part, and
the decremental thread on the right part, respectively. The threads #;; and 7, are from the
original busy pair that needs help while threads 7,4, and ¢, are from the original free pair. The
threads #; and 7,4, do not need to change their next fragment numbers. They continue their
operations and directions. However, we need to assign new fragment numbers for threads
ty and t;, which are offering help. We assign the next fragment numbers for threads 74
and t;, based on the recent progress of the four threads involved in the process, we need
to divide the unfinished fragments in the selected unfinished partition into two parts with
sizes proportional to the recent speeds of their associated thread pairs. Let us define a new
functions P(¢) to be the next fragment number that thread 7 needs to process. The number of
unsent fragments in any part is the next fragment number that the decremental thread needs
to send minus the next fragment number that the incremental thread needs to send plus 1.

Unsent fragments = P(tg) — P(ti;) + 1 @

We need to divide this number of fragments into left part and right part, with sizes
proportional to their threads’ processing speeds. Let the recent contribution of the left part
threads be represented by C(¢;;) + C(z;;) while the contribution of the right part threads be
calculated as C(#;,) + (t4-). Therefore we can calculate the number of unfinished fragments
for the left part, U(left part), as:

Contibuti left part thread:
U (left part) = unsent fragements x on l. u ’.0” of left part threads 3)
Contribution of the four threads

_ _ , C () + C (tar)
Uleft part) = (P (ar) = P ) + D > e e+ Ctm+ Cay

The value of U (left part) can be a real number but it should be truncated to an integer value.
We have:

Unsent fragments = U (left part) + U (right part) (®)]

From Eq. (5), we can calculate the unfinished fragments for the right part, U(right part), by
the following equation:

U (right part) = unsent fragment — U (left part) (6)
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Fig. 9 (a) Top: a snapshot of four threads executing two partitions, the second partition is completed by the
third and fourth threads while the first partition is still being processed. (b) Bottom: the rearrangement of
partitions and threads when the third and fourth threads start helping the first and second. The third thread
gets more fragments to process based on the partitioning heuristics

Ulright part) = (P(ta,) — P(ty) + 1) — Udleft part) 7

From these equations, the next fragment numbers for threads #;; and ¢, can be calculated
as:

P(ty) = P(ty) + Udleft part) — 1 3
P(t;y) = P(tg) — U(right part) + 1 = P(ty) + 1 )

The threads ¢#;; and #;, do not need to change their next fragment numbers. They continue
their operations and directions.

For example, a message of 40 fragments, as shown in Fig. 9(a), is transferred through
four channels with equal latency and bandwidth. The message will be divided into two equal
partitions and four threads will process it. The first and second threads work on the first
partition while the third and forth work on the second partition. Consider a scenario where
workloads on the networks are different such that the second partition has been sent while the
first partition is still under processing. Now, consider the time immediately after the second
partition is completed, the contributions of the first, second, third, and forth threads are 4, 2,
12, and 8, respectively, as shown in Fig. 9(a). Based on the second greedy strategy described
above we will associate the forth thread with the first thread and third thread with the second
thread, as shown in Fig. 9(b). This means that t;; = 1|,y = t4,t;, = 13, and 15, = t,. We
have C(t;;)) =4, C(ty) =8, C(t;,) = 12, C(ty,) = 2, P(t;;) = 5, and P(t;,) = 18. We can
calculate U(left part) from Eq. (4) as follows:

448
U(left part) = int{ (18 — 5+ 1 ——— ) =6
(left part) m(( + )X4+8+12+2>
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Thus we can calculate both P(t;;) and P(¢;) from Egs. (8) and (9) by:

P(ty) =5+6—1=10and
P(ti;) =10+1=11

5.2 The performance measurements and complexity analysis

Experiments were conducted on the same cluster and using the same benchmark described in
Section 3.2 to evaluate the performance of the Enhanced MuniSocket over four FE networks.
Two nodes were equipped with two additional FE interface cards each. Therefore, the two
nodes each have four connected FE interface cards. Both basic MuniSocket (MuniSocket
4 *100) and Enhanced MuniSocket (Enhanced MuniSocket) with four channels were exper-
imentally evaluated. The results, in term of peek effective bandwidths, are shown in Fig. 10.
The Enhanced MuniSocket provides better performance than the basic MuniSocket by a
margin of 35% for messages of size 128 Kbyte and of 7.6% for messages of size 2 MB.
These experiments also show that concurrent message striping in general provide a good
scalability and flexibility solution to increase effective bandwidths for message transfers.
The synchronization contention on the shared counter and the overhead of sending the
fragment sequence number headers are reduced significantly. While O(n) sequence number
headers need to be sent with the un-optimized concurrent message striping for a message with
n fragments, only O(1) Start control messages with startup sequence numbers and counter
modes are needed with optimized concurrent message striping on dual-channel case. For
the k-channel scenario, where k > 2 and k << n, we consider the best and average case
scenarios. The best case is where all thread pairs finish their parts at the same time. In this
case each thread needs to send only a single Start control message at the beginning. The
complexity of the best case scenario is O(k), Thus, for small k, the complexity is constant.
The average case analysis provides a good projection of the behavior of the proposed
scheme in real-life situations in which the communication workload on the networks is dy-
namic. A simple approximation of average case scenario can be considered when the process
of sending partitions consisting of j load-balancing rounds. In each round multiple recursive
steps are performed by different thread pairs. In addition, in each round, we assume on aver-
age half of the thread pairs complete their fragments (thus completely sending full partitions)
while the rest only complete on average half of their fragments (thus each remaining thread
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pair still needs to send more fragments in the partition). This implies that a quarter of the
total fragments are unsent at the end of the current round and still need to be processed in
the following rounds. Therefore, j will be equal to log4(n) rounds. In the first round, all
k threads will each send a fragment sequence number header, while during the rest of the
rounds only k/2 threads need to send sequence number headers in each round. This means
that the number of Start control messages in the average case will be:

k
Number of Start Control Messages = k + E((log4 n)—1) (10)

Since we have k << n, then O(logy(n)) Start control messages need to be sent in the
average case. To verify our analysis, another set of experiments was conducted to count
the number of Start control messages that are needed with the multiple-channel cases. In
all experiments, a message of 2 MB was sent through four channels that represent four FE
networks. The message was divided into 1024 equal size fragments where each fragment
is 2 Kbyte. Two sets of experiments were conducted. In the first one, there is no other load
on the networks. The average range of numbers of Start control messages for multiple 1000
runs was between 4 and 5. For the second set of experiments, the networks were randomly
loaded. The average range of numbers of Start control messages for multiple 1000 runs in
the second set of experiments was between 7.0 and 8.1. In both experiments, the variances
of multiple results were very small, around 0.3. These numbers validate the above analysis.
However, in the basic concurrent striping technique described in Section 3, 1024 fragment
sequence headers need to be sent. In addition, the contention on the shared counter is reduced
significantly by the same order.

6 Related work

Standard and advanced sockets provide either reliable transport services or unreliable trans-
port services. Example of unreliable transport service is that provided by UDP socket. In [11]
and [14], we proposed a UDP-based protocol for MuniSocket to utilize the existing multiple-
network interfaces and single or multiple networks to transfer large messages in both local
and wide area networks. In order to have a reliable transfer service with the UDP-based proto-
col, the protocol itself included a reliability mechanism over the unreliable multiple services.
We introduced both reliability and fault tolerance mechanisms that utilize UDP. However,
the reliability overhead makes the UDP-based multiple networks protocol perform well with
bulk data transfers, while for small and medium messages, the reliability overhead becomes
the dominant contributor to message latency. The UDP-based protocol also accommodates
heterogeneous networks with different latency and bandwidth. In [12], we have developed
analytical models for the performance properties of the combined heterogeneous networks.

GridFTP [9] uses multiple TCP streams to improve aggregate bandwidth over using a
single TCP stream in wide area networks. In addition, GridFTP can transfer data from multiple
servers where data is partitioned to improve performance. On the other hand, our approach
uses concurrent message transfer to provide scalable bandwidth and load balancing for data-
intensive applications on clusters connected by multiple interconnection networks. This is
achieved by taking advantage of the physical and logical parallelism and the redundancy in
interconnects. GridFTP and multiple streams use multithreaded solutions for multiple TCP
streams. Using multithreading and striping for multiple TCP streams in wide area networks
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can also benefit from utilizing the optimization method developed in this paper to reduce
some of the overheads.

Some work [1, 15] has been done to minimize the overhead of striping at lower network
layers. This work uses queues at the receiving ends of the channels to maintain synchroniza-
tion between sender and receiver to reorder the packets. While our approach uses concurrent
striping to utilize available networks to reduce the transfer time of a specific message gener-
ated by an application, other striping algorithms deal with differently sized packets coming
from different applications to reduce the striping overhead and increase available network
throughput. For example, [1] uses a distributed algorithm to maintain synchronization and
a transformation of a fair queuing algorithm to provide fair load sharing among different
packet sizes coming from upper layers.

Channel bonding [2], which uses striping at the data link (Ethernet) layer, does not use
a sequence number. It relies on the higher layer protocols to handle the issues of packet
ordering and reliability. Nevertheless, as mentioned earlier in Section 2, channel bonding
has many limitations and hardware configurations that make it inflexible and introduce other
forms of overheads. The main difference between MuniSocket and lower level striping is
providing a mechanism to lower transfer time for specific message transmissions as opposed
to higher throughput for all messages in the lower-level striping techniques. For example,
small messages cannot benefit from striping; therefore, they can be transferred using stan-
dard communication mechanisms without the striping. Another difference from the striping
technique, which distributes incoming packets from different applications among the avail-
able interface(s), is that our approach divides the messages generated by an application into
fragments that are then transmitted in parallel using a reliable transport protocol.

An example of a channel bonding benchmark on a cluster called JAZZ [5] shows an in-
crease in bandwidth from 86.8 Mbps to 160.4 Mbps for 1 MB message and from 86.88 Mbps
to 162.08 Mbps for 4 MB message on two FE networks. Figure 11 shows the calculated
speedup of two FE networks achieved in channel bonding (using JAZZ) compared to the
speedup achieved by the Enhanced MuniSocket. The result shows that both channel bond-
ing and the Enhanced MuniSocket cannot achieve any speedup with messages smaller than
the maximum transfer unit (MTU). Channel bonding performs better for messages with
size smaller than 12 KB, where the average speedup is 1.23. However, the Enhanced Mu-
niSocket has a better performance for all messages larger than 12 K. Although MuniSocket
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1.8 1

1.7

1.6
1.5 ﬁ/
1.4
4 —&— Channel Bonding L

1.3
‘ —l— Enhanced MuniSocket
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8 16 32 64 128 256 512 1024 2048 4096
Message Size (KB)

Speedup

Fig. 11 Channel bonding and enhanced MuniSocket comparison
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is implemented at a higher-level, it achieved 184.97 Mbps effective bandwidth for a 1 MB
message, resulting in 1.97 speedup, and 187.09 Mbps effective bandwidth for a 4 MB mes-
sage, resulting in 1.99 speedup, from standard TCP socket on a single network. In addition,
MuniSocket is more scalable and flexible.

7 Conclusion

A high-performance, concurrent message striping approach to utilize the existing multiple
network interfaces on clusters has been designed and discussed. This approach utilizes the
existence of a reliable transport protocol and the physical redundancy in interconnects to
provide a flexible and scalable bandwidth solution for heterogeneous clusters. This model
also provides load balancing among available multiple network interfaces. In this approach,
message fragmentation, transmission and reconstruction are performed in parallel. Moreover,
the techniques were further optimized to reduce the overhead and enhance the performance.

In the basic MuniSocket implementation, concurrent message fragmentation provides a
scalable bandwidth solution with some overhead due to the thread contention over the frag-
ment counter and the added fragment headers. In this paper, we introduced techniques to
eliminate these two sources of overhead. The first technique removes the synchronization
contention over the shared counter by using a fragment status array that indicates whether
the fragment has been processed (in-transit or sent) or not. The second technique eliminates
the need for the sequence number headers by relying on the FIFO property of the underlying
reliable transport protocol. The two techniques reduce the overhead of the implementation
significantly, thus speeding up the message transfer. The experimental results show a sub-
stantial enhancement in transmission time, especially for medium sized messages. In the
dual-channel case, the Enhanced MuniSocket implementation approached the peak band-
width at a message size of 16 KB, while the basic implementation only got close to the peak
at a message size of 0.5 MB. Furthermore, a technique to reduce threads contention and
sequencing overhead in the multiple-channel case (more than two networks) was developed
and evaluated. For a message with n fragments in average case, only O(log4(n)) control mes-
sages are needed to replace the n sequence headers in the basic concurrent striping approach.
Similarly, the overall performance of the Enhanced MuniSocket was shown experimentally
to be substantially better than the basic MuniSocket.

Although the Enhanced MuniSocket provides good performance results, there are more
prospects for enhancements that would further improve the performance. One possible direc-
tion for improvement is to investigate the effects of varying fragment sizes on the performance
and how to dynamically tune it for the best results. Another possible future direction is the
study of the effects of the TCP buffer size on the performance. We envision that these enhance-
ments, among others, will provide further improved performance and finely tuned execution.
Moreover, we are currently working on providing a fully transparent implementation of Mu-
niSocket (and the Enhanced MuniSocket) that can be used by any application originally
coded to use regular sockets without any changes in the application’s code. In addition, we
plan to comprehensively compare middleware-level striping and low-level striping.
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