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Although steganographic transparency and steganographic bandwidth are believed to be two conflicting
objectives in the design of steganographic systems, it is possible and necessary to strike an optimal bal-
ance between them. This paper presents an adaptive partial-matching steganography for voice over IP
(VoIP). We introduce the notion of partial similarity value (PSV) to evaluate the partial matching between
covers and secret messages. By properly setting a low threshold of PSV and a high threshold of PSV, we
can adaptively balance steganographic transparency and bandwidth. Moreover, we employ triple m
sequences to eliminate the correlation among secret messages, guide the adaptive embedding process,
and encrypt synchronization signaling patterns. In addition, we introduce an improved strategy that
takes into account the similarity between not only covers and encrypted messages but also covers and
original messages. We evaluate the proposed approach and its improved strategy with ITU-T G.729a as
the codec of the cover speech in StegVoIP that is a prototypical covert communication system based
on VoIP and compare them with some existing approaches. The experimental results demonstrate that
the proposed approaches can provide a better balance between steganographic transparency and band-
width. Furthermore, the results of delay tests show that they adequately meet the real-time requirement
of VoIP.

� 2011 Elsevier B.V. All rights reserved.
1. Introduction

In recent years, steganography, which is an art and science of
information hiding, has been widely applied successfully in cov-
ert exchange of information [1,2], copyright protection [3], etc.
However, most of the existing studies on steganography are
based on storage cover media [4]. In contrast, the area of stega-
nography in streaming media is largely unexplored, in part due
to the fact that the real-time characteristic of streaming media
is a double-edged sword. While the real-time nature potentially
offers better security for secret messages by virtue of its instan-
taneity, it does not allow many complex operations, which in-
creases the difficulty in assuring security. Nevertheless, given
its potential advantages, steganography for real-time streaming
media may soon become a worthy subject of further studies.
In this study, we will focus on a typical streaming media, Voice
over IP (VoIP), as a possible carrier to apply steganography to
enhance security for transmitting secret messages (covert com-
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munication) while maintaining good performance for real-time
services of VoIP.

VoIP is a promising technique to enable telephone calls via a
broadband Internet connection. Owing to its advantages of low
cost and advanced flexible digital features, VoIP has become a
popular alternative to the public-switched telephone network
(PSTN), and extensive research on it has been conducted [5].
Our main motivations for VoIP-based steganography study are
threefold. First, the ongoing conversation of VoIP can offer an
ideal camouflage for secret messages, because the stream-like
voice data is naturally assumed to be the only data carried in a
given VoIP channel. Second, a typically short VoIP connection
does not give eavesdroppers sufficient amount of time to detect
possible abnormity due to hidden messages. Third, VoIP can often
be considered a multidimensional carrier in which both the pack-
et protocol headers and the payload data can be used to hide
data.

Some researchers have noticed these advantages and pro-
posed various useful steganographic approaches for VoIP [11–
15,18–24] that are reviewed in the next section. Most of studies
focused on the least-significant-bits (LSBs) steganography tech-
niques for VoIP [11–15]. Fig. 1 illustrates the traditional LSBs ste-
ganography. Usually, LSBs steganography can render relatively
high capacity and acceptable security, but direct LSBs substitu-
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Fig. 1. The traditional LSBs steganography.
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tion is vulnerable to detection by the steganalysis algorithm pro-
posed by Dittmann et al. [13] based on the fact that the distri-
bution of the LSBs in the stego-speech is not uniform.
Therefore, Dittmann et al. [13] and Kratzer et al. [14] suggested
that messages be encrypted prior to embedding to improve secu-
rity. However, traditional encryptions, due to their time-consum-
ing characteristic, are not well suited for the real-time
steganography over VoIP. In fact, for the real-time covert com-
munication we must strike an acceptable balance between pro-
viding adequate security and maintaining low latency for real-
time services. In addition, as in other steganographies, stegano-
graphic transparency to non-authenticated entities and stegano-
graphic capacity (in covert communication also using
steganographic bandwidth that is the steganographic capacity
per unit time) for carrying secret messages are two key criteria,
and it is popularly believed that they are inversely related. How-
ever, according to our previous work [24], we find that it is pos-
sible to balance steganographic transparency and steganographic
capacity (bandwidth) objectives.

In this paper, we present a novel adaptive partial-matching ste-
ganography (APMS) scheme for VoIP, which aims at providing good
security for real-time covert communication without sacrificing
the real-time performance of VoIP and adaptively balancing the
requirements for good steganographic transparency and sufficient
bandwidth. To achieve these design goals, we introduce two key
techniques as follows:

(i) Instead of traditional LSBs steganographic methods, we pro-
pose an adaptive steganographic method based on partial
matching (partial similarity) that is defined by partial similarity
value (PSV). Differing from our previous work [24], the embed-
ding process is not only governed by two thresholds of PSV but
also guided by an m sequence.
(ii) We employ two other m-sequences to eliminate the corre-
lation among secret messages and synchronization signaling
patterns to resist the statistical detection mentioned above
and provide short-term protection for them.

It has been demonstrated by analysis and tests that APMS can
adaptively balance steganographic transparency and stegano-
graphic bandwidth while maintaining good performance for real-
time services of VoIP. Moreover, APMS can provide a better stega-
nographic performance than the existing approaches.
The remainder of this paper is organized as follows. Section 2
reviews some previous VoIP-based steganographic techniques.
Section 3 explains our motivation for this study and introduces
the principle. The proposed APMS is described in Section 4, which
is followed by the evaluation of APMS and its test results that are
presented in Section 5. Finally, concluding remarks are given in
Section 6.
2. Related work

Generally, the existing steganographic approaches for VoIP can
be classified into three categories.

First, steganographic approaches for VoIP can be derived from
the protocol steganography techniques, since VoIP is constructed
on the Internet Protocol. Generally, the protocol steganography
techniques have two main implementations [5–10]. One imple-
mentation utilizes the fact that few headers in packets are changed
during transmission and embeds the secret messages into unused
or optional fields of protocol headers, such as IP headers, TCP head-
ers, UDP headers, RTP/RTCP headers, etc. This implementation can
support relatively high steganographic bandwidth if all specific
fields are used, but at the cost of potentially disabling the protocols
for some specific functions. The other implementation encodes se-
cret messages by varying packet rates, which is equivalent to mod-
ulating the packet timing (the inter-packet times). This
implementation offers relatively high transparency, but sacrifices
covert data rate and potentially degrades QoS of the network.

Second, steganography over VoIP can be implemented by
embedding secret messages into the payload of VoIP packets. To
the best of our knowledge, such approaches are mainly based on
steganographic techniques that can strike a balance between secu-
rity and complexity for specific speech codec. Due to its relatively
high capacity and acceptable security, LSBs steganography, replac-
ing the LSBs with binary bits of secret messages (as Fig. 1 shows), is
popularly employed [11–13]. However, Dittmann et al. pointed out
that direct substitution is vulnerable to detection by their steganal-
ysis algorithm [13] and suggested that messages be encrypted
prior to embedding to improve security [13,14]. Motivated by this
view, they later proposed a scheme that introduces the cryptogra-
phies (i.e., Twofish, Tiger) for embedded messages [14]. This
encryption operation is designed to be carried out offline before
the embedding process, which is efficient for transmitting bulk
covert messages. However, it is not suitable for real-time exchang-
ing of secret short messages that are popular in interactive scenar-
ios. To satisfy the requirement of real-time operation, Tian et al.
[15] proposed an approach that uses a simple encryption to pro-
vide short-term but sufficient protection for secret messages. The
encryption is based on an exclusive OR (XOR) operation between
secret messages and a very large pseudo random number (PRN)
generated by an improved Mersenne Twiste algorithm [16]. If the
size of the secret message is no more than 1 MB, the total delay in-
duced by the approach is still acceptable considering the allowable
maximum of 150 ms one-way latency recommended by ITU-T
G.114 [17]. However, the encryption operation is still totally car-
ried out before the embedding process, so its scalability is not very
well. Obviously, the extra delay increases with the size of the secret
message. Thus, in this paper, the encryption operation is integrated
into the embedding process instead of carried out beforehand, and
thereby only induces a fixed and negligible delay for each frame.

Another challenge for LSBs steganography is to reduce the dis-
tortion of the covers (or the change of the covers) as much as pos-
sible. Huang et al. [18] introduced an LSB matching steganography
to enhance transparency. The key point of this approach is to em-
ploy a pseudo random sequence (PRS) consisting of ‘‘0’’ and ‘‘1’’ to
guide the embedding process. If the current value of the PRS is ‘‘1’’,



Fig. 2. An ideal steganography instance, in which we only employ the portions of LSBs that are equal to the binary bits of secret messages.
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the corresponding LSB is replaced with one bit of secret messages;
otherwise, the corresponding LSB is not modified. Due to the small
amount of substitutions, this approach can reduce the distortion of
the cover speech in comparison with traditional LSBs steganogra-
phy. However, the steganographic bandwidth of this approach is
consequently halved. In addition, Aoki [19] proposed a lossless ste-
ganographic approach for l-law of G. 711 (PCMU), which embed
secret messages into ‘‘0’’ speech samples by exploiting the charac-
teristic that a ‘‘0’’ speech sample may be represented by two codes
(namely ‘‘+0’’ and ‘‘�0’’). If ‘‘0’’ (‘‘1’’) is required to be embedded
into such a ‘‘0’’ speech sample, the sign of the speech sample is
modified to be ‘‘�’’ (‘‘+’’). Evidently, its steganographic capacity de-
pends on the number of ‘‘0’’ speech samples. While this approach is
a careful discovery, its applicability is limited.

Third, there are hybrid steganographic approaches that com-
bine the above two approaches. For example, The authors in Refs.
[20–22] proposed a steganography named LACK for VoIP using lost
audio packets, which modifies both the content of VoIP packets
and their time relations. In this approach, the payload of some
intentionally delayed packets is used to transmit secret messages
to the receiver, which is invisible to the unaware eavesdroppers.
Its steganographic bandwidth is lower than that of those ap-
proaches that only modify packets, and higher than that of those
approaches that only modify packets’ time relations.

In our previous work, we also proposed two hybrid approaches.
One [23] utilizes protocol steganography techniques to transmit
the synchronization patterns and introduces the m-sequence to
encrypted secret messages prior to the LSBs substitution to resist
detection by the statistical steganalysis algorithm and provide a
short-term security protection. The other [24] introduces the no-
tion of partial similarity value (PSV) that measures the similarity
between LSBs and embedded messages. By properly setting the
threshold PSV, this approach can adaptively balance steganograph-
ic transparency and bandwidth. In the approach, protocol stega-
nography techniques are employed to transmit some signaling
bits securely. This paper substantially extends above works and
presents a comprehensive adaptive partial-matching steganogra-
phy (APMS) scheme for VoIP. In APMS, two thresholds of PSV and
an m sequence are collectively employed to guide the embedding
process to balance the steganographic transparency and band-
width; moreover, other two m sequences are used to encrypt se-
cret messages and signaling bits, which can provide good
security for real-time covert communication while maintaining
the real-time performance of VoIP. Table 1 shows a comparison
of APMS and previous steganographic algorithms for VoIP.
Table 1
Comparison of existing algorithms and APMS

Algorithms Comparison

Security

Traditional LSBs steganography (Traditional-LSB) Fair
LSB matching steganography (LSB-Matching) [18] Good
Adaptive LSBs steganography with one thresold (Adaptive-LSB)[24] Good

APMS Excellent
3. Motivation and principle

A well established objective for steganography is to guarantee
the perceptual similarity between the cover and the corresponding
steg-object (the cover embedded with secret messages). The simi-
larity function used to describe the perceptual similarity can be de-
fined as follows [25]:

Similarity function: Let C be a non-empty set. A function sim:
C2 2 (�1,1] is called the similarity function on C, for x, y 2 C,
ifx = y, sim(x,y) = 1; otherwise, sim(x,y) < 1.

Further, the transparency criterion for steganography can be
formally described as one that, for c 2 C and m 2M, maximizes
the value of the following function:
f ðc;mÞ ¼ simðc; Eðc;mÞÞ � 1 ð1Þ

The LSBs substitution has a premise that the modification of
LSBs is insufficient to induce perceptual distortion. However, the
selection of LSBs often largely depends on subjective opinions.
Therefore, the potential ineffectiveness of simple LSBs substitution
on covers cannot be ignored, especially when employed in applica-
tions with high security requirements.

Clearly, if the LSB stream of the cover speech is exactly the same
as the bit stream of secret messages to be embedded, the steganog-
raphy has the best transparency without any induced distortion to
the speech quality, i.e., f(c,m) reaches its maximum value of 0. This
observation suggests that an ideal cover may be obtained if its LSBs
match perfectly with the binary bits of the secret messages. How-
ever, it is impossible to find such an ideal match for most given se-
cret messages, making this approach impractical.

Another possible approach is to only employ the portions of
LSBs that are equal to the binary bits of secret messages, as Fig. 2
shows. This approach can also induce no distortion to the speech
quality. However, the selection of LSBs in this approach cannot
be fixed beforehand and may even be uncertain, making it very dif-
ficult, if not impossible, for the receiver to determine which LSBs
conceal the secret messages. In addition, it will inevitably sacrifice
the steganographic bandwidth in favor of good transparency,
which may not be a significant concern if the cover speech is suf-
ficiently long. Unfortunately, the length of the cover speech de-
pends on the conversation, which is often short and
unpredictable. In fact, we must strike an acceptable balance
between steganographic transparency and bandwidth. Therefore,
we prefer to exploit the similarity among LSB stream and secret
messages instead of their exact matching.
items

Transparency Bandwidth Self-adapting

Fair Max. No
Good Middle No
Fair/Good/Excellent (Variable) Min. �Max. (Variable) Yes (Good)

A good balance between transparency and bandwidth
Fair/Good/Excellent (Variable) Min. � Max. (Variable) Yes (Excellent)

A better balance between transparency and bandwidth
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For measuring similarity, we define a similarity function as
follows:

eðX;YÞ ¼ countðxi ¼ yiÞ ð2Þ

where, X = {x1,x2, . . .,xL},Y = {y1,y2, . . ., yL}, L is the length of X and Y,
xi, yi = 0 or 1, i = 1,2, . . .,L. e(X,Y) represents the number of identical
bits between X and Y. If X and Y are LSBs stream and secret messages
respectively, the value of e(X,Y) is called the similarity value (SV).
Accordingly, the transparency function (Eq. (1)) can be converted
into:

f ðX;YÞ ¼ eðX;YÞ=L� 1 ð3Þ

where the transparency value (TV) f(X,Y) 2 [ �1, 0]. If X and Y are
one part of LSB set (B) and secret messages (M) respectively, the va-
lue of e (X,Y) is called the partial similarity value (PSV). Accordingly,
the value of f(X,Y) is called the partial transparency value (PTV). In
the embedding process, the LSB stream and the secret message are
divided into many parts with identical length, and PSV is employed
to evaluate each LSB part and corresponding secret message part.
Accordingly, through properly setting the substitution thresholds,
we can adaptively achieve a good balance between steganographic
transparency and bandwidth.

Moreover, we must provide sufficient protection for secret mes-
sages, which is necessary for resisting the statistical steganalysis
and avoiding unauthorized extraction. However, this measure in-
volves another tradeoff between security and quality of real time
services [23], because the delay induced by encryption could have
negative impact on real-time services of VoIP. Motivated by such a
consideration, we introduce m sequence to encrypt secret
messages.

To make our paper self-contained, we would like to breifly re-
view the m sequence that is a typical pseudorandom binary se-
quence with the longest period. It has two properties that make
it similar to zero-mean white noise: the numbers of ones and zeros
are almost equal, and the autocorrelation function is as near to a
delta function as we hope for [26]. Therefore, it has been widely
employed in the code division multiple access (CDMA) technique
and other spread spectrum communications.

M sequence is often generated by a linear feedback shift register
(LFSR). Fig. 3 depicts an n-degree LFSR. In the figure, ai = 0 or 1
(i = 0,1, . . . ,n � 1), which indicates the state of the ith shift register;
ci = 0 or 1, which indicates the state of the ith feedback line. If ci = 1,
the ith feedback line is connected; otherwise, it is disconnected. M
sequence consists of all the output bits. In addition, the vector
{a0,a1, . . . ,an�1} indicates the current state of LFSR. Generally, if
the current state of LFSR is {ak�n,ak�n+1, . . . ,ak�1}, the next state is
determined by the following steps: (1) output ak�n; (2) shift right
all other bits by one position; and (3) calculate a new input of
the nth register (ak) by the following equation:

ak ¼ c1ak�1 � c2ak�2 � � � � � cnak�n ¼
Xn

i¼1

ciak�i mod2 ð4Þ

That is, the new state of LFSR depends on the following characteris-
tic polynomial:

f ðxÞ ¼ c0 þ c1xþ c2x2 þ � � � þ cnxn ¼
Xn

i¼0

cixi ð5Þ
Fig. 3. The n-degree linear feedback shift register.
If we choose one of the primitive polynomials as the character-
istic polynomial, we can obtain the m sequence with the longest
period P = 2n � 1, i.e., {a0,a1, . . . ,ap�1,a0,a1, . . . ,ap�1,a0,a1, . . .}. In
addition, we can generate different m sequences with different ini-
tial states for an LFSR with a given degree. The total quantity of m
sequences generated by an n-degree LFSR can be calculated via the
following equation:

qðnÞ ¼ ð2n � 1Þ � /ð2n � 1Þ=n ð6Þ
where ;(n) is the Euler’s function that can be stated as follows:

/ðnÞ ¼
1; n ¼ 1Qm
i¼1

pei�1
i � ðpi � 1Þ; n ¼

Qm
i¼1

pei
i

8<
: ð7Þ

where each pi(i = 1,2, . . . ,m) is a unique prime number that is differ-
ent from all the others. Furthermore, if the degree of LFSR is chosen
from 1 to N, the quantity of m sequences generated by LFSR with
different degrees can be calculated by the following equation:

QðNÞ ¼
XN

n¼1

qðnÞ ð8Þ

In order to resist the statistical detection mentioned above, we
attempt to make the embedded messages uniformly distributed
and completely random using the m sequence. For that, we first
introduce the following proposition and present its proof.

Theorem 1. Given an arbitrary binary sequence X and an m sequence
Y, Z is the result of executing the bit-wise XOR operation between
them, then the entropy H(Z) of Z reaches the maximum of 1.
Proof. Because the numbers of ones and zeros in an m sequence
are almost equal, the probabilities PY(1) and PY(0) of a bit in Y being
1 and 0 are equal, i.e., PY(1) = PY(0) = 0.5. Moreover, let the proba-
bilities PX(1) and PX(0) of a bit in X being 1 and 0 be a and b respec-
tively, then PX(1) = a, PX(0) = b, and a + b = 1. For the arbitrary bits
x 2 X and y 2 Y, P(x = 1) = a, P(x = 0) = b, P(y = 1) = 0.5,
P(y = 0) = 0.5. Then, the process of executing the XOR operation
(denoted by ‘‘�’’) between x and y can be described as follows:

z ¼ x� y ¼

1� 1 ¼ 0 Pðx ¼ 1Þ � Pðy ¼ 1Þ ¼ 0:5a
0� 0 ¼ 0 Pðx ¼ 0Þ � Pðy ¼ 0Þ ¼ 0:5b
0� 1 ¼ 1 Pðx ¼ 0Þ � Pðy ¼ 1Þ ¼ 0:5a
1� 0 ¼ 1 Pðx ¼ 1Þ � Pðy ¼ 0Þ ¼ 0:5b

8>><
>>:

Therefore, P(z = 1) = 0.5 � (a + b) = 0.5, P(z = 0) = 0.5 � (a + b) = 0.5,
namely, PZ(1) = PZ(0) = 0.5, then H(Z) = (PZ(1) � log2(PZ(1)) +
PZ(0) � log2(PZ(0))) = 1. In other words, Z is a completely random
and uniformly distributed binary sequence. h

In addition, according to Eq. (8), the total quantity of m se-
quences that can be generated depends on the maximum of LFSR
degree N. In our practical system, let N be 60, then the total quan-
tity of m sequences that can be generated is 1.4854 � 1034, an
astronomically large space in which the potential attacker can
hardly decipher the encrypted messages in a short time.

For these two reasons, we consider that it is reasonable and fea-
sible to eliminate the correlation among embedded messages and
provide short-term protections for them using m sequences.

4. Proposed APMS scheme

4.1. Overview

An overview of APMS scheme is shown in Fig. 4. In APMS
scheme, ‘‘divide and rule’’ strategy is adopted. That is, the secret
message and the LSBs of the cover are divided into many parts with
the same length. Moreover, we employ LFSR to obtain three m se-
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quences, namely, S, S⁄, and S�. In the embedding process, the secret
message part is first encrypted using m sequence S; then the par-
tial similarity between the message part and corresponding LSB
part is evaluated, which is followed by embedding decision opera-
tion. If the substitution condition is satisfied, we can replace the
LSB part with the message part, namely substitute each LSB with
the message bit one by one; otherwise, the LSB part is maintained
unchanged. In any case, the flag bits must be set, which is signifi-
cant for the receiver to exactly extract the message part. In this
operation, m sequence S� is employed to encrypt the flag bits to re-
sist the statistic attack.

Due to abandoning the unsuitable LSB parts, APMS effectively
reduces the change of the cover, and thereby achieve a better ste-
ganographic transparency than traddtional LSB steganographic
techniques. Further, by properly setting the substitution condi-
tions, APMS can adptively achieve a good balance between stega-
nographic transparency and bandwidth. The following sections
describe APMS scheme in further detail and discuss some impor-
tant issues, such as synchronization, parameter settings, etc.

4.2. General APMS

Let us assume that the sender wants to send LM bits of secret
messages M = {mi = 0 or 1ji = 0,1, . . .,LM � 1}; the n-degree LFSR is
adopted to produce three m sequences S = {si = 0 or
1ji ¼ 0;1; . . . ; P � 1; P ¼ 2n � 1g; Sy ¼ fsyi ¼ 0 or 1ji = 0,1, . . . ,P � 1,
P = 2n � 1} and S� ¼ fs�i ¼ 0 or 1ji = 0,1, . . .,P � 1,P = 2n � 1}, where
P is the period of the m sequence; The LSBs set of each frame of
the speech coded by a given codec is B = {bi = 0 or
1ji = 0,1, . . . ,LB � 1}, where LB is the total number of the LSBs in
each frame. In APMS scheme, B is divided into R parts, namely,
B ¼ fB0;B1; . . . ;BR�1g, where Bi ¼ fbi0; bi1; . . . ; biðn�1Þg; i ¼ 0;1; . . . ;

R� 1. n ¼ LB=R; bij ¼ bði�nþjÞ; j ¼ 0;1; . . . ;n� 1, and M is divided into
Q parts, i.e., M ¼ fM0;M1; . . . ;MQ�1g, where Mi ¼ fmi0;mi1; . . . ;

miðn�1Þg; i¼0;1; . . . ;Q �1;Q ¼ LM=n;mij¼mði�nþjÞ; j¼0;1; . . . ;n�1. For
the given secret message part Mi and corresponding LSB part Bj,
the embedding process can be described as follows.

Step 1. Encryption: As mentioned above, to improve the secu-
rity of secret messages, we first encrypt Mi using m sequence S,
which can be represented as follows:
Fig. 4. Overview of APMS scheme.
M�
i ¼ EðMi; SÞ ¼

Xn�1

j¼0

M�
ij ¼

Xn�1

j¼0

ðMij � skÞ ð9Þ
where M�
i ¼ fm

�
i0;m

�
i1; . . . ;m�iðn�1Þgði ¼ 0;1; . . . ;Q � 1Þ is the secure

form of Mi, and k = (i � n + j) modP.
Step 2. Similarity evaluation: Further, we calculate the PSV
between Bj and M�

i , namely, e Bj;M
�
i

� �
.

Step 3. Decision on embedding: In order to adaptively decide
how and where to embed the messages, we define two thresh-
old PSVs, namely g1 and g2, where 0 6 g1 6 g2 6 n. Moreover,
incorporating another m sequence S⁄, we design the replacing
strategy based on partial matching as follows:
/ðBj;M
�
i Þ¼

Bj; If eðBj;M
�
i Þ<g1

1� s�k
� �

�Bjþ s�k �M
�
i ; If g16 eðBj;M

�
i Þ<g2

M�
i ; If eðBj;M

�
i ÞPg2

8><
>:

ð10Þ
where s�k 2 S�. Its means that it can be replaced under either of
the two conditions, namely, eðBj;M

�
i ÞP g2 or both

g1 6 e Bj;M
�
i

� �
< g2 and s�k ¼ 1. Obviously, if g1 = g2 = n, the

embedding process has the best transparency but the smallest
bandwidth; if g1 = g2 = 0, the embedding process can achieve
the maximum bandwidth but the minimum transparency. How-
ever, we can adaptively balance the steganographic transparency
and bandwidth by properly setting g1 and g2 for a given n. We
will discuss the issule of parameters setting shortly in the fol-
lowing text. Fig. 5 illustrates this adaptive embedding process.
Step 4. Signaling mechanism: As showed in Fig. 5, to correctly
extract the embedded parts at the receiver side, we set a flag bit
for each LSB part to indicate whether it is used to hide secret
messages. According to the aforementioned definition, we need
R flag bits for each speech frame, denoted by
FB = {fb1, fb2, . . . , fbR}. fbj 2 FB(j = 1,2, . . . ,R) can be determined
as follows:

fbj ¼
1; If e u Bj;M

�
i

� �
;M�

i

� �
¼ n

0; If e u Bj;M
�
i

� �
;Bj

� �
¼ n

(
ð11Þ

where fbj = 1 indicates that the jth LSB part has been replaced,
otherwise, the jth LSB part has not been changed. For the sake
of privacy, we can encrypt the FB set using m sequence S� in
the same manner as Eq. (9). Moreover, as proposed in our previ-
ous work [24], we can distribute the encrypted flag bits among
the unused and/or optional fields of the header of a certain pack-
et in a predetermined manner. Because the number of flag bits is
often small and altered continually, such a transmission of flag
bits is potentially hard to discover.
Apparently, if B is divided into more parts, more flag bits will be
needed. As far as the number of flag bits is concerned, a smaller
R (a larger n) is preferable. However, the number of parts can
also impact the performance of the embedding operation, be-
cause the embedding transparency and bandwidth depend on
the values of parameters n,g1 and g2. For the convenience of dis-
cussion, we first give the definition of embedding rate (ER) and
bit-change rate (BCR). ER (denoted by l) can be calculated as
follows:

l ¼ NM

NC
ð12Þ

where, NM denotes the practical steganographic capacity, namely,
the number of secret messages embedded into the cover; NC denotes
the number of cover bits, such as LSBs. ER is also called the usage rate



Fig. 5. The adaptive embedding process of APMS.
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of the cover and often employed to measure the practical stegano-
graphic capability (bandwidth or capacity) of a given method.
BCR (denoted by q) is the ratio of the number of changed bits to

the number of the cover bits, which can be defined as follows:

q ¼ ND

NC
ð13Þ

where ND is the number of the changed bits and indicates the dis-
tortion of the cover. For APMS, BCR can be further described as
follows:

q ¼
PNP

i¼1ðn� giÞ
NC

ð14Þ

where, gi is the PSV of the ith replaced parts; NP is the number of
the replaced cover parts, namely NP = NM/n, n is the part size.
Essentially, BCR is a normalized distortion value, which can be
used to evaluate the steganographic transparency of a given
method.

In APMS, all the LSB parts with PSV values smaller than g1 are
not used to hide secret messages, so the substitution probability
sp1 is 0; all the LSB parts with PSV values larger than g2 are em-
ployed to hide secret messages, so the substitution probability
sp3 is 1.0; and we determine whether the parts with PSV values be-
tween g1 and g2 are employed according to the values of the m se-
quence. Since m sequence obeys uniform distribution, the
substitution probability sp2 in this case is 0.5. If we exactly know
the appearance probabilities of all LSB parts for each PSV value,
namely, ap0,ap1,ap2, . . . ,apn, then we can obtain the following
equations:

l ¼ sp1 �
Xg1�1

i¼0

api þ sp2 �
Xg2�1

i¼g1

api þ sp3 �
Xn

i¼g2

api

¼ 1
2

Xg2�1

api þ
Xn

api ð15Þ

i¼g1 i¼g2
q ¼
X3

j¼1

spj �
Xgj�1

i¼gj�1

ðapi � ðn� iÞÞ

0
@

1
A

¼ 1
2

Xg2�1

i¼g1

ðapi � ðn� iÞÞ þ
Xn

i¼g2

ðapi � ðn� iÞÞ ð16Þ

where g0 = 0 and g3 = n. In this case, for given ER and BCR, we can
obtain g1 and g2 exactly. Unfortunately, we cannot learn the
appearance probabilities of all cover parts before starting the covert
communication, so it is hard to give an exact guideline for setting g1

and g2. If all PSV values of cover parts are considered as evenly dis-
tributed between 0 to n, namely, ap0 = ap1 = ap2 = � � � = apn = 1/
(n + 1), then we can obtain

l ¼ g2 � g1

2ðnþ 1Þ þ
n� g2 þ 1

nþ 1
¼ 1� g1 þ g2

2ðnþ 1Þ ð17Þ

q ¼ 1
2

Xg2�1

i¼g1

n� i
nþ 1

þ
Xn

i¼g2

n� i
nþ 1

ð18Þ

Accordingly, we can get referenced values of g1 and g2 by solv-
ing the above two formulas. Note that their practical configura-
tions are also relevant to the adopted codec, the length of the
conversation, the parameters setting of the covert communication
system, etc. Therefore, the practical values of these parameters
should be adjusted according to the feedback of previous tests.

To this end, we can complete the embedding process step by
step. However, in order to successfully transmit the secret message
from one end to the other, we need to solve two other crucial prob-
lems as follows.

The first problem is the negotiation of adopted m sequences.
Although the sender and the receiver share the same knowledge
about the generation algorithm of m sequences, they should also
agree on the degree and the initial state (IS) of LFSR in order to
get the same m sequences. In our work, for each degree, we design
an IS pool that includes many ISs. We determine the degree and the



Fig. 6. The structure of the header.
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IS of each m sequence by a pseudo random algorithm derived from
the Mersenne Twiste algorithm [16]. As is well known, the result of
the pseudo random algorithm often depends on the seed. In other
words, if the seed is identical, the result is consequentially identi-
cal. In this work, the seed, denoted by Key, is sent to the receiver in
real time, which will be detailed in the following paragraph. Con-
sequently, we can obtain the same m sequences in both sides. It
is worth noting that the receiver only needs two m sequences,
i.e., S and S�, because the embedded parts are indicated by the flag
bits.

The second problem is the synchronization of covert com-
munication. For this problem, we introduced the synchronization
mechanism based on protocol steganography techniques in our
previous work [23]. We also define two synchronization patterns
(SPs): beginning of header (BoH) and beginning of message (BoM),
marking the start of the header and the start of the message
respectively. SPs are distributed among the unused and/or optional
fields of the header of the first embedded packet in a predeter-
mined manner. Only upon detecting SPs can the receiver begin to
extract the hidden data and carry out other relevant operations.
It is also important to note that there are other two key operations:
Fig. 7. The embedding proc
(1) The sender must ensure that SPs do not appear in the header of
each VoIP packet, if he (she) does not want to send secret mes-
sages; (2) Whenever not receiving any hidden information, the re-
ceiver must continuously check SPs so as to detect new
transmissions of secret messages in a timely manner. In addition,
considering the actual need in this paper, the header is organized
as shown in Fig. 6. In the figure, LoH (length of header) that indi-
cates the total length of the header is often set as a fixed size in
the interest of exact parsing; Key is the seed used to randomly
choose the degree and the IS of m sequences; LoP (length of part)
indicates the length of each part and LoM (length of message) indi-
cates the length of secret messages. Moreover, for the sake of pri-
vacy, the parameters, Key, LoP and LoM are encrypted with a public
key cryptography (denoted by EP). EP(Key,LoP,LoM) consequently
denotes the cipher of the three parameters.

Accordingly, the receiver can restitute the secret messages by
the following steps:

Step 1. Extraction of the header: Upon detecting BoH the recei-
ver parses Key, LoP and LoM from the succeeding header, and
produces the m sequences S and S�.
Step 2. Extraction of the secret message:After detecting BoM,
the receiver starts to restitute the secret message. For each VoIP
packet, the receiver extracts the encrypted flag bits in the
header and decipher them using m sequence S�. According to
the flag bits, the receiver extracts the embedded parts in the
payload and deciphers them using m sequence S. Combining
all parts, the receiver can obtain the whole secret message.
ess of Improved-APMS.



Table 3
Test modes.

Mode Algorithms Related
Parameters

1 Traditional LSBs steganography (Traditional-LSB) —
2 LSB matching steganography [18] (LSB-Matching) —
3 Adaptive LSBs steganography with one threshold

PSV [24] (Adaptive-LSB)
n = 4, g = 2

4 Adaptive LSBs steganography with one threshold
PSV [24] (Adaptive-LSB)

n = 4, g = 3

5 Adaptive LSBs steganography with one threshold
PSV [24] (Adaptive-LSB)

n = 4, g = 4

6 APMS [Section 4.2] n = 4, g1 = 2,
g2 = 3

7 APMS [Section 4.2] n = 4, g1 = 2,
g2 = 4

8 APMS [Section 4.2] n = 4, g1 = 3,
g2 = 4

9 APMS [Section 4.2] n = 4, g1 = 4,
g2 = 4

10 Improved-APSM [Section 4.3] n = 4, g1 = 2,
g2 = 3

11 Improved-APSM [Section 4.3] n = 4,
g1 = 2,g2 = 4

12 Improved-APSM [Section 4.3] n = 4, g1 = 3,
g2 = 4

13 Improved-APSM [Section 4.3] n = 4, g1 = 4,
g2 = 4

Table 2
The meaning of flags in improved-APMS.

Flags Meaning

00 The corresponding part is not replaced
01 The corresponding part is replaced but not encrypted
10 The corresponding part is replaced and encrypted
11 Unused
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4.3. An optional improved-APMS

This section presents an optional, improved strategy that con-
siders the partial similarities between not only M⁄ and B but also
M and B. In other words, we calculate both e Bj;M�

i

� �
and

eðBj;MiÞ, and decide whether to replace or not by choosing the lar-
ger of these two to compare with the threshold PSVs. Therefore, the
replacement strategy can be formalized as follows:
/ðBj;MiÞ ¼
Bj; If eðBj;MiÞ < g1

1� s�k
� �

� Bj þ s�k �Mi; If g1 6 eðBj;MiÞ < g2

Mi; If eðBj;MiÞP g2

8><
>:

ð19Þ
1 Although ITU-T P.862 recommends that the length range of each test speech
sample is 8 to 30 s, PESQ is validated in ITU-T for use with signals that are mostly 8–
12 s long [30]. Therefore, we typically choose the 10s long audio samples.

2 So far, PESQ has not been validated with music as input to a codec [29], so the tes
samples do not include music.
where, s�k 2 S�, and if e Bj;M�
i

� �
P e Bj;Mi

� �
;Mi ¼M�

i ; otherwise,
Mi ¼Mi. Fig. 7 illustrates this improved embedding process. In
addition, the strategy needs two bits for the flag instead of one
bit. Table 2 defines the meaning of each flag. Comparing with the
above general embedding strategy, the improved strategy can sup-
port higner steganographic bandwidth while maintaining a reason-
ably good transparency. However, it increases the complexity of the
whole algorithm. In fact, the operation time must be far less than
the coding time of each frame for the specific speech codec. There-
fore, which strategy will be chosen is depended on the adopted
speech codec and the specific requirement for steganographic secu-
rity and bandwidth.
5. Performance evaluation

This section evaluates APMS in StegVoIP [15,23] that is a proto-
typical covert communication system based on VoIP. StegVoIP sup-
ports typical coders, such as ITU-T G.711, G.723.1, G.729a, etc. In
order to compare with the previous works, we choose G. 729a
[27] as the codec of the cover speech, while APMS can also be ap-
plied with other coders used typically in VoIP. Similarly, we choose
8 LSBs (the bits with the least replaced impact on the speech qual-
ity) in each G. 729a frame based on the observation that the
parameters of fixed codebook in G.729a have the best transparency
for information hiding [23,24]. In the experiments, we mainly fo-
cus on two key issues, i.e., (1) performance comparison among
the traditional LSBs steganography (Traditional-LSB), the LSB
matching steganography (LSB-Matching) [18], the adaptive LSBs
steganography with one threshold PSV [24] (Adaptive-LSB), APMS
and Improved-APMS; and (2) the additional delay due to the pro-
posed APMS algorithms.
5.1. Comparison of APMS and other algorithms

For the sake of performance comparison, we define thirteen test
modes as shown in Table 3. For LSB-Matching, we randomly choose
an m sequence to guide the embedding operation. For Adaptive-
LSB, APMS and Improved-APMS, all m sequences that will be used
are randomly generated. We first choose the English phrase ‘‘Huaz-
hong University of Science and Technology’’ (denoted by PE) as the
covert speech and the introduction of Huazhong University of Sci-
ence and Technology [28] as the secret message. After being en-
coded by G. 729a, PE has 260 frames. Table 4 shows the
steganographic bandwidth (bits per frame) in each mode. Fig. 8
shows the spectrograms of the original speech and its stegano-
graphic versions with the secret message embedded in thirteen
different steganographic modes respectively. From them, we can
find that: (1) speech spectrograms in mode 5, mode 9 and mode
13 are identical to the original spectrogram, because the embed-
ding processes of these modes do not replace any bits. In other
words, these three modes provide the best embedding transpar-
ency. (2) Other speech spectrograms respectively show slight dif-
ferences from the original spectrogram, which indicate that
degradations in the speech quality exist in varying degrees in these
modes. Although the steganographic bandwidth impacts greatly on
the degree of spectrogram difference, the modes with APMS and
Improved-APMS can effectively decrease the difference by increas-
ing the similarity of the embedding secret message and the cover
speech.

To further evaluate and compare the performances of APMS and
the other approaches, we collect 320 ten-second1 speech samples.
These samples consist of two categories2: English speech (including
male speech and female speech) and Chinese speech (including male
speech and female speech). All samples are PCM coded files with
8 kHz sampling rate, 16 bits quantization and mono. For each sam-
ple, we perform the corresponding steganographic experiment on
its G. 729a coded file in the thirteen modes respectively. The secret
message (also choosing the introduction of Huazhong University of
Science and Technology [28], possibly only some forward parts)
can be successfully embedded and retrieved in any case. Further-
more, for evaluating the speech quality, we employ the perceptual
evaluation of speech quality (PESQ) method described in the ITU-T
P. 862 Recommendation [29,30]. PESQ compares an original signal
t



Original Mode1 Mode2 Mode3 Mode4

Mode5 Mode6 Mode7 Mode8 Mode9

Mode10 Mode11 Mode12 Mode13

Fig. 8. Spectrogram contrast.

Table 4
Steganographic bandwidth in each mode (bits per frame).

Mode 1 2 3 4 5 6 7 8 9 10 11 12 13

Bandwidth 8.00 4.03 5.68 2.55 0.60 3.88 2.91 1.51 0.62 5.97 3.98 2.58 1.05

Fig. 9. Test results of steganographic bandwidth.
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with a degraded signal and outputs a PESQ score as a prediction of
the perceived quality. The range of the PESQ score is-0.5 (worst) to
4.5 (best). Moreover, the PESQ score can be converted to mean opin-
ion score-listening quality objective (MOS-LQO). The range of MOS-
LQO is 1.017 (worst) to 4.549 (best), which more closely matches the
range of subjective mean opinion score (MOS) [31].

We convert all the steganographic G. 729a coded files into PCM
encoded files as the degraded signals and perform the PESQ test
with the orgianl samples as the reference signals. In the process,
we also pay attention to the steganographic bandwidth and the
effective bit-change rate (EBCR) for each sample. EBCR (denoted
by x) for a given sample is the ratio of the changed bits to the
embedded bits, which can be defined as follows:
x ¼ q
l
¼ ND

NM
ð20Þ

where, q is BCR; l is ER; ND is the number of the changed bits; NM is
the number of the embedded bits.

Figs. 9–11 show the statistical results of the steganographic
bandwidth, the mean EBCR and the mean MOS-LQO value for all
thirteen modes respectively. From these charts, we can observe
four facts.

First, Chinese speech samples and English speech samples have
the same steganographic bandwidth, which may mean that the
language used in the speech has little impact on the steganograph-
ic bandwidth. However, for the same mode, the mean MOS-LQO of



Fig. 10. Test results of effective bit-change rate (EBCR).

Fig. 11. Test results of MQS-LQO.
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Chinese speech samples is slightly larger than that of English
speech samples, which means that Chinese speech samples may
have better steganographic transparency than English speech
samples.

Second, Traditional-LSB can provide the largest steganographic
bandwidth but the worst embedding transparency; LSB-Matching
provides better embedding transparency than Traditional-LSB but
only half steganographic bandwidth of Traditional-LSB; In contrast
to the above two static algorithms, the other three algorithms can
adaptively balance steganographic transparency and stegano-
graphic bandwidth by adjusting some parameters. Moreover, the
latter three algorithms offer better performance than the former
two algorithms. For instance, Adaptive-LSB in mode 3 offers better
transparency and higher bandwidth than LSB-Matching; for the
same steganographic bandwidth, APMS in mode 6 can provide bet-
ter steganographic transparency than LSB-Matching; for the same
steganographic transparency, Improved-APMS in mode 10 can sup-
port larger steganographic bandwidth than LSB-Matching (about
1.42 times), etc.

Third, APMS provides better steganographic transparency than
Adaptive-LSB by decreasing the substitutions under the lower par-
tial matching conditions. However, if the two threshold PSVs are
set as the same value, APMS degrades to Adaptive-LSB (e.g. Mode
9 and Mode 5). In addition, Improved-APMS can provide a larger
steganographic bandwidth than APMS while maintaining the same
steganographic transparency or very slight degradation for the
same parameters setting. Typically, for the same MOS-LQO the ste-
ganographic bandwidth of Mode 13 is nearly 2 times of that of
Mode 9 and Mode 5. As mentioned above, these three modes pro-
vide the best steganographic transparency, because they do not
change any bits, i.e., mean EBCR = 0.
Four, although the steganographic bandwidth of Improved-
APMS is clearly larger than that of APMS for the same parameters
setting, there are no significant differences between their MOS-
LQOs. The reason is that Improved-APMS can more effectively de-
crease EBCR than APMS. From this, we learn that decreasing EBCR
can enhance the steganographic transparency, which is our main
motivation to balance steganographic transparency and stegano-
graphic bandwidth.

To sum up, while the pursuit of high steganographic transpar-
ency (bandwidth) is bound to decrease steganographic bandwidth
(transparency), it is necessary and feasible to strike an optimal bal-
ance between them. In contrast to previous works, APSM and Im-
proved-APSM provide a better balance between steganographic
transparency and bandwidth by properly choosing embedding
parts and consequently decreasing EBCR.

5.2. Additional delay

To evaluate the additional delay on the real-time services of
VoIP due to APMS and Improved-APSM, we setup the experiment
scenario as follows: two StegVoIP clients are run on Intel Pentium
IV 2.8 GHZ computers with 1 GB DDR2 SDRAM that are linked with
multi-hop network connection through CERNET (China education
and research network). In APMS and Improved-APSM operations,
the additional delays are mostly induced by the embedding algo-
rithm at the sender side and the restituting algorithm at the recei-
ver side. Therefore, we mainly focus on the average embedding
time (AET) per frame and the average restituting time (ART) per
frame. From Section 3, we learn that the degrees of m sequences
are the key factors impacting the additional delays. Intuitively,
the larger the degrees are, the larger the additional delays will



Table 5
Test results of AET and ART for APMS and improved-APMS.

Algorithm Delay per frame Parameters setting

n g1 g2 n g1 g2 n g1 g2 n g1 g2

4 2 3 4 2 4 4 3 4 4 4 4

APMS AET 6.852 8 us 6.766 2 us 6.710 4 us 6.704 8 us
ART 5.592 9 us 5.579 8 us 5.571 7 us 5.568 2 us

Improved-APMS AET 7.056 7 us 6.810 9 us 6.668 5 us 6.548 3 us
ART 5.741 0 us 5.657 1 us 5.587 3 us 5.565 0 us
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be. To consider the maximum additional delays, we set all the de-
grees as the maximum value 60. Since we do not know whether
the setting of parameters n, g1 and g2 impacts the additional de-
lays, we measure the delays respectively in the different parame-
ters settings shown in Table 5.

The data in Table 5 demonstrates that the impact of parameters
settings on AET and ART is negligible. Moreover, the maximum AETs
of APMS and Improved-APMS are approximately 7us, the maxi-
mum ARTs of APMS and Improved-APMS are approximately 6us.
They are three orders of magnitude smaller than the allowable
algorithmic delay of 15 ms for each frame [27], and four orders
of magnitude smaller than allowable maximum of a 150 ms one-
way latency ITU-T G.114 recommends [17]. Actually, one-way
latencies including the embedding time and restituting time in
our test are not more than 80 ms. Therefore, we can safely con-
clude that both APMS and Improved-APMS very adequately meet
the real-time requirement of VoIP services.
6. Conclusions

In this paper, we presented an adaptive partial-matching stega-
nography (APMS) scheme for VoIP. The notion of partial matching
in APMS is quantified by a partial similarity value (PSV). By prop-
erly setting the threshold PSVs, we can adaptively balance stegano-
graphic transparency and bandwidth. Moreover, we employ three
m sequences in APMS. The first one is used to eliminate the corre-
lation among secret messages and provide short-term security pro-
tection. The second one is used to guide the adaptive embedding
process under the condition that the current PSV is between the
low threshold PSV and the high threshold PSV. The third one is em-
ployed to encrypt the synchronization signaling patterns that indi-
cate the embedded parts. Furthermore, we introduce an improved
strategy by taking into account the similarity between not only
LSBs and encrypted messages but also LSBs and original messages.
We evaluated APMS and Improved-APSM with ITU-T G.729a as the
codec of the cover speech in StegVoIP and compared them with
some existing approaches. The experimental results show that
APSM and Improved-APSM can provide a better balance between
steganographic transparency and bandwidth, which also proves
that it is necessary and feasible to strike an optimal balance be-
tween them. In addition, the results of delay measures demon-
strate that they adequately meet the real-time requirement of
VoIP services.

In addition, it is particularly worth noting that the proposed ap-
proaches are codec-independent and cover-independent, meaning
that it can be applied in the presence of any other coders used in
VoIP and deployed with any other streaming media, such as inter-
net protocol television (IPTV), etc. Also, we would like to point out
that, since the signaling mechanism and synchronization mecha-
nism based on protocol steganography techniques are introduced,
the security of the VoIP-based steganography is also affected by the
employed protocol steganography techniques. We are now study-
ing how to evaluate the security of the multidimensional steganog-
raphy, which is beyond the scope of the current manuscript.
However, we believe that this effect can be minimized effectively,
because the signaling and synchronization information are often
very small in its quantity and its manner and embedded location
can be altered continually. Especially, for short bursty transmis-
sions, the statistical steganalysis is nearly impotent. Furthermore,
APMS offers another dependable security, in addition to stegano-
graphic transparency, in that the eavesdroppers are not able to ex-
tract the embedded secret messages, which is the final line of
defence.
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