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XI-Code: A Family of Practical Lowest Density
MDS Array Codes of Distance 4

Zhijie Huang, Hong Jiang, Fellow, IEEE, Ke Zhou, Member, IEEE, Chong Wang, and Yuhong Zhao

Abstract—Designing the lowest density maximum-distance
separable (MDS) array codes has gained much attention in
recent years due to the optimal redundancy and minimum
update penalty (lowest density) of such codes. However, the
existing lowest density MDS array codes of distance 4 have
extremely strict constraints on the code length, which makes
them impractical. In particular, most of them require the code
length to be p (or p — 1), where p is a prime that satisfies:
i) 3|(p — 1) and ii) 2 is primitive in GF(p). In this paper, we
propose a new family of the lowest density MDS array codes
of distance 4, called XI-Code. It has the properties of: 1) being
capable of correcting both triple erasures and a single error
combined with one erasure; 2) having code length of either
p or p+ 1 with p being an odd prime number; 3) achieving
optimality in encoding and update; and 4) achieving optimality in
erasure decoding for certain erasure patterns and near optimality
for other erasure patterns. It is worth mentioning that XI-Code
is the first discovered family of the lowest density MDS array
codes of distance 4 that supports the code length of p or p +1
with p being an odd prime.

Index Terms— MDS codes, array codes, lowest density, storage
systems.

I. INTRODUCTION

RRAY codes [1] have been studied extensively in the past

decades due to their practical utility in communication
and storage systems. The main advantage of these codes is
that the encoding and decoding procedures use only simple
XOR and cyclic shift operations, thus are more efficient than
the well-known Reed—Solomon codes [2] in terms of compu-
tational complexity [3]. In array codes, a codeword is a two-
dimensional array and the error model is that errors or erasures
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are columns of the array, namely, if one symbol of a column
is an error or erasure, then the whole column is considered
an error or erasure. This error model is very suitable for
characterizing burst errors in communication networks, as well
as disk (node) failures in storage systems.

A typical application scenario of array codes is the Redun-
dant Arrays of Inexpensive Disks (RAID) architectures [4],
which are deployed widely in modern computing systems
as a storage building block. In particular, maximum-distance
separable (MDS) array codes are especially popular, since
they can provide a certain level of fault tolerance with the
minimum redundancy. Many such codes have been specially
designed for RAID-6, such as EVENODD [5], RDP [6],
Liberation [7] and MDR codes [8], and they are shown to
be much more efficient than the original scheme [9] that
employed Reed-Solomon codes.

However, RAID-6 does not provide sufficient protection
against data loss caused by either triple disk failures or a
disk failure combined with unrecoverable sector errors in other
disks. These two types of failures have become increasingly
pervasive in modern storage systems due to the compound-
ing impact of a dramatic increase in single disk capacity,
a fairly constant per-bit error rate and a limited transfer
rate. On the other hand, to satisfy the exponential growth of
storage demand, datacenters and distributed storage systems
are typically constructed from a large number of commodity
servers and less reliable (but more economical) disks such as
SATA (vs. SCSI), which makes disk (node) failures happen
more frequently than ever before. Consequently, many MDS
array codes that are capable of correcting triple erasures, such
as generalized EVENODD [10], STAR [11] and generalized
RDP [12] codes, have been proposed to enhance the data
reliability in large scale storage systems.

Although the abovementioned codes can provide protection
against data loss caused by triple disk (node) failures, all of
them have a common drawback in their high update complexity
when small changes are applied to the stored content. Update
complexity is a key performance metric of particular concern
by array codes designed for storage systems, which refers to
the average number of coding symbols that must be updated
(read-modify-write) whenever a data symbol is modified. It is
quite clear that for triple-erasure-correcting codes, the lowest
update complexity is 3. However, generalized EVENODD,
STAR and generalized RDP codes all have a update com-
plexity of about 5. Since the update complexity dictates the
access time to the disk array (storage node), even in the
absence of failures, it is the primary factor to consider when
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choosing codes for dynamic storage applications. Moreover,
when array codes are employed in distributed storage systems,
the update complexity will also directly translate into costly
communication overhead.

In order to minimize the update complexity, an interesting
subclass of array codes, called lowest density array codes,
have gained much attention in recent years [13]-[20]. Lowest
density array codes contain a minimal number of nonzero
elements in their parity check matrices, so that they can
achieve the lower bound of update complexity. Thus, they are
particularly suitable for storage applications that need frequent
updates of information. Unfortunately, most of the existing
lowest density array codes are of distance 3, meaning that
they can only correct double erasures. Although there are
some exceptions where the codes can correct triple erasures in
theory, their parameter constraints are so strict that they can be
hardly applied to practical systems. For instance, cyclic lowest
density codes [18] require the code length to be p — 1, while
T-Code [19] and the codes in [17] both require the code length
to be p or p — 1, where p is a prime number that satisfies:
i) 3|(p — 1) and ii) 2 is primitive in GF(p). In particular, the
typical size of RAID usually ranges roughly from 5 to 30, but
existing lowest density codes only support a certain subset
of {6,12,13,18, 19} in this range. In addition to the strict
parameter constraints, another shortcoming of thest codes is
that they do not provide explicit decoding algorithms, meaning
that it is difficult for storage practitioners to implement such
codes.

In this paper, we present a new family of lowest density
MDS array codes over GF(2), called XI-Code, which has a
column distance of 4 and fewer constraints on the code length.
In XI-Code, the parity sets in the codeword are along rows,
diagonals and anti-diagonals. This regular geometric construc-
tion makes the decoding very efficient, for both triple erasures
and a single error combined with one erasure. In general, our
codes have the following attractive properties:

« Capable of correcting both triple erasures and a single

error combined with one erasure

« Optimal encoding complexity.

« Lowest density, thus optimal update complexity.

« Supporting code length of p or p + 1, where p is an

odd prime.

o The decoding complexity is exactly optimal for some era-

sure patterns, and near optimal for other erasure patterns.
It is worth mentioning that both the encoding and decoding
processes in XlI-codes do not involve any matrix opera-
tions. Instead, we present iterative decoding algorithms for
both triple erasures and a single error combined with one
erasure.

The rest of this paper is organized as follows. In the next
section we give a geometric presentation of the new codes and
prove their MDS property. Then, we present the corresponding
decoding procedures for both triple erasures and a single error
combined with one erasure in Section III. In Section IV,
we analyze the encoding and decoding complexities of
XI-Code. Then in Section V we compare XI-Code with
other practical MDS array codes of distance 4 in terms of
decoding complexity. Finally, we summarize the contributions
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Fig. 1. The extended codeword of XI-code with p = 5.
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Fig. 2. The encoding rules of XI-code with p = 5.
of this work and remark on the directions of our future work
in Section VI.

II. XI-CODE CONSTRUCTION

In XI-Code, a codeword is a (p—1) x (p+1) array of binary
bits, where p is an odd prime. The first column is a pure data
column, while the last column is a pure parity column. Except
for these two columns, each of the other columns contains
(p—3) data bits and two parity bits. Parity bits are constructed
from the data bits along several diagonals of certain slopes
with the exclusive-or (XOR) operation. Since the first column
does not contain any parity bits, XI-Code can be shortened
by assuming that the first column is an imaginary column that
holds nothing but zeros. In other words, the code length of
XI-Code can be p + 1 or p, where p is an odd prime.

A. Encoding Procedure

To facilitate the following description, we use b; ; to denote
the ith bit in the jth column, and let (x) = xmod p.
In addition, in order to make the encoding rules more intel-
ligible, we assume that the codeword is a (p +1) x (p + 1)
array with every column containing two extra imaginary 0-bits.
Take the XI-code with p =5 for instance, Figure 1 shows the
distribution of data bits, parity bits and imaginary 0-bits in the
codeword, while Figure 2 shows the encoding rules.

Generally speaking, there are three types of parities,
which are constructed from the data bits along rows, diag-
onals (slope 1) and anti-diagonals (slope —1) respectively.
Specifically, the formal encoding rules of the XI-Code are
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as follows:

p—1

bip = biy,, 1<i<p-1 )
1=0
p—1

bo,j = bi(j—ny, 1=j=<p-—1 2)
=1
p—1

bpj =Pbrij+n, 1=j=p—1 3)

From the construction of the XI-Code, it is explicit that all
the parity bits are obtained independently, i.e., every parity bit
is constructed from a certain collection of data bits without
involving any other parity bits. Moreover, each data bit is
involved in calculating exactly three parity bits, which implies
that modifying one data bit results in updating exactly three
parity bits. Specifically, if b; ; is changed, then the correspond-
ing parity bits b; p, bo i+;) and b), (j—;) should be updated.
In other words, XI-Code achieves the lower bound 3 of the
update complexity for any triple-erasure-correcting codes.
In addition, notice that the imaginary 0-bits do not need to
really participate in calculating the parities, thus each parity
bit is constructed from only p —2 data bits in practice. In other
words, XI-Code requires only p — 3 XORs per parity bit in
encoding.

B. The MDS Property

It is easy to see that there are 3(p — 1) parity bits in
every codeword of the XI-Code. In this subsection we will
demonstrate that the XI-Code can recover from any triple
column erasures, i.e., it is MDS. To prove the MDS property
of the XI-Code, we first provide several Lemmas that will be
used in the proof.

Proposition 1: For any prime number p and integer
0 <0 < p, all numbers 1,2, ---, p— 1 occur exactly once in
the sequence 0, (20),--- ,{(p — 1)d). Moreover, for any two
integers 1 <x,y<p—1,x4+y=piff (xo) + (yd) = p.

Lemma 1: A valid codeword of XI-code cannot have exactly
two nonzero columns.

Proof: Suppose that there is a valid codeword that contains
exactly two nonzero columns — the /th and rth columns,
where 0 <[ <r < p.

First, if r = p and 0 < [ < p — 1, then according
to (2) and (3), it is easy to deduce that every bit in the
Ith column is 0, which contradicts the assumption.

Next, let us consider the case 0 <[ < r < p — 1. Let
0 =r — 1, obviously 1 < 6 < p — 1. Then, according
to Proposition 1, by j,by,j, -+ ,bp,j can be rearranged as
bo,j, bs j, bpsy,js -+ bp=1)9),j» bp,j where j = [, r. And
these two sequences can be further rearranged as

bpi,bsr, b26),1,038),rs > bi(p—1)s),1, bp,r (Seq.A)

bo.r, bs.1, basy.rs bEa)1s -+ > bi(p—1)o).r» boi (Seq.B)
Now we demonstrate that Seq. A and Seq. B each contains
two imaginary Os. The /th column contains two imaginary

0-bits b;; and bp_;;, and the rth column contains two
imaginary 0-bits b,, and bj,_, . According to Proposition 1,
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there must be x and y such that (xd) =1[ and (yd) = p — I,
clearly x + y = p. Then, notice that [ + 6 = r and
p—Il—0 = p—r,we have ((x+1)d) = r and {((y—1)d) = p—r.
If x is odd, then both x 4+ 1 and y are necessarily even, hence
y — 1 is odd. In this case, the two imaginary 0-bits: b(ys; and
b((y—l)é),r fall into Seq. A, while b(xa‘)’] and b((x+1)5),r fall
into Seq. B. If x is even, then both y and x 4 1 are necessarily
odd, hence y — 1 is even. In this case, b(ys),; and b(y_1)s),r
fall into Seq. B, while b(xs),; and b((x11)s),r fall into Seq. A.
From the above, the four imaginary O-bits divide Seq. A
and Seq. B into four subsequences. Every subsequence has the
following two important properties: (a) one of the endpoints is
an imaginary 0-bit while the other is a parity bit, and (b) any
two adjacent elements either belong to the same diagonal
parity set or belong to the same anti-diagonal parity set. From
these two properties and the encoding rules (2) and (3), we can
easily deduce that all the elements of the four subsequences
are zeros, i.e., the /th and rth columns are zero columns, which
contradicts the assumption. d
Lemma 2: For x;,y; € GFQ2), i = 1,2,---,p — 1,
if both x(p—ays2 and y(p—day)s2) are known, then other
xi(i # p —dy) and y;(i # p — dy) can be obtained from

i#p—d,p—dy 4)
X(i—dy) @ Yi-do) = Ci, 1| #di,do 5)
where ai,c; € GFQ2) and 0 < dy,dy,dr» —dy < p.
Proof: Let 6 = dp — dy, then (5) is equivalent to
i#p—dyp—9 (6)

where 1 <i < p — 1. According to Proposition 1, there must
be 2 <u < p — 1 such that (ud) = p —dy and ((u — 1)d) =
p —da. Then, x1,x2,--- ,xp—1 and y1,¥2, -+, ¥p—1 can be
rearranged respectively as follows

Xi @y = aj,

Vi @ X(i+0) = Cli+d>)»

, X(p—1)s) (Seq.1)
, Yi(p—1ys) (Seq.2)

xé,x(Zé), e ,x((ufl)é)»x(ué)» e
V&5 Y(26)5 =+ 5 Y{(u—1)d)> Y(ud)> * -~

All the elements in Seq. 1 and Seq. 2, except x(s and
Y((u—1)s)» can form the following two sequences

X8y Y3, X(20)> > Y((u—2)0)» X(u—1)5) (Seq.3)
V(d)s X(u+1)6)> Y(u+1)d)» *** » X((p—1)8)» Y((p—1)5) (Seq.4)

Clearly, if any element of Seq. 3 (Seq. 4) is known, then we
can iteratively evaluate all the other elements of the sequence
by using (4) and (6) alternately.

Next, we demonstrate that x((—a;)/2) and y((p—d,)/2) nec-
essarily fall into different sequences. From (ud) = p — d
and {((u — 1)) = p — dp, we have (%5) = {(p — d1)/2)
and (“510) = ((p — d2)/2). If u is even, then u — 1 is
odd and hence u — 1 4+ p is even. In this case, we have

<“‘1%5> = ((p — d2)/2). Observe that 1 < % < u and

u < 'H% < p, thus x(,—a;)/2) appears in Seq. 3 while
Y((p—dy)/2) appears in Seq. 4. If u is odd, then u —1 and u+ p
are both even. In this case, we have (“T23) = ((p — d1)/2).
Observe that 1 < % < u—1and u < '”Tp < p,
thus x((p—ay)/2) appears in Seq. 4 while y(,—a,)/2) appears
in Seq. 3.
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Lemma 3: For x1,x2,--- ,xp—1 € GF(2), if both x, and
Xp—y are known, then other x; can be obtained from

i#p—0,(p—9/2) @)

where a; € GF2), i =1,2,--- ,p—1and 0 <(5,u < p.
Proof: According to Proposition 1, x1, x2, -+, Xp—1 can
be rearranged as xs, x(25), X((p—1)6)(Seq. C). Observe that

(p— 1)) = p—6 and < 5> (p — 6/2), thus (7) is
equivalent to

Xi ® x(i+o) = ai,

1
z;é— (®)

X(io) D X((i+1)5) = A(id)>
where i = 1,2,---, p — 2. Seq. C can be divided into two
subsequences: X6s X(25), X((p,1)5/2> and X((p+1)§/2), e,
X((p—2)6)» X((p—1)s)- Clearly, if each subsequence contains a
known element, then other x; can be iteratively evaluated
using (8). According to Proposition 1, there must be 1 <n <
p — 1 such that (né) = u and ((p —n)d) = p — u. Obviously,
X(nsy and x(p—n)s) necessarily fall into different subsequences.
From the above, if both x, and x,_, are known, then other
xi(1 <i < p—1) can be obtained from (7). O

Lemma 4: A valid codeword of the XI-code cannot have
exactly three nonzero columns.

Proof:  Suppose that there is a valid codeword that
contains exactly three nonzero columns — the /th, mth and
rth columns, where 0 </ <m <r < p.

First, if r = p, then 0 < < m < p — 1. According to
Lemma 1, we can deduce that every bit in the /th and mth
columns is 0, which contradicts the assumption.

Next, let us consider the case 0 < <m < r < p—1.Inthis
case, letdi =m -1, dp =r—1l,and d =dr —dy =r —m,
then according to the parity constraints of XI-code, we have

bil@bimeabir:O (9)
biy @ bii—dy)y,m ® bii—ay),r =0, i#di,da (10)
bi,l@bz+d1 ,m@bt+d2 ,rZO, i7ép_dl»p_d2 (11)

where 1 <i < p—1. Adding (9) to (10) and (11) respectively,
we get

Mi—a)) ® Rii—ayy =0, i #di,d> (12)

Mi®R; =0, i#p—di,p—dy (13)

where M; = bim @ bjitdyy,m and R; = bi, @ biitay).r,

I<i<p-1.

Let & = M; ® Mg,y and 5; = R; ©® R(p—q,—i), then
from (12) and (13) we have

Gi®nm =0, i#p—d,p—d (14)

Climdy) ® Mi—dr) =0, i #di,d> (15)

Observe that {((p—dy)/2) = Ni(p—d»)/2) = 0, thus according
to Lemma 2, from (14) and (15) we can easily deduce that
G=00=<i<p-landi#p—d)andp =001 =<i=<
p—landi # p — d>).

Let X; = bim @ bp—im and 9} = b;, ® bp_;,, then we
haVCX,@XH_dl —btm@bp zm@bt+d1 m@b (i+dy),m =
M; @Mp —dy—i) = =& andy@y1+d2 = bz,r @bp—t,r@
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biitdr),r ® bp—(i+dr),r = Ri @ Rip—a,—iy = n;. Therefore, the
following equations hold

X ® Xjyay) =0, i#p—di
% ® Nitdy) =0, i #p—da

where 1 <i < p—1.Recall that by, ju, bp—m.m, by and by_,.
are imaginary O-bits, thus X, = Xp—p = % = 9 = 0.
Then, according to Lemma 3, from (16) and (17) we can easily
deduce that X; =9, =0(1 <i <p—1).

According to the definitions of M;, R;, X; and 9, we
have M(p-aps2) = Xp-an2) = 0 and Rip-ayp2) =
Np-d)/2y = 0. Once M((p—ay)/2) and Ry(p—dy)/2) are deter-
mined, according to Lemma 2 we can easily deduce from
(12) and (13) that M; = O0(1 <i < p—landi # p — d)
and R; =0(1 <i < p—landi # p — d>). According to the
definitions of M; and R;, we have

(16)
A7)

bim ® biivdyy,m =0,
biy ® bii+dy).r =0,

i #p—d
i#p—d

where 1 < i < p — 1. Recall that by ;m, bp—m,m, by, and
bp_;,r are imaginary 0-bits, thus according to Lemma 3, from
(18) and (19) we can get b;;, = b;, =0(1 <i < p—1).

Finally, from (9) we have b;; = b;,, @ b;, =0(1 <i <
p—1), then according to the encoding rules we can get by, ; =
bp,j =0(j =1, m,r). From the above, we have b; ; = 0(0 <
i <p,j=1,m,r), which contradicts the assumption. O

Theorem 1: For any odd prime p, the XI-code has column
distance of 4, i.e., it is MDS.

Proof: Observe that XI-code is a linear code, thus its
column distance is equal to its minimum column weight. Then,
we only need to prove that the code has a minimum column
weight of 4, i.e., a nonzero codeword of XI-code has at least
four nonzero columns.

First, from the construction of XlI-code, parity bits are
obtained along diagonals of slope 0, 1, or —1, so a valid
codeword is clearly impossible to have exactly one nonzero
column. Next, according to Lemma 1 and Lemma 4 we can
further deduce that the minimum column weight of XI-code
is at least 4. On the other hand, it is easy to see there is a
codeword of column weight 4. For instance, take the all-zero
codeword and set data bit b; ; to be 1, then the corresponding
parity bits b; ,, bo i+jy and b, (j—;y should be updated to 1
accordingly. The new codeword has 4 nonzero columns, i.e.,
the jth, pth, (i 4+ j)th and (j — i)th columns.

From the above, the column distance of XI-Code is 4. [

(18)
19)

C. Algebraic Presentation of XI-Code

Let R, denote the quotient ring F2[x]/(x” —1). An arbitrary
polynomial g € R, can be written in the form

g(x):ao+a1x+a2x2+...+ap71xp71 (20)

where a; € GF(2). In R, addition is the usual term-wise
addition, while multiplication is performed modulo x? — 1.
Thus, for any integer f, x’g(x) refers to the polynomial
formed by cyclicly shifting the coefficients of g(x) to the right
by t steps.
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Now let us consider the extended (p + 1) x (p + 1) array
defined in Section 2.1. For j =0,1,---, p—1, the p—1 data
bits (including imaginary 0-bits) stored in the jth column can
be represented by a polynomial in R, i.e.,

Cj(x):bl,jx +b2,jx2+"'+bp—1,jxp_1 Q1)

Then, XI-Code can also be defined by the following
parity-check equations:

p—1
ch(x) = cp(x) (22)
j=0
p—1
> I (boj+¢j(x) =0 (23)
j=0
p—1
D xP by +cj(x) =0 (24)
j=0

where ¢, (x) corresponds to the row parity column, while bg_;
and b, ; correspond to the diagonal and anti-diagonal parity
bits respectively.

III. EFFICIENT DECODING ALGORITHMS

Since XI-code has a column distance of 4, any codeword
with three column erasures or one column erasure combined
with one column error can be corrected. In this section,
we present efficient decoding algorithms for these two error
patterns.

A. Correcting Three Erasures

Suppose that the /th, mth and rth columns of a codeword
are erased, where 0 </ <m < r < p. We use SO) S(l)
and S( Y to denote the ith row, diagonal and anti-diagonal
syndromes respectively, where 1 < i < p — 1. According
to (1), (2) and (3), the syndromes can be calculated as
follows:

p
5" = @ bu

t=0
t#Il,m,r

p—1
1
st = D bi-n.

t=0
t#Il,m,r

| p
$- @
t=1

t# (1 +1),
(m+1i), (r+1i)

(25)

(26)

by iy (27)

To facilitate the following discussion, we let dy = m — [,
d» =r —1,and 6 = dy —d; = r — m. Then a decoding
algorithm for correcting any three erasures can be described
as follows:

Algorithm 1 (All-Erasure Decoding): First, we compute
the row, diagonal and anti-diagonal syndromes according
to (25)-(27). Then we distinguish between the following
two cases:

Case 1: The row parity column is erased, i.e., r = p.
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In this case, from (1)—(3) and (25)-(27) we have

bit @ biw ®biy = SO, i #0,p (28)
bit @ bli—dyym = SSH i#p (29)
biy ® bivaym = Sy, i #0,p—di  (30)

1
bp—a1 ®bpm = S(p 311 1)

where 0 < i < p. According to the proof of Lemma 1, we can
easily reconstruct the /th and mth columns using (29) and (30).
Then, the row parity bits can be calculated as b; , = b;; @
bim & S( ), where 1 < i < p — 1. Instead of writing the
formahzed decoding procedure, we will illustrate it with an
example later.

Case 2: The row parity column is available, i.e., 0 <[ <
m<r<p-—1.

In this case, from (1)7(3) and (25)7(27) we have

bit ® bii—dyym ® bii—ay)r = Sy, i #di.da 31)
bii @ bitdy),m ® biivdr),r = Sf,-‘_%, i#p—di,p—d
(32)

where 1 < i < p — 1. Then, adding (28) to (31) and (32)
respectively, we get

—a ® Ri—ay =" ® S}, i#di.d (33)
MEBR_S(O)GBS( D, i#Ep—dip—dy (34)
where M; = bim ® b(itd)),m and R; = by @ biivdy).r

From (33) and (34) we can retrieve all the data bits in the
mth and rth columns through the following steps:
Step 1: For 1 <i < p—1and i # di,dp, let o; <«

S(O)EBS(:L Forl <i<p—1landi # p—di,p—dy,
let fi < 5% s
Step 2: Let &= M S Mp—q—iyand ; = R; @ R(p—a,—i)»
then from (33), (34) and Step 1, we have
Gon=pidoap—i, iFp—d,p—d (35)
Eli—dyy B Ni—do) = 0i B Pp—i, 1 #di,do (36)

Observe that {((p—day)/2) = Ni(p—dr)/2) = 0, thus according
to Lemma 2, from (35) and (36) we can easily evaluate
i #£p—dy)and (i #p—dp), where ] <i <p—1.
Step 3: Evaluate M((p—a,)/2) and R((p—d,)/2)-
Let X; = b; ;y®bp—im and 9; = b; ,®b,_; ,, then according
to the proof of Lemma 4 and Lemma 3, we have

Xidyy ® Xi(i+1ydi) = Elidy)

Nidr) © N(i+1)do) = Mlidy)
where 1 <i < p—2, X, =Xp-m =% = Y- =0, and
Mip—an)/2)y = Xi(p—dn) /2> Rip—dn)2) = Hi(p—dn)/2)- Observe
that ((p — dy)/2) = pT_1d1> and X; = Xp_;, i.e.. Xjg) =
Xi(p—i)d,)» thus we can evaluate X;(,—q,)/2) as follows: First,
find 1 <ny < (p—1)/2 such that (n;d|) = m or (n1d|) =
p —m, then we have X, 4,) = 0. Next, if ny = (p —1)/2 then
set Xi(p—dp)/2y < 0, else let X(p—d;)/2) < @p 2,

i=n (idy)-
Similarly, %(p—a,),2) can be evaluated as follows: lFlnd 1<

ny < (p — 1)/2 such that (nydr) = r or (nadp) = p —r.
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If o = (p — 1)/2 then set N(p—dr)y2) < 0, else let
(p

Nip—an/2) < B niiary-

Step 4: Evaluate M; and R; for 1 < i < p — 1, except
My 4 and Rp_g,.

As discussed in the proof of Lemma 2, once M((,—a;),2)
and R((p—a,)/2) are obtained, we can easily evaluate other M;
and R; using (33) and (34) alternately.

Step 5: Evaluate b; ,, and b;  for 1 <i < p —1.

According to Lemma 3 and the definitions of M; and R;, we
can easily retrieve all the data bits in the mth and rth columns.

Finally, retrieve the data bits in the /th column using (28),
and then recalculate the missing parity bits according
to (2), 3), (26) and (27), e.g., bosn = S ® ba,a ® bp—s.s
and by, = bp_a,1 ®bp_sm ® S5 0

Remarks:

1. For certain erasure patterns, we can skip Step 2 and Step 3,
since M((p—a;)/2) and R((p—d,)/2y can be directly obtained
from the imaginary 0-bits. Specifically, if (2m + d;) =0

r (2m) = di, then we have M(p—a));2) = bmm @
bp_mm = 0. Similarly, if 2r + d) = 0 or (2r) = da,
then we have R((p—ay)/2) = brr ® bp—,r = 0. Obviously,
if both Mp—aq,)2) and R(p—ay)/2) are zeros, then
Step 2 and Step 3 are both unnecessary.

2. To facilitate the discussion, we have assumed that
I < m < r, however, this assumption is unnecessary in
the real implementation. Actually, we can swap the values
of I, m and r, then find the combination that needs the least
amount of XORs.

To make the above decoding algorithm easier to understand,
for each case, we give an specific example to illustrate how
the algorithm works.

Example 1: Let us consider the XI-Code with
p = 5, of which the extended codeword is depicted
in Figure 1. Suppose columns 1, 2 and 5 are erased,

then the missing bits in the columns 1 and 2 can
be rearranged as b5,1, b1’2, sz] , b352, b4’1 . b5,2 and
bopo,b1,1,b22,b31,b42,b0,1. From b3p = by = 0 we

can evaluate other missing bits in the first sequence as
follows:

1 bsp =5 ") =b30@b13® bra

2. by —S( =b1,0®bs3PBbs54

3. b12_b2169531)

4 bsy=bia@ S

Similarly, from b, » = b1,1 = 0 we can evaluate other missing
bits in the second sequence as follows:

1. by = S M = =bro0®bs3z Dby

2. b3 = S(l) = b40 @ b1,3D bo,a

3. byp =031 52

4. bp,1 =bsp @ Sfl)

Note that the missing parity bits are always at the endpoints

of the sequences, and hence they will not break the recursive

chains. Finally, reconstruct the column 5 according to (1).
For the second case, i.e., 0 <l <m <r < p — 1, we only

focus on Step 3 in the following example, since other steps

are quite easy to understand.
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Fig. 3. The extended codeword structure of the XI-Code with p = 7, where
columns 0, 1 and 3 are erased.

Example 2: Consider the XI-Code with p = 7. Figure 3
shows the extended array, assuming that columns O, 1 and 3
are erased. Now we illustrate how to evaluate M3 and R, from
& and #; respectively.

In this example, we have [ =0,m = 1,r =3 and d| = 1,
d> = 3. According to the definition of X;, we have X| = Xg =
bi11®bgs1, o =Xs=0br1®bs,1 and X3 = X4 = b31 D by,.
Observe that M(7—1y/2)y = b3,1®b4,1 = X3, thus we only need
to evaluate X3. Observe that X;1.;y = X3 =0, i.e,n; =1, and
that X1 ® X5 = &1, Xo @ X3 = &, thus we have X3 =& @ &.

Similarly, according to the definition of 9;, we have

N = % = b13Dbe3, % = 9% = br3 ® bs3 and
9 = 94 = b33 ® bs3. Observe that Ri7-3y,2) = b23 @
bs3 = 95, thus we only need to evaluate 95. Accord-

ing to Proposition 1, 97,95, ---,9 can be rearranged as
Y13y, 923y 9(3.3)> 4-3), 915-3)» N6-3). Observe that 913y =
9% = 0, ie, np = 1, and that 913y © 923 = 51.3),
2:3) @ 93.3) = n2:3), thus 2% = 93.3) = 13 D 76. O

In the case that row parity column is surviving, i.e.,
O<l<m<r<p—lLifm—Il=r—morr—m={-—r)
or (I —r) =m — I, then we have another specially optimized
decoding algorithm. To show the specific decoding procedure,
we take the erasure pattern (/ — r) = m — [ for instance.

Algorithm 2 (Equidistant Erasures Decoding): First, let
d =m—Il = ({—r) and ¢ = 2d. According to the definitions of
dy and d», we have d| = d and d» = p—d, thus (31) and (32)
are equivalent to

(37)
(38)

bi,i ® bii—g),m ® biivay,r = S,+,
bi1 ®blitdym ®bi—ay,r = S( 1)

where 1 <i <p—1landi #d, p—d. Let 9; = b;, @ bi,,
then the difference of (37) and (38) is

Pli—d) D Pli+a) = S(,lll & S( 1) (39)

where 1 <i < p—1andi # d, p —d. Note that (39) is
equivalent to

s

(=1
(i4+m) ®S

(i—I+d) (40)

0i D Plito) =

where |l <i<p—landi #p—d,p—o.Sincel+d =
m<r=I1+p-—d, wehave 0 = 2d < p. If | = 0, then
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Fig. 4. The structure of the extended codeword of the XI-Code with p = 7.

d=m=p—r, hence o4 = by ®bp_,y =0 and ¢, 4 =
bp—mm ® b, = 0. Otherwise, we have b;; = b, ;5 = 0,
then from (28) we can obtain ¢; = by & SI(O) _ SI(O) and
Op—1 = bp_1 | ® SI(,O,)I = S(Ozl. According to Lemma 3, we
can iteratively evaluate other ¢;(1 <i < p — 1) using (40).

Once ¢1, ¢2,--- , pp—1 are obtained, we can easily retrieve
biy using (28), i.e., by = S @ i, where 1 <i < p — 1.
Then from (37) and the definition of ¢;, we have

(41)
(42)

bim ® blite),r = S((,-llm ® bii+a),l

bk,m @ bk,r = @k
where | <i,k <p—1landi # p—d, p—o. Using (41) and
(42) we can retrieve b; ,, and b;, for 1 <i < p — 1. First,

according to Proposition 1, by j, b2 j, - ,bp—1,j(j = m,r)
can be rearranged as

,b((p—l)a),m (SCqS)
»b((p—1yo).r (Seq.6)

bom»> boy,ms > b(p=1)o/2),ms
bo,rs b2s),rs s Di(pr1)a/2)rs

which can be further rearranged as

bo,rsboms b26),rs b2cy,ms s Bi(p—1)o/2),m
(Seq.7)

bi(p+1)a/2).r5 Bi(p+1)o/2ms> =+ s Di(p=1)0)r> D((p—1)o)m
(Seq .8)
Then, observe that ((p — 1)6¢) = p — o and

<pr10> = p — d, so if each sequence contains at lease
one known element, then all the other elements can be
evaluated by using (41) and (42) alternately. On the other
hand, it is quite clear that imaginary 0-bits by, », and bp_y, p
are necessarily in different subsequences, and so do b,, and
bp—r,r. Thus, all the data bits in the mth and rth columns can
be retrieved from (41) and (42).

After retrieving all the missing data bits, we can easily
recalculate the erased parity bits accoridng to (2) and (3). O

The above algorithm can be easily adapted to decode other
equidistant erasure patterns.

Example 3: Consider the XI-Code with p = 7. Figure 4
shows the structure of the extended codeword. Suppose
columns 1, 2 and 3 are erased, then the erased columns can
be recovered using Algorithm 2, as follows.
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First, let /| =2, m = 3 and r = 1, then we have d = 1 and
o = 2. From (40) we have

(=D

1 :
»i ® @(i+2) = S<(1i3> ®S, ), l=i=<4 (43)

where ¢; = b; | @ b;3. For example, from Figure 4 we can
see that b4 > lies in the 6th diagonal and the 2nd anti-diagonal,
hence we have @3 @ p5 = Sél) ® S[l). From by =bs52 =0
we can get gy = Séo) and ¢5 = S;O). From ¢3, ¢5 and (43)
we can evaluate ¢1, 93, 94, pg as follows:

I For 1 <i <4, leto; < Si)y &S Y.
2. 04 < 2D a2
3. 96 < pa Doy
4. 93 < psD a3
5.01 < 93D

Now we can easily retrieve b;» for i € {1,3,4,6},
ie., by = Sl.(o) @ @;. Next, we further retrieve the missing
data bits in columns 1 and 3. From b;,; = b33 = 0, we have
b1,3 = @1 and b3,1 = ¢3. Then, bs 1 and bs 3 can be evaluated
as follows: bs. < S\" @ by, bss < ps @ bs,y. Similarly,
from bg,1 = bs3 = 0, we have bg 3 = ¢ and by,1 = @4. Then,
b>,1 and by 3 can be evaluated as follows: by | < Sl(fl) b3,
by 3 < @2 @ by1. Finally, retrieve the missing parity bits as
follows:

bo,1 <~ S{I) @ b @ bs3

bop < Sél) ® be3

bo3 < Sél) D b1 ®b12
b1 <« Séfl) @© b1p® b3
b1, « SSH) ® D13

brs < SV @ bsi @ beo

SANEEAE e

B. Correcting One Erasure Combined With One Error

If a single column error and up to one column erasure have
occurred, then the key of decoding is to locate the column
in error. This can be achieved by analyzing the relationship
between the error vector and the syndromes. Suppose the /th
column (denoted by V = (bo 1, b1, b1, -+ -, bp,l)T) is erased
and the fth column is in error, with the error vector e =
(eg, e1,€p, -+ ,ep)T. For a possibly corrupted codeword, \Eve):
1

first compute the row syndromes Sl.(o), diagonal syndromes §;

and anti-diagonal syndromes Sl.(fl) as follows:

p
5" = €D bis

(44)
t=0
t#1
p—1
S = @ bi-n. (45)
t=0
t#1
1 p
V= @ by (46)
r=1
t# (I +1i)
where i =1,2,---, p — 1. Observe that b; ; is an imaginary

0-bit if (i + j) =0 or (i — j) =0, thus S{" = s5™ = 0.
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To facilitate the following discussion, we let

e(O) = (09 €1,€2, " 9ep71)T
eV = (e, e1, 2, yep1)T
e(_l) = (ep,el,e%"' ’ep—l)T

VO = (0,b1,b24, - bp1)T

VD = (o, brasbag, - bpo1a)”

VED = by, bri, b, - byt )T
S(l) (0 S(l) S(l), .. S(l) 1)T
where i = 0,1, —1. Moreover, we let v({ n) (or v(1 n))

denote the vector derived from vector v by cyclically
down- (or up-) shifting n positions. Then, we distinguish
between the following two cases:

Case I:l=pand0< f <p—1.

In this case, we just need to compute S( ) and S( b,
If there is a single column error in the codeword then the
error information, i.e., the error vector and the position of the
erroneous column, will be reflected in the diagonal and anti-
diagonal syndromes.

Clearly, if there is no error (i.e., eg = e = -+ =
ep = 0) in the codeword, then all the diagonal and anti-
diagonal syndromes must be zeros. If the fth column is in
error, then according to (45) and (46) we have S; M — e(i—f)
and S( D e+ f), hence sO@ fH = e and
s 1)(¢ ) = e, Observe that (V) and ¢! only differ in
the first component, thus we can use enumeration to find the
index (0 < f < p— 1) such that S (4 f) and SV (] f)
only differ in the first component.

Case 2:0<l<p-—1.

This case can be further divided into two subcases: f = p
and 0 < f < p—1.If f = p, then according to (45) and (46)
we have SO (1 1) = VD and SCD( 1) = VD, Therefore,
if SO(4 1) and SCD (Y 1) only differ in the first component,
then there is no error in the first p columns. We can recon-
struct the /th column using SV (4 1) and SV (| 1), then
re-encoding the pth column using (1).

Otherwise, one of the first p columns i 1s in error. According
to (44)7(46) we have Si(o) =bi ®e;, S i =bi—, Dei—y
and Sl.(_l) = bi11),1De(i+ fy, thus the following equations hold

VO g @ = O (47)
VO e e (f —1) = sV 1) (48)
VDo (f - =sTPAn @9
Let o = (f — 1), and
e =vO0 a0 av® = (b e, e, ,ep—1)’
e(is) = V(O) D e(o) D V(il) = (bp,la €1,€2,° ", epfl)T

then adding (47) to (48) and (49) respectively results in

eV @e( o) =5YesV1 (50)
e N1 o) =505 (51)

Note that (51) is equivalent to
QN @ =D sV U (52)
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Compare the left sides of (50) and (52), we can find that e
and e only differ in the first component, and eV (] o)
and e~ (] ) only differ in the Sth component. Therefore,
SO@sM (4 1) and (SO@SD (Y 1))({ 6) must only differ in
the first and Jth components. As with last case, this correlation
can be utilized to locate the error column, i.e., to determine
the value of f. Note that both by, and b,y ¢ are imaginary
0-bits, so ey = e,y = 0. Therefore, once the error column
is located, we can easily evaluate e and by, from (50)
and then obtain b,; and e, from (51). Finally, correct the
fth column by adding modulo-2 e to it, and retrieve the data
bits of the /th column using (47).

From the analysis above, a formal algorithm for correcting
one erasure combined with a single error can be described as
follows:

Algorithm 3 (Single-Error One-Erasure Decoding): First,
we compute the diagonal syndrome vector S(!) and the anti-
diagonal syndrome vector S from the possibly corrupted
codeword, according to (45) and (46) respectively. Next, we
distinguish between the following two cases:

I = p. In this case, if both SM and SV are all-zero
vectors, then there is no error in the codeword. Otherwise,
find the first index f to be 0 < f < p — 1, such that
SO@ ) =8V ) or SUA f) and STV f) only
differ in the first component. This index f corresponds to the
location of the column in error. If there is no such f, then there
may be more than one erroneous column in the codeword.
Once f is determined, the error vector e can be obtained as:
. [S(”(T £

= -1

)
and then reconstruct the /th column using (1).
0 <1 < p—1.1In this case, if SO ) and SCD

:|. Finally, add modulo-2 e to the fth column,

({ 1) only differ in the first component, then f = p. The
sO# 1
[th column V can be obtained as V = S(ETI) , then the
p—I

pth column can be recalculated using (1). Otherwise, we first
compute the row syndrome vector S© using (44). Then, let
u=S89agsD® 1)and v = SO @ SED( ). Next, we
find the first index f to be 0 < f < p — 1, such that u and
v(} (f —1)) only differ in the first and (f — [)th components.
Once we find f, let 6 = (f —[), then from (50) we have

e Dejys) = Uiy, I #Ep—20

ep—s D bo; = ug (53)

where 0 < i < p — 1. Recall that ey = e,y = 0,
hence according to Lemma 3, we can easily evaluate e(!)
and bg; using the above equations. Then, from (51) we have
bp1=es®vp and e, = e, 5D vp_s. Finally, add modulo-2 e
to the fth column, and retrieve the data bits of the /th column
using (47).

Example 4: Consider the XI-Code with p = 7. Assume that
we receive the following corrupted codeword (Fig. 5), where
column 1 is erased and column f(0 < f < 7) is in error. Then,
the codeword can be easily corrected using Algorithm 3.

First, from the corrupted codeword we can get () =
0,0,1,0,1,0,0)7 and SV = (0,1,1,0,1,1, D7, so
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Fig. 5. A codeword with one erasure and one error.
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Fig. 6. The corrected codeword.

s 1) = (0,1,0,1,0,0,00" and SV 1) =
(1,0,1,1,0,1, D7, Clearly, SOt 1) and SCD( 1)
not only differ in the first component. Therefore, we
need to compute SO from the corrupted codeword, i.e.,
sO = (0,1,0,0,1,1,1)7. Then, let u = SO @ sO
1t 1) = 0,001,1,1,)7 and v = SO @ sCD(y
1) = (1,1,1,1,1,0,0)7. Next, find the first index J to be
1 <6 < 6, such that u and v(] J) are identical except the
first and Jth components. It is quite easy to determine that
0 =2, and hence f = (1 +2) = 3.

Observe that e3 = e4 = 0, thus from (53) and (51) we
can determine the error vector e = (1,1,1,0,0,1,1, )T
and the erased parity bits by,1 = 1, b7;;1 = 0. Finally, add
modulo-2 e to column 3, and retrieve the data bits of column 1
as b1 =¢® Sl.(O), where 2 < i < 5. The corrected codeword
is shown in Figure 6.

IV. COMPLEXITY ANALYSIS

To demonstrate the advantages of XI-code, in this section
we analyze its encoding, decoding and update complexities,
then compare them with that of other representative triple-
erasure-correcting codes.

A. Lower Bounds of Computational Complexities
for MDS Codes

As a reference, we first present the lower bounds of
encoding, decoding and update complexities for MDS codes.
For a (n,n —r) MDS code, clearly the lower bound of update
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complexity is r, i.e., modifying one data bit need to update at
least r corresponding redundant bits. Let d denote its distance,
then we have d = r + 1. For the simple parity code (n,n— 1),
it is quite clear that d = 2 and both encoding and decoding
need exactly n — 2 XOR’s. For MDS codes of distance 3,
it has been proven in [6] and [16] that n — 3 is exactly the
lower bound of encoding/decoding complexity. However, for
MDS codes of distance greater than 3, the theoretical lower
bound of encoding/decoding complexity remains unknown.
Nevertheless, previous work [12], [21] still conjecture that, for
MDS codes of distance d, n —d XOR’s per redundant/erased
bit is the lower bound of encoding/decoding complexity.
We will follow this conjecture in the following discussion.
It is worth mentioning that, the lower bound of decoding
complexity refers only to erasure decoding, but not error
decoding.

B. Encoding and Update Complexities of XI-Code

As discussed in Section II, the code length of XI-code can
be p+1or p,ie.,n € {p+1, p}. In addition, since the column
distance of XI-code is 4, we have d = 4 and r = 3. We have
shown in Section II that the update complexity of XI-code
is 3, which equals the lower bound. Moreover, according to
the encoding rules of XI-code, each parity bit is constructed
from exactly n — 3 data bits (the imaginary 0-bits do not need
to really participate in the calculations). Therefore, XI-code
requires n—4 XORs per parity bit in encoding, which is exactly
the lower bound.

C. Decoding Complexity of XI-Code

In contrast to encoding and update, the decoding complexity
is much more complicated to compute, since it depends on
the specific erasure patterns. Therefore, we will discuss every
possible erasure pattern respectively in the following.

1) Three Erasures: Corresponding to the decoding algo-
rithms in Section III, we distinguish between the following two
cases: a) one of the three erasures is the row parity column,
b) three of the first n — 1 columns are erased while the row
parity column survives.

For the first case, from the reconstruction procedure we
can find that essentially every missing data bit is retrieved
by XORing the other n — 2 bits along the diagonal or anti-
diagonal that traverses it. Since there is an imaginary O-bit
among the n — 2 bits, we need only n — 4 XOR operations
for reconstructing each missing data bit. Once the missing
data bits are retrieved, reconstructing the erased parity bits
is equivalent to re-encoding them, thus each erased parity bit
also needs n — 4 XORs for reconstruction. From the above, it
is clear that for this erasure pattern the decoding complexity
attains the lower bound.

For the second case, in order to simplify the calculation,
we first assume that the imaginary 0-bits really participate in
the decoding. Now let us consider the syndrome calculations.
According to (25), calculating row syndromes needs (p — 1)
(n —4) XORs. If one of the three erasures is the Oth column,
then according to (26) and (27), calculating diagonal and anti-
diagonal syndromes needs 2(p — 3)(n — 5) XORs, so we
need 3pn — 14p — 7n + 34 XORs in total for calculating all
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the syndromes. If the Oth column is surviving, then calculating
diagonal and anti-diagonal syndromes needs 2(p — 4)(n — 5)
XORs, so we need 3pn — 14p — 9n + 44 XORs in total for
calculating all the syndromes.

Now we further distinguish between the following two
subcases: equidistant erasures and non-equidistant erasures.
For equidistant erasures, let us calculate the number of XOR
operations in Algorithm 2. First, consider the case of [ = 0,
we can calculate the number of XORs needed by each step of
the decoding procedure as follows:

1. Obtaining (39) needs p — 3 XORs

Evaluating ¢;(1 <i < p — 1) needs p — 1 XORs
Retrieving b;;(1 <i < p — 1) needs p — 1 XORs

. Obtaining (41) needs 2 (251 — 1) = p — 3 XORs
Retrieving b; j(1 <i < p —1, j =m,r) needs 2(p — 3)
XORs

6. Retrieving missing parity bits needs 4(n — 3) XORs

The above procedure involves 6p + 4n — 26 XOR opera-
tions in total. Note that each imaginary 0-bit is associated
with two parity bits, thus all the 2(p — 1) imaginary 0-bits
contribute 4(p — 1) XORs to the above results. However, as
mentioned before, imaginary 0-bits do not really participate in
the encoding/decoding. Therefore, the actual total number of
XORs needed for decoding can be calculated as 3pn — 14p —
Tn+34+ 6p+4n —26) —4(p—1) =3(p — D(n — 4).
In Algorithm 2, if [ # 0, then Step 3 needs p — 3 XORs,
Step 4 needs p — 5 XORs and Step 6 needs 6(n — 3)
XORs. Consequently, the total number of XORs in decoding
is3pn —14p —9n + 444+ (6p +6n —36) —4(p— 1) =
3(p — D(n — 4). We find that whether the three erasures
contain the Oth column or not does not affect the total number
of XORs needed for decoding. From the above, in this case
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the decoding complexity is 3([’3_(1# = n — 4 XORs per
missing bit, which attains the lower bound. The reader can
easily check that for other equidistant erasure patterns, the
decoding complexity also attains the lower bound.

For non-equidistant erasures, we take the case of [ = 0
for instance. According to Algorithm 1, we can calculate the
number of XORs needed by each step as follows:

1. Obtaining (33) and (34) needs 2(p — 3) XORs
2. Evaluating & and #; needs 2(p —4) XORs
3. Evaluating M((p—a;)/2) and R((p—a,)/2) needs at most
p—3 —n; —ny XORs
4. Evaluating other M; and R; needs 2(p — 3) XORs
5. Retrieving b; j(1 <i < p—1,j =m,r) needs 2(p — 3)
XORs
6. Retrieving b; ;(1 <i < p — 1) needs 2(p — 1) XORs
7. Retrieving missing parity bits needs 4(n — 3) XORs
At worst, the above procedure involves 11p + 4n — 43 XOR
operations in total. Thus, the total number of XORs needed for
decoding can be calculated as 3pn — 14p —Tn+34+ (11p+
dn —43) —4(p—1) =3(p — DH(n —4) + 5p — 17. So the
decoding complexity is W n—4+5/3—%
XORs per missing bit, which approaches the lower bound.
Since n € {p + 1, p}, we have
n—4+5/3—-4/(p—1)

lim =1,
p—oo n—4
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i.e., the decoding complexity is asymptotically optimal
as p — oo.

2) One Erasure Combined With a Single Error: According
to Algorithm 3, this error pattern contains two possible cases:
a) the row parity column is erased, b) the row parity column
survives.

For the first case, calculating diagonal and anti-diagonal
syndromes needs 2(p — 1)(n — 3) XORs, and finding the error
column needs on average n — 1 cyclic shifts and equivalence
test operations. Then, correcting the error column needs p — 1
XORs and reconstructing the row parity column needs
(p — 1)(n — 4) XORs. In this case, the decoding procedure
requires 3(p —1)(n —3) XOR’s and n — 1 cyclic shifts in total.

For the second case, we take the condition of [ # O (the
erased column is not the Oth column) for instance. Computing
SM 1) and SEV (] 1) needs 2(p — 1)(n — 4) + 2 XORs
and 2/ cyclic shifts. If SV (4 1) and SCD({ 1) only differ in
the last component, then the error column is the row parity
column. The erased column can be directly obtained from
S 1) and SV (] 1), and reconstructing the row parity
column needs (p—1)(n—4) XORs. Otherwise, computing §©
needs (p —1)(n —4)+2 XORs, and evaluating S© @51 (4 1)
and $© @ SCD (Y 1) requires 2(p — 2) XORs, since every
syndrome vector contains a constant zero component. Then,
finding the error column needs on average (n — 1)/2 cyclic
shifts and equivalence test operations, and evaluating e needs
p — 1 XORs. Finally, correcting the error column needs p — 1
XORs and reconstructing the erased column needs at most
p — 1 XORs. In this case, the decoding procedure requires at
most (p — 1)(3n —7) +2 XORs and 2/ + (n — 1)/2 cyclic
shifts in total.

V. COMPARISON WITH OTHER REPRESENTATIVE
ARRAY CODES

In this section we will show that, in addition to the optimal
update property, the erasure decoding complexity of XI-Code
is also quite close to the lower bound and is much lower than
the current best results.

As discussed in the introduction, existing lowest density
codes are impractical due to their extremely strict code
length constraints and absence of explicit decoding algorithms.
In particular, given the size of a disk array that usually
ranges roughly from 5 to 30 in the production environment,
the length constraints of the existing lowest density codes
result in a very small subset of sizes in this range, namely,
{6,12,13, 18, 19}, that can be supported. In addition, all of
the existing lowest density array codes of distance 4 failed
to present specially optimized decoding algorithms due to the
irregular geometric constructions of such codes. Although it
is straight-forward to decode them according to their parity
check matrices, such method usually results in a relatively
high decoding complexity. Specifically, the codes in [17]-[19]
all have a column size of (p — 1)/3, hence they require about
(n —6)(p — 1) XORs to calculate the syndromes, and at most
(p — )(p — 2) XORs to solve the corresponding system of
linear equations, where n € {p, p—1}. Therefore, the decoding
complexity of these codes is about n+ p —8 XORs per missing
bit, which is about twice the theoretical lower bound.
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TABLE I
A COMPREHENSIVE COMPARISON AMONG MDS ARRAY CODES OF DISTANCE 4

[ [ Code length | Encoding [ Update | Decoding | Constraints on p |
generalized RDP | p+ 1 or p 4 2 n—4 5 n — % —
[17] and T-Code porp—1 n—4 3 n+p—38 2 primitive in GF(p) and 3|(p — 1)
[18] p—1 p—5 3 2p—9 2 primitive in GF(p) and 3](p — 1)
XI-Code p+lorp n—4 3 n— J;jji’) —

T T
—a— generalized RDP
—6— XlI-Code H
lower bound

1'057W il
1

0.95- b

Decoding Complexity Normalized to the Optimal
=
.

0.9l . . . . .
5 10 15 20 25 30

n - Code Length

Fig. 7. Decoding complexities of XI-Code and generalized RDP.

Now let us consider those practical MDS array codes
of distance 4, such as generalized EVENODD, STAR, and
generalized RDP codes. Among these codes, generalized RDP
codes represent the state of the art, since they can achieve
the lower bound of encoding complexity and decode more
efficiently than other alternatives. Thus, we only compare our
XI-Code with generalized RDP codes in terms of decoding
complexity. Because the decoding complexity depends on the
specific erasure patterns, for a code of length n we tested
all the C;} possible combinations of erasures and computed
the average complexity. Furthermore, in order to compare
codes of different lengths, we normalize the average decoding
complexity by dividing it by the lower bound of n — 4.
Figure 7 shows the normalized decoding complexities of
XI-codes and generalized RDP codes for 5 < n < 33.
Note that there are several variants of generalized RDP codes
(e.g., [12], [21], [22]) and we choose the one with the best
decoding, namely RTP codes, as XI-Code’s competitor.

It is quite clear that the decoding complexity of XI-Code is
notably lower than that of generalized RDP codes, especially
for small code lengths that are preferred by storage systems.
Moreover, the decoding complexity of XI-Code attains the
exact lower bound when n € {5, 6}, and is very close to the
lower bound for other values of n. This is because when p = 5,
all of the erasure patterns are either equidistant erasures or
erasures containing the row parity column.

To put it all together and provide a reasonable perspective,
we compare our XI-Code with other competitive MDS array
codes of distance 4 in all key metrics of coding in Table 1 to
end this section, where n refers to the code length.

VI. CONCLUSIONS

We have presented a new class of lowest density MDS
array codes of distance 4, called XI-codes, which is capable of

correcting triple erasures, as well as a single error combined
with one erasure. These codes have optimal encoding and
update complexities, and the code length can be either p or
p + 1, provided that p is an odd prime. The erasure decoding
is also optimal for some erasure patterns, such as equidistant
erasures and the erasures containing the last column. For other
erasure patterns, the decoding complexity is near optimal, and
is asymptotically optimal as p — co. Owing to these attractive
properties, we believe that XI-codes have a potential to become
a preferred choice for storage systems that need to tolerate
triple failures.

Our future work includes efforts to discover new lowest-
density MDS array codes for length of all positive integers
and for correcting more than three erasures. Previous studies
have shown that both of these two problems are non-trivial
and challenging. In particular, our preliminary research shows
that the minimum distance of XI-Code can be increased by
simply forcing more pairs of diagonals to be zeros and adding
corresponding parity constraints. However, the generalized
XI-Code is generally not MDS, except for p € {5, 7}. Further
research is still ongoing.
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