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Cloud storage can provide on-demand outsourcing of data services for organizations and individuals.
However, because customers may not fully trust that cloud service providers meet their legal expectations
for data security, techniques for auditing the cloud have attracted increasing attention. Here, we present
an architecture of public data auditing, review existing methods or mechanisms for various auditing
objectives, and discuss trends and possible future developments.

A s the newest computing platform, cloud comput-
ing is being envisioned as a utility via which scal-
able data storage and application services can be massively
provided with high efficiency and minimal management
overhead. Cloud storage is an important and integral part
of the cloud computing ecosystem, with the goal of mak-
ing it possible to outsource large amounts of data such that
both individuals and organizations can enjoy highly vir-
tualized infrastructures while avoiding committing large
capital outlays."> Because of the broad benefits of cloud
storage, a growing number of data owners (DOs) tend to
outsource their data storage to well-known cloud service
providers (CSPs), including Amazon S3, Dropbox, Micro-
soft SkyDrive, and Google Drive. This has enabled a rapid
development of cloud storage and its relevant techniques.

Despite their tremendous advantages in perfor-
mance, cost effectiveness, and reliability, cloud storage
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infrastructures still face both internal and external
security threats. Data security incidents occur from
time to time, such as the downtime of Amazon S3
and Gmail’s mass email deletions. The situation can
become more severe when some dishonest CSPs moti-
vated by profit incentives (e.g., saving storage space
and increasing service volumes) neglect to keep or
even deliberately delete ordinary users’ rarely accessed
data.? Therefore, to guarantee the integrity of outsourc-
ing data and strengthen DOs’ confidence, it is crucial
to develop cloud storage auditing (CSA), also referred
to as remote data auditing, techniques'">*-2% that can
effectively and securely verify whether the cloud is
honestly and correctly storing DOs’ outsourced data.
Moreover, CSA is also an important advanced proce-
dure for cloud forensics, because a failed audit would
trigger the forensic process.>

In the last few years, a lot of fruitful CSA-related stud-
ies have been conducted. Sookhak et al.! presented a com-
prehensive survey involving CSA techniques developed
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before 2014. However, CSA is a fast-moving field because
of the dynamic and quickly evolving nature of the cloud
environment. The years since 2014 have witnessed not
only some more sophisticated schemes®10/11,14-20,29
for the existing problems but also many novel tech-
niques addressing the emerging challenges (e.g., dynamic
multiple-replicas auditing?"?? and shared-data audit-
ing?328). Thus, this article presents a more comprehen-
sive and up-to-date study of current CSA developments
and, we hope, spur a call to action to motivate further
research on effective auditing techniques to address evolv-
ing concerns and growing requirements for dependable
and trustworthy cloud storage.

Problem Statement for CSA

Architecture

There are generally two CSA models: private auditing
and public auditing. The former is the initial model for
remote checking of data integrity, with the auditing oper-
ation performed directly between DOs and CSPs at a rel-
atively low cost. However, it cannot provide convincing
auditing results because DOs and CSPs often mistrust
each other. Moreover, it is inadvisable for DOs to carry
out the audit frequently because the overhead incurred
can be too high to afford.

In contrast, the latter introduces an externally autho-
rized third-party auditor (TPA) to perform the verifica-
tion work, thereby offering dependable auditing results
and significantly relieving DOs of the unnecessary bur-
den.b>7? Thus, public auditing is believed to be more
rational and practical and has garnered significant atten-
tion from the research community.*~2° Following this
trend, we mainly explore public-auditing techniques for
cloud storage in this article.

Figure 1 depicts the architecture of the public-auditing
model for cloud storage, which involves three entities:
the CSP, client, and TPA. CSPs aim to manage and coor-
dinate a number of cloud servers to provide scalable and
on-demand outsourcing of data services. Clients, includ-
ing DOs and users, are the CPSs’ customers. Both DOs
and users can be individuals or organizations. However,
they play different roles in cloud-based data-sharing sce-
narios. The DO initially stores the data in the cloud to
alleviate the burden of local data storage and mainte-
nance, while each user can access and modify the shared
data after being granted the appropriate access privileges
by the DO. Hence, the DO has the sole right to manage
the membership of authorized users.

In the cases where the shareable properties of cloud
data are unavailable or not being considered, the DO
can be seen as the only authorized user, and other
external users are nonexistent. Because of the loss of
local data possession, DOs always want to ascertain the
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correctness of their data stored in the cloud. To build
trust between DOs and CSPs, a TPA is introduced to
credibly verify the reliability of the cloud storage ser-
vices. In fact, the audit result released by a TPA would
not only help DOs evaluate the risk posed by the pro-
cured cloud storage services but would also be bene-
ficial for CSPs to improve the security of their cloud
storage platforms.

Desirable Proprieties

In public-auditing schemes, we assume that the TPA
is credible but curious, an entity that can perform the
audit reliably but may be interested in learning the
actual content of the DOs’ data. Besides, we consider
the CSP to be dishonest in that it may choose to hide
the fact that some data are corrupted, which would be
motivated by self-interest. Specifically, the CSP may
launch the following attacks on the TPA:

1) forge attack: the CSP may forge the proofs (chal-
lenged data blocks and/or their tags) to deceive
the TPA

2) replacing attack: the CSP may want to pass verifi-
cation by replacing the proofs of a corrupted data
block and its tag with other ones

3) replay attack: the CSP may attempt to pass verifica-
tion using the proofs generated from the previous
ones or other prior information.

To achieve secure and efficient public auditing
for cloud storage, an ideal public-auditing scheme
should not only address these security threats but
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Figure 1. The system architecture of public auditing.
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also take the following desirable proprieties
into consideration.

Support for privacy preservation: Privacy protection
has always been an important requirement for cloud
storage. In public auditing, the core of this problem
is how to preserve customers’ privacy while introduc-
ing a TPA. In other words, the TPA should be able to
render accurate results without accessing any original
data or even learning the actual data content.

= Support for auditing of dynamic data: It is well known
that a cloud storage system is not just a data ware-
house, but one in which customers usually need to
update data dynamically due to various application
requirements. Thus, public-auditing schemes should
support dynamic data operations, such as insertion,
deletion, and updating.

Support for batch auditing: To enhance the scalability
and efficiency of public-auditing services, the TPA
should be able to handle multiple auditing tasks from
various clients in a fast and cost-efficient manner.

Supportforauditingof multiplereplicas: Amultiple-replica
strategy is commonly adopted in cloud storage to

enhance the reliability and availability of data. The
TPA should be able to provide strong evidence of
multiple replicas being actually and securely stored in
the cloud.
= Support for auditing of shared data: Because of the
popularity of data-sharing services in the cloud, the
TPA should also offer effective auditing for shared
data. Its major challenges involve the change of users’
group membership, identity-privacy preservation, and
the traceability of data modification.
Lightweight overheads: The TPA should perform the
verification with the minimum communication and

computation overheads. Moreover, the auditing pro-
cess must impose as low overhead as possible on both
the cloud server and DOs.

Emerging Approaches for Public

Auditing in Cloud Storage

In this section, we explore how to achieve effective public
auditing with the desirable proprieties noted previously
through reviewing and analyzing the current state of
the art. Tables 1 and 2 summarize, respectively, state-of-
the-art schemes to meet various auditing requirements
and their performance comparison.

Public Auditing with Privacy Preservation

As mentioned previously, public verification is a future
trend for CSA that not only can alleviate the overhead
of DOs but also provide convincing verification results.
To avoid large cloud server costs as well as preserve
data privacy, a TPA should conduct effective remote
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verification without fetching back the data to be veri-
fied from the cloud server.!"2 To achieve this goal, a
straightforward solution based on the well-known
message authentication codes (MACs) was designed
as follows.>?

Prior to data outsourcing, the DO publishes neces-
sary auditing metadata to the TPA, which includes a
set of randomly chosen MAC keys and the MACs for
each data file. Every time verification for a data file is
required, the TPA sends a secret MAC key for the file to
the cloud server and requires the cloud server to return
a fresh MAC using the given key for checking. In each
audit, the communication overhead of this solution (for
keys and MACs) is relatively low (only at the bit level).
However, there is an obvious deficiency in that the
number of prechosen MAC keys limits the total number
of times for this low-overhead remote verification. Once
all predetermined keys for a data file are exhausted, the
DO must retrieve the file from the cloud and publish
some new auditing metadata to the TPA, which will
inevitably induce an extra burden on the DO.

By contrast, the homomorphic authenticator
(HA) technique induces no additional burden on
DOs while significantly reducing the communication
overhead for transmitting auditing information, mak-
ing it the most popular approach to achieving public
auditing.»6-1416-29 HAs generated from data blocks
are unforgeable, and their soundness and correctness
have been strictly proved under the well-known com-
putational Diffie-Hellman assumption.> Moreover,
they can be securely aggregated in such a way that a
linear combination of data blocks can be effectively
audited by just verifying the corresponding aggre-
gated authenticator.

In public auditing using the HA technique (as illus-
trated in Figure 2), for each data file, the DO computes
HAs for data blocks as the metadata and outsources
them to the cloud along with the corresponding file.
Once an auditing challenge is received, the CSP com-
putes alinear combination of the challenged data blocks
and the aggregation of the corresponding HAs, and it
sends them to the TPA as the proof information. Spe-
cifically, a data file is divided into n blocks, with each
block m, (i=1,2, ....,n) havinga HA O,. Whenever it
is expected to verify whether the CSP is correctly stor-
ing the data, the TPA can launch a challenge {(i,v) | i €
chal} to the CSP by sampling a set of randomly selected
data blocks, where chal is the index set of the selected
blocks. To respond to the challenge, the CSP must
return a proof, including a linear combination of all the
required data blocks M = 3. _ , v.m.and an aggregated
authenticator T = II._, O v.. If verification is passed,
the cloud data are considered correctly stored with a
high probability.
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Table 1. The state of the art for various auditing requirements.

Audit

State of the
Art Privacy Preservation

Dynamic Data  Batch Verification  Multiple Replicas  Shared Data
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Note: \ means it is supported, X means it is not supported, and — means it was not mentioned.

PDP: provable data possession; CPOR: compact proofs of retrievability; PRC-DPV: privacy-preserving remote data-integrity-checking protocol
with data dynamics and public verifiability; 3P-PDP: privacy-preserving public auditing for secure cloud storage; 3P-LPA: privacy-preserving
public auditing protocol for low-performance end devices in cloud; MHT-PA: enabling public auditability and data dynamics for storage
security in cloud computing 10-PVA: efficient public verification of data-integrity for cloud storage systems from indistinguishability
obfuscation; RITS-MHT: relative indexed and time-stamped Merkle hash tree-based data auditing protocol for cloud computing; IHT-PA:
dynamic audit services for outsourced storage; DAP: an efficient and secure dynamic auditing protocol for data storage; DHT-PA: dynamic
hash-table-based public auditing for secure cloud storage; DRDA: dynamic remote data auditing in computational clouds; EID-PA: efficient
ID-based public auditing for the outsourced data; ID-PUIC: identity-based proxy-oriented data uploading and remote data-integrity checking;
FIB-AR: fuzzy identity-based data integrity auditing; IDB-RDIC: identity-based remote data integrity checking with perfect data privacy
preserving IBDO: identity-based data outsourcing with comprehensive auditing; TB-PMDDP: provable multicopy dynamic data possession in
cloud computing systems; MuR-DPA: top-down leveled multireplica Merkle hash tree-based secure public auditing; 3P-SPA: privacy-preserving
public auditing for shared cloud data; Oruta: privacy-preserving public auditing for shared data; Panda: public auditing for shared data with
efficient user revocation; PBA-PDP: public integrity auditing for dynamic data sharing with multiuser modification; SIA-PA: public integrity
auditing for shared dynamic cloud data with group user revocation; IBL-PA: enabling public auditing for shared data in cloud storage
supporting identity, privacy, and traceability; Sed-PA: secure auditing and deduplicating data in cloud.
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Overheads

Table 2. A performance comparison of the state of the art.

Storage

State of the

Art Communication  CSP TPA
PDP o(1) o(n) o
CPOR® O(c+s) o(n) o
PRC-DPV® o(1) o(n) o(
3P-PDP’ 0(c) o(n) o
3P-LPAS 0@) o(n) o
MHT-PA® cO(logn) O(n+2/°8n) o
10-PVA™® cO(logn) O(n+2/°8n) o
RITS-MHT™  * cO(logn) O(n+2'0en) o
IHT-PA™2 O(c+s) 0(n) o(
DAP?? 0(c) o(n) o(
DHT-PA'4 0() o(n) o
DRDA'™ 0(c) o(n) o(
EID-PA™® 0(c) o(n) o
ID-PUICY o() o) o
FIB-AR™® O(c+s) o(n) o(
IDB-RDIC  O(c) o) o
1BDO? O(c+s) o(n) o
TB-PMDDP?'  O(c+w:s) o) o
MuR-DPAZ cO(logwn) O(wn+2l8wn) O
3P-SPA23 O(c+s) 0(n) o(
Orua® O(c+s) O(dn) o
Panda? O(c+d) O(n+d?) o(
PBA-PDP2  O(c+m™) o) o
SIA-PA?? o(n) o(n) o
IBL-PA28 O(c+m™) 0(n) o(
Sed-PA%? 0(c) 0(s) 0(1)

Computation

Verification Updating
CsP TPA CSP TPA
O(c) 0(c) — —
O(c+s) O(c+s) — —
O(n) O(n) — —
0O(c) O(c) — —
O(c) 0(c) o(t) O(tn)

cO(logn) cO(logn) tO(logn) tO(logn)
cO(logn) cO(logn) tO(logn) tO(logn)
cO(logn) cO(logn) tO(logn) tO(logn)

O(c+s) O(c+s) o(t) O(t-n)
0O(c) O(css) o(t) O(t:n)
0O(c) O(cs) o(t) o(t)
O(c) O(c) o(t) O(t-n)
0O(c) 0(c) — —
O(c) O(c) — —
O(c) O(d-c+s) = —
0(c) 0(c) — —
O(c) O(c+s) — —
(0](9)] O(c+w:s) O(w-t) O(t-n)

cO(logw-n)  cO(logw-n)  tO(logw-n)  tO(logw-n)
O(c) O(c+s) = —

0O(c) O(c+s) o(t) O(t-n)
O(c) O(d-c) o(t) O(tn)
O(cs) O(c) — —
O(n) O(n) o(t) —
0(c) 0(c) = =
0(c) 0(c) = =

Note: n is the whole number of blocks in a file; each block is divided into s segments; c is the number of verified blocks when auditing a file; t
is the number of updated blocks; w is the number of copies; d is the number of all authorized users; e is the number of verifications; m is the
number of all files; m* is the number of blocks modified; and the — means it was not mentioned.

It is important to note that, given the huge amounts
of data outsourced to the cloud, it is inadvisable to chal-
lenge all data blocks for checking the integrity. Instead,
it is more affordable and practical for both the TPA and
CSP to achieve high-accuracy verification by checking
only a portion of the data file, known as sampling verifi-
cation. Generally, if t fractions of the given data are cor-
rupted, the detection probability of the verification by
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checking randomly sampled ¢ blocksis P=1— (1—¢t)<*
In particular, when ¢t = 0.01, the TPA only needs to
verify 460 randomly chosen blocks to discover this
corruption with a probability greater than 99%.

To achieve HA-based auditing, signature tech-
niques based on public key infrastructure (PKI), such
as Rivest—Shamir-Adleman*® and Boneh-Lynn-Sha-

7-14,21-23,25,28,29

cham, are most popularly employed.
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Nevertheless, considering the time-consuming cer-

tificate management and shortcomings in the security

18,19 TPA csp

procedures of various certificate authorities, some

researchers have suggested using an identity-based 7'y
aggregate signature techniquelé‘20 for convenient key Step 1: Launch a Challenge
{(l, v;) | I e chal}.

ated from his or her identity, and the corresponding Chal

management, in which the user’s public key is gener-

secret key can be simply produced by a trusted key gen- Challenge Information Step 2:

eration center. However, identity-based schemes sacri- gom?llcle D(?ta
iti i Verification roor Man

fice some auditing performance compared with those Aggregated

using PKI-based signature techniques. Therefore, it is (M, T) Authenticator T

advisable to choose an appropriate signature technique
according to the practical requirements.

Although the actual data are not accessed by the TPA
in the described auditing process, the risk of data leak-
age still exists because, if the TPA has collected enough
linear combinations of these blocks, it can easily obtain
the sampled data content by solving a system of lin-
ear equations.®’ To address this concern, an advisable
approach is to incorporate random masking—which
has two implementation strategies—into the proof gen-
eration.”8131% In the first strategy, the TPA computes a
mask number R with a random number r and a shared
global parameter y as R = y", and it sends R to the CSP
together with the challenge. While responding to the
challenge, the CSP computes the masked data proof of
M as M = ¢(u,R)M, where e is a bilinear map and u is a
shared global parameter.!3!# In the other strategy, the
CSP chooses a random number r and calculates a mask
number R = yr, where y is a shared global parameter.
Further, the CSP blinds the data proof of M by comput-
ing M’ = M + rH(R), where H is a hash function. After
employing these masking processes, the TPA no longer
has enough information to build up a useful system of
linear equations for analyzing the actual data content.”8
Moreover, because of the algebraic property of the HA,
the verification using the proof M’ and T can still be
effectively performed.

Another approach is to employ a zero-knowledge
proof,! by which the CSP can convince the TPA to
check the integrity of remote files with the knowledge of
neither the data blocks nor their corresponding tags. In
other words, no information regarding the data content
in the response message is returned to the TPA, which

thereby achieves perfect data privacy preservation.'?

Dynamic Auditing

Public auditing should not disregard the dynamic
nature of cloud data, in that the latter may be accessed as
well as updated frequently for various application pur-
poses. The audit scheme described previously can effec-
tively verify the integrity of all static data. However, it
cannot be directly extended to supporting the auditing
of dynamic data because it cannot verify the freshness

www.computer.org/security
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Figure 3. An MHT.

of the cloud data, i.e., whether the CSP is honestly and
correctly storing the latest version. Thus, it is crucial to
find a new way to achieve dynamic auditing.

To address this concern, authenticated data struc-
tures are widely introduced into auditing schemes.”~!3
A Merkle hash tree (MHT), as shown in Figure 3,7
is a typical data structure employed to achieve public
auditing for dynamic data. In an MHT-based auditing
scheme, the hash values of all data blocks are considered
as the leaf nodes of the MHT, and the root R generated
from all leaf nodes is a public authentication proof. In
the audit phase, the TPA will first compute a root value
R’ based on the verified nodes and their siblings on the
paths from the required leaves to the root received from
the CSP, and it will compare R’ with R to check the
freshness. Assuming there are n leaf nodes in an MHT,
the computational complexity for searching a given leaf
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Table 3. The index hash table.
Serial

Number v

0 0 0 0

— Used to head

1 1 2 7 < Update
2 2 1 2

3 4 1 7 <~ Delete
4 5 1 rs

5 5 2 s <~ Insert

n n 1 'y

n+1 n+1 1 I~ — Append

Note: B, is the block number, v is the version number, and R; isa
random integer.

node is computed as O(n), which is relatively high.!!
Thus, a modified MHT has been designed recently,
with each node containing two values, i.e., the hash
value of the data block and the relative index of the
node that denotes the number of leaf nodes belong-
ing to the subtree of the given node. In this way, the
computational complexity of searching a leaf node
can be reduced to O(log n).!! However, efficiency
and overhead problems still exist in the MHT-based
scheme. Specifically, the maintenance of the MHT for
data updating would incur extra computational costs

to DOs, and the transmission of the involved MHT
nodes for verification would also increase the commu-
nication overhead.

Another data structure introduced to support data
dynamics'? is the index-hash table (IHT), as shown in
Table 3. In an IHT-based scheme, the properties of the
data blocks organized in the IHT are stored at the TPA,
and their hash values are involved in the generation of
the corresponding HAs. Whenever a DO updates a
data block, its properties in the IHT and its authenti-
cator must be renewed. If verification is passed, both
the integrity and freshness of the cloud data can be
considered securely maintained with a high probabil-
ity because no one can forge all the block properties at
the TPA and the authenticators at the CSP. However,
this scheme still has some disadvantages: because of
the sequential structure of the IHT, updating opera-
tions (particularly insertion and deletion) on the IHT
are inefficient because they will lead to the adjustment
of N/2 elements on average, where N is the total num-
ber of blocks. Moreover, insertion or deletion opera-
tions will inevitably modify the numbers (B,) of some
blocks and lead to the regeneration of their authentica-
tors, which would induce extra computational costs to
the DO and unnecessary communication overhead.'?

To address this problem, we designed a novel 2D
data structure called dynamic hash table (DHT),'* as
shown in Figure 4, to achieve more efficient updating
performance. Specifically, to avoid unnecessary adjust-
ments or changes to the other elements while updat-
ing, the DHT adopts the following two strategies: first,

Block Insertion
No ID \4
___________________ ;
I
1 ID, == 1 | t; b =111 | b3
___________________ 1
2 ID,
3 D3 <~ File Deletion
3 | ID,
Block Modification
v
! ID; = 2 | Block Deletion
v
R A |
m ID,, — q tn 1 b ==:>I-:> 1 tnn
m+1|1Dy, 4 ST T T T T T !
m+2|IDp, 2 = 1 |lms21 <~ File Insertion

Figure 4. A DHT.
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the version information (VI) of each block in the DHT
consists of the current version (v,) of the block and its
time stamp (t) and does not involve its index num-
ber; second, the VI records of the blocks are stored in a
link-like structure.

In addition, Sookhak et al.!> presented a data struc-
ture, a divide and conquer table (DCT), as shown in
Figure S, to support dynamic updating of cloud data.
The DCT records the logical index and current version
for each data block. Like in the IHT, when a block is
updated, its record in the DCT and its authenticator
should be renewed. Further, to support the dynamic
update for large-scale files, the DCT that involves n
blocks is divided into k separate data structures with a
size of n/k, by which the efficiency for inserting or delet-
ing a block can be significantly enhanced. Specifically, to
insert (delete) a new block after the ith block, only n/k
— i blocks will be shifted. Another interesting design in
the scheme is that the algebraic signature is employed
to achieve data auditing; this can reduce the computa-
tional overhead on the client and the CSP compared
with HA-based schemes, particularly for scenarios with
frequent data updating.

Batch Auditing and Multiple-Replica Auditing
In cloud storage, it is common for a TPA to receive
auditing requests from many customers simultaneously.
It is obviously inefficient for the TPA to perform these
tasks one by one. In other words, the TPA should be
able to handle all the tasks as a group, i.e., batch audit-
ing.9'10’12‘14’16 To achieve the goal, one can resort to the
bilinear aggregate signature technique, which supports
the aggregation of multiple signatures by different signers
on distinct messages into a single signature and thereby
allows synchronous integrality verification for all mes-
sages. In this way, as shown in Figure 6, when facing w
auditing requests from w different customers, the CSP
can send an aggregation of w proofs to the TPA. The TPA
can complete all the tasks by verifying the aggregated
proof, which can thus significantly save auditing time.

Another problem is how to effectively verify
whether the CSP is correctly storing all expected cop-
ies of the outsourced data, i.e., multiple-replica audit-
ing, as shown in Figure 7. Because all the replicas are
identical, a dishonest CSP may keep only a portion of
the copies (or even a single one) but will successfully
pass verification using the duplicate proofs. To address
this concern, the first intuitive solution would be to
use random masking to encrypt the replicas before
outsourcing.2!2

Specifically, assume that a DO expects a data file F
to be stored with w copies in the cloud. Each copy F’,
is divided into n blocks m, (i = 1,2, ..., w; j = 1,2,
..., ). The DO first chooses a random function ¥ and
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generates a random masking ¥, (ifj) for each block m,,
using his or her private key (sk). Further, each block My,
is encrypted using ¥, (ifj) so that all replicas are differ-
ent from one another. Consequently, the probability of
the CSP passing verification using duplicate proofs is
negligibly small. Moreover, to support the data dynam-
ics, the authenticated data structures described in the
“Dynamic Auditing” section have been extended into
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multiple-replica auditing schemes. For example, Bar-
soum and Hasan?! introduced the map-version table
extended from the IHT to obtain better performance
for both the updating and auditing operations. Liu
et al.?? designed an improved MHT structure called
MR-MHT (as shown in Figure 8), where all copies of
each block are organized in a subtree.

Furthermore, because of the potentially large num-
ber of replicas, it is advisable for a TPA to audit them
in a batch manner, which is similar to batch auditing. In
other words, the TPA can verify the aggregated proof
received from the CSP only once using the bilinear
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map technique to effectively reduce both the computa-
tional cost of the TPA and communication cost dur-
ing verification.

Shared-Data Auditing

With the increasing popularity of employing the cloud
for teamwork, shared data (which can be accessed and
modified by any user of granted group membership)
have become an emerging and important branch of
cloud data. Besides the requirements mentioned previ-
ously, shared-data auditing (as shown in Figure 9) faces
the following additional challenges:

1) identity-privacy preservation, ie., preventing the
TPA from learning the information about who last
modified which block while auditing?3-2°

2) efficient user revocation, i.e., minimizing the
impact induced by the change of the granted group
membership?3-27

3) the traceability of data modification, i.e., allow-
ing the DO to trace who modified which block to
achieve the responsibility identification for possible

incorrect behaviors.28

To preserve identity privacy, Wang et al.23 first sug-
gested that all authorized users share the same private
key for generating authenticators so that only one
parameter is involved in the verification. Later, in the
auditing scheme called Oruta,?* the authors used the
ring signature to construct authenticators to keep the
TPA from knowing the identity of the signer. In both
schemes, however, once group membership has been
altered, the DO has to update the keys for the changed
membership and accordingly regenerate authenticators
for all data blocks, which would incur heavy burdens to
the DO. To address the concern, the proxy signature is
employed to regenerate the authenticators.232%26

Specifically, assume that sk, is the private key
of the revoked user N, and sk __ is the private key of
another authorized user B designated by the DO. The
CSP acting as the proxy is able to regenerate all the
block authenticators signed by N using a resigning key

Sk 14— new Which is computed by the DO as sk

old—new
= sk, /sk ;- In these schemes, however, there is a

securnli; flaw: the collusion between the revoked user
and the CSP would enable the secret keys of other
authorized users to be computed. Thus, Jiang et al.?’
presented an auditing scheme based on the group sig-
nature with verifier-local revocation to achieve the user
revocation as well as prevent collusion between the
revoked user and the CSP. Moreover, because of the
property of the adopted group signature technique,
this scheme can also support identity privacy preserva-
tion and the traceability of data modification.
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However, the computational overheads of the
scheme, especially during the verification process, are
much higher than with the other schemes. In addition,
to achieve traceability of any data modification, a recent
work?8 designed a simple but efficient data structure
called an identity-block list (IBL) for the DO to record
the modification information of all data blocks. Unfor-
tunately, this scheme does not take into consideration
the regeneration of the authenticator for the blocks
modified by the revoked user, making it still vulnerable
to security risks; i.e., the CSP or other attackers may
forge the authenticators of the involved blocks using
the revoked user’s keys.

In conclusion, although significant efforts have been
made to realize shared-data auditing, no scheme can
comprehensively address all challenges while achieving
high auditing performance. Thus, auditing of shared
data is still an open problem worthy of further study.

Challenges and Future Work

We conclude that public auditing will be the right direc-
tion for the future development of CSAs. Following
this path, state-of-the-art schemes have addressed many
significant concerns for CSA. However, from the per-
spectives of functional completeness and performance
enhancement, some unsolved problems and new chal-
lenges remain to be addressed in future studies.

Functional-Completeness-Oriented Auditing
Functional completeness is the essential precondition
for moving the public auditing from the laboratory into
the real world; this still, however, faces two major chal-
lenges. The first is the perfection of the auditing tech-
niques for various cloud data. Although elementary
auditing for cloud data is now achievable, many fine
details remain to be studied or enhanced.

= In batch/multiple-replica auditing, the aggregated
verification equation fails with high probability if
one or more proofs are erroneous. In this case, how
to locate the errors is an important challenge. Com-
pared with one-by-one auditing, binary search is a
more effective approach.! However, it would still
induce heavy computational overheads to the CSP
for computing aggregated proofs and to the TPA for
performing multiple verifications, not to mention the
communication costs for transmitting proof informa-
tion repeatedly. Therefore, how to locate the errors
effectively in batch/multiple-replica auditing remains
an open but important issue.

In multiple-replica auditing, to prevent the CSP from
passing verification by keeping a portion of the cop-
ies, the DO must generate the required number (w)
of different copies for the given files and then transfer
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them to the CSP, where the overheads for the DO
are w times larger than traditional multiple-replica
storage. In this sense, the current multiple-replica
auditing scheme is not efficient and should be
further improved.

= As mentioned in the “Shared-Data Auditing” section,
more efforts are still needed to achieve an efficient
and functionally complete auditing process for shared
data. Moreover, if taking delegatable data outsourc-
ing into account, some specific information, such as
outsourcer, file type, and uploading time of the cloud
data, should also be auditable, a significant issue for

addressing disputes in practice.2’

In the cloud storage service, deduplication is popu-
larly used to improve storage utilization as well as
reduce the communication overhead of data transfers.
Proof of ownership, as a crucial technique for real-
izing secure deduplication, has attracted increasing
attention.!”2 However, how to achieve effective data
auditing while supporting deduplication is still an
open problem.

So far, auditing schemes are designed for a specific
type of cloud data (e.g., dynamic, multiple-replica, and
shared data) and/or particular requirements (e.g., pri-
vacy preservation and batching auditing). However, a
practical public-auditing scheme should comprehen-
sively support auditing for all types of cloud data and
tulfill the corresponding security requirements. More-
over, it should be easily extensible to adapt to constantly
emerging new auditing requirements. To achieve these
goals, it is critical to construct a unified and scalable
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auditing model, which is the other major challenge for
achieving functional completeness.

Performance-Oriented Auditing

Performance has always been a significant concern for
practical system deployment. Although existing schemes
have attempted to improve the performance of both
auditing and updating, few studies have demonstrated
that the current computational overheads and com-
munication costs for public auditing are affordable for
popular personal mobile devices like smartphones and
tablets. A recent work® first noticed this problem and
presented a public-auditing protocol based on online/
offline signatures to alleviate computational costs for
end mobile devices (also referred to as edge devices of
the cloud), with limited computing resources when
outsourcing data. However, the limited communication
capability of edge devices is not taken into account. That
is, how to relieve these devices of the stress of commu-
nication costs is still an open problem. Moreover, with
the continuous emergence of new cloud storage applica-
tions, any public-auditing solution will have to be more
comprehensive and powerful to cope with the corre-
sponding auditing challenges; however, this inevitably
increases the complexity of the verification algorithms.
How to achieve a good balance between functional com-
pleteness and algorithmic complexity is also an impor-
tant problem that deserves to be studied further.

Another performance challenge for public audit-
ing stems from the ever-increasing scale of big data in
the cloud.!> A possible solution is designing auditing
schemes according to the characteristics of big data.
Specifically, because of the large scale and variety of big
data, it is advisable to adopt the so-called divide-and-
rule strategy, i.e., dividing big data into different cat-
egories and designing the most appropriate auditing
techniques for each category. For example, for multi-
media big data, it may be a good idea to employ the
watermarking technique instead of the HA technique
to design an auditing scheme; this could not only save
the space for storing the tags but also provide relatively
high efficiency for data upload or update. For data that
are frequently but slightly updated (e.g., micro blogs
and consumption records), it is critical to design an
auditing scheme that supports fine-grained updating
and verification.

Moreover, to satisfy the massive verification require-
ments for big data, it is necessary to construct a distrib-
uted data-auditing model, the advantages of which are
twofold. First, an optimal TPA could be selected to con-
duct the given auditing task with minimal communica-
tion costs and the best verification efficiency. Second, if
a large number of auditing tasks emerge concurrently,
the load balancing among all TPAs can achieve the best
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overall performance. However, to construct such an
ideal auditing model for big data, many concrete prob-
lems are worthy of further study.

A s a new cutting-edge technology, cloud storage

faces many security challenges. One of the big-
gest concerns is how to determine whether a cloud
storage system and its provider meet the legal expecta-
tions of customers for data security. To overcome this
challenge, CSA techniques are extensively studied and
developed. In this article, we first described what CSA
is and presented a system architecture for public audit-
ing that we believe to be the right direction for future
developments. We then systematically summarized
a set of desirable properties for public-auditing ser-
vices. Further, we provided a comprehensive review
of state-of-the-art methods in this field, and identi-
fied the pros and cons of these methods. Finally, we
explored trends and possible future developments of
public-auditing techniques. In view of the function
of CSA for bridging the trust gap between custom-
ers and CSPs, we believe that it is indispensable for
designers of secure cloud storage systems to be cogni-
zant of the various issues and concerns studied in this
article. Although it has attracted a great deal of atten-
tion, cloud auditing still has a long way to go to realize
a practical application, considering the unsolved prob-
lems and future challenges. m
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