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Abstract—Data deduplication weakens the reliability of storage systems since by design it removes duplicate data chunks common

to different files and forces these files to share a single physical date chunk, or critical chunk, after deduplication. Thus, the loss of a

single such critical data chunk can potentially render all referencing (sharing) files unavailable. However, the reliability issue in

deduplication-based storage systems has not received adequate attention. Existing approaches introduce data redundancy after files

have been deduplicated, either by replication on critical data chunks, i.e., chunks with high reference count, or RAID schemes on

unique data chunks, which means that these schemes are based on individual unique data chunks rather than individual files. This

can leave individual files vulnerable to losses, particularly in the presence of transient and unrecoverable data chunk errors such as

latent sector errors. To address this file reliability issue, this paper proposes a Per-File Parity (short for PFP) scheme to improve the

reliability of deduplication-based storage systems. PFP computes the XOR parity within parity groups of data chunks of each file after

the chunking process but before the data chunks are deduplicated. Therefore, PFP can provide parity redundancy protection for all

files by intra-file recovery and a higher-level protection for data chunks with high reference counts by inter-file recovery. Our reliability

analysis and extensive data-driven, failure-injection based experiments conducted on a prototype implementation of PFP show that

PFP significantly outperforms the existing redundancy solutions, DTR and RCR, in system reliability, tolerating multiple data chunk

failures and guaranteeing file availability upon multiple data chunk failures. Moreover, a performance evaluation shows that PFP only

incurs an average of 5.7 percent performance degradation to the deduplication-based storage system.

Index Terms—Data deduplication, reliability, per-file parity, intra-file recovery, inter-file recovery
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1 INTRODUCTION

IT is themost critical challenges for the design andmanage-
ment of large-scale storage systems in face of the explosive

growth in data volume. Consequently, data reduction tech-
nologies have been propelled to the forefront of research and
development in addressing this challenge in the big data
era [1]. Data deduplication, a space efficient data reduction
technology, has spurred a great deal of research interest from
both industry and academia [2], [3], [4]. It has been deployed
in a wide range of storage systems, including backup and
archiving systems [5], [6], [7] andprimary storage systems [8],
[9] such as Virtual Machine (VM) servers [10].

The existing studies on data deduplication focus on impro-
ving its efficiency by developing or optimizing chunking

schemes to find as much redundant data as possible, solving
the index-lookup disk-bottleneck problem, and addressing the
hash computing overhead issue and the data restore prob-
lem [2], [4]. However, the impact of data deduplication on the
reliability of the stored data has not been well understood nor
studied for large-scale storage systems [3], [11]. This is because
reliability is often synonymous with redundancy and, with
data deduplication, data redundancy is completely eliminated
by its very design. In other words, since only a single copy of
duplicate data common to and referenced by different files,
also referred to as a critical data chunk, is stored in the persis-
tent storage after deduplication, the loss of one or a few critical
data chunks can lead to many referencing files to be lost, thus
significantly reducing the reliability of the storage system.
Moreover, in a large-scale storage system, a post-deduplication
file may have its constituent data chunks stored on multiple
different storage devices. If any one of these constituent data
chunks or storage devices fails, the file is lost. Therefore, data
deduplication magnifies the negative impact of data loss in
large-scale storage systems.

Existing approaches to address the reliability problem in
deduplication-based storage systems can be classified into
two categories [4], namely, deduplication-then-RAID (DTR),
where the stored unique data chunks are organized and thus
protected by a RAID scheme, and reference-count based replica-
tion (RCR),where data chunkswith sufficiently high reference
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counts (i.e., number of different files sharing/referencing the
same data chunk) are replicated on different storage devices.
While approaches in both categories introduce data redun-
dancy for reliability of deduplication-based storage systems,
they do so after files have been deduplicated and generate
data redundancy based on the stored unique data chunks to
prevent loss of individual data chunks rather than individual files.
In otherwords, files can still be vulnerable to data loss because
of the specific ways in which a data chunk is protected and a
storage device fails. There are generally two types of storage
device failures, namely, disk failures necessitating a disk
replacement where all stored data on the failed disk are
considered lost, and errors in individual data blocks that
cannot be recovered with a re-read or the sector-based error-
correction code (ECC), errors often referred to as latent sector
errors [12]. While the DTR approaches provide RAID protec-
tion against one (RAID5) or two (RAID6) disk failures, they
can suffer from data loss in face of multiple concurrent latent
sector errors or unrecoverable read errors within a stripe [12].
On the other hand, the RCR approaches, while providing
good protection for data chunks with high reference count,
can suffer from file unavailability if any of a file’s constituent
data chunks with low reference count (i.e., not replicated) are
lost due to device failures, latent sector errors or unrecover-
able read errors.

Previous studies on disk failure characteristics in data
centers find that a significant fraction of drives (3.45 percent)
develops latent sector errors at some point in their life [13].
Recent studies on many millions of different flash models
over 6 years of production use inGoogle’s data centers reveal
that between 26-60 percent of flash drives encounter uncor-
rectable errors, between 2-6 out of 1,000 drive days experi-
ence uncorrectable errors [14]. These data block failures,
rather than drive failures, suggest that providing protection
against only disk failures (e.g., DTR) is not sufficient to pre-
vent file losses. This is because upon a disk failure, an unre-
coverable block read error on any of the active disks during
RAID5 reconstruction would lead to data loss. The same
problem occurs when two disks fail under a RAID6 scheme.
Similarly, only protecting data chunks with high reference
counts is insufficient to prevent individual files from becom-
ing unavailable, as discussed above. In contrast, protecting a
file in its entirety before it is deduplicated is arguably much
more effective in avoiding both file and data chunk failures.
The reason is that by applying redundancy protection within
a file, a certain number of data chunk failures can be recov-
ered within a file depending on the redundancy scheme and
a critical data chunk with a high reference count can be cov-
ered by any of the multiple parity groups belonging to as
many files as the chunk’s reference count.

Based on the above observations, this paper proposes Per-
File Parity (PFP) to improve the reliability of deduplication-
based storage systems. PFP computes the parity for every N
chunks, where N is a configurable parameter, or for a whole
file. When a disk failure or block failure is detected, the gen-
erated parity chunks can be used to recover from the read
errors and failed data chunks by intra-file recovery. On the
other hand, when several errors occur in a parity group of
parity and these failed data chunks each have reference
counts of greater than 1, PFP can recover these failed data
chunks by inter-file recovery by leveraging the parity groups

of the unaffected referencing files. As demonstrated in
Section 5, PFP is able to significantly improve the reliability
of deduplication-based storage systems per unit of storage.

We have conducted extensive experiments on a light-
weight prototype implementation of the PFP scheme to
assess the system reliability and performance. The reliability
results show that PFP can tolerate much more data chunk
failures and guarantee file availability upon multiple data
chunk failures. For example, the Mean-Time-To-Data-Loss
(MTTDL) based reliability analysis shows that PFP outper-
forms the RCR and DTR schemes in terms of MTTDL by an
average of 685.9 times and 2029.2 times, respectively. More-
over, the failure-injection based evaluations show that the
PFP scheme can tolerate hundreds of concurrent chunk
errors without file loss for data sets with high deduplication
ratios. The evaluations also show that PFP is highly cost
effective in terms of file-loss-tolerance/redundancy measure
by an average of 52.2 and 197.5 percent over the DTR and
RCR schemes, respectively. On the other hand, the perfor-
mance assessment shows that PFP’s significant reliability
gain comes at an acceptable performance cost of an average
of 5.7 percent performance degradation to the deduplica-
tion-based storage system.

The rest of the paper is organized as follows. Section 2
presents the background and motivation for the PFP
research. The design and implementation of the PFP scheme
are detailed in Section 3. Section 4 analyzes the reliability of
PFP and Section 5 discusses performance results of the PFP
scheme.We review the related work in Section 6 and discuss
insights we obtained through this work in Section 7. The
conclusion and future work of this paper are presented in
Section 8.

2 BACKGROUND AND MOTIVATION

In this section, we first present the basic knowledge about
data deduplication, followed by an illustration of the reli-
ability problem induced by data deduplication. Then we
present the failure characteristics on disks to motivate our
Per-File Parity study.

2.1 Data Deduplication

Data deduplication is a data reduction technology that aims
at saving the storage space by removing data redundancy in
storage systems.With the explosive growth in data volumes,
data deduplication has been increasingly widely used in
backup, archiving and network transmission applications.
Recently, it has found applications in primary storage sys-
tems, such as flash memory systems and virtual machine
environments.

Fig. 1 shows the data deduplication workflow consisting
of four major steps [4], [15]. In Step (1), called data chunking,
files or data streams are divided into data chunks, either in
fixed size (a.k.a. fixed chunking (FC)) or in variable size based
on data content (a.k.a. content defined chunking (CDC)). In
general CDC helps detect more data redundancy but at the
cost of much higher compute overhead than FC. In Step (2), a
secure hash function (e.g., SHA1, MD5 and SHA256) is
applied to each data chunk to generate its unique fingerprint,
hence the name fingerprinting for this step. Fingerprints of
the incoming data chunks are then compared with those of
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already stored chunks to determine if any of the new comers
are duplicates, by querying the indexed fingerprints in Step
(3), called index query. Amatched fingerprint in this step indi-
cates that the corresponding incoming data chunk is a dupli-
cate. This step detects the duplicate data chunks by simply
checking their fingerprints, which avoids a costly byte-
by-byte comparison. Finally, in Step (4), referred to as index
and metadata updating, the unique data chunks, whose finger-
prints failed to match any indexed ones, are written on the
storage devices, the index is updated with the new finger-
prints, and the duplicate data chunks are replaced by the
pointers (to their corresponding stored unique chunks) and
are updated in themetadata store.

The advantage of data deduplication is obvious. It
reduces the storage space and network bandwidth needed
by applications, thus reducing the total cost. However, this
advantage comes at some costs. For example, it requires
extra computing and memory resources. Most importantly,
data deduplication also introduces a reliability problem. In
deduplication-based storage systems, a data chunk may be
shared by several different files. Once a data chunk that is
shared by multiple files is lost due to device failures or unre-
coverable errors, it can adversely impact the integrity of all
these files, which is elaborated in Section 2.2.

2.2 Reliability in Deduplication-Based
Storage Systems

Deduplication splits the incoming files written to the under-
lying deduplication-based storage into data chunks and
only stores the unique data chunks, also referred to as dedu-
plicated data chunks. It eliminates the duplicate data chunks,
also referred to as shared data chunks, and replaces them by
references (pointers) to the unique data chunks, as depicted
in Fig. 2. Thus, some data chunks are referenced by multiple
files, which implies that data deduplication will amplify
the corruptive impact on files of the loss of data chunks. The
existing studies generally protect the unique data chunks

by replication or erasure codes after deduplication, without
explicitly considering the protection of individual files.

From the viewpoint of an individual file, data deduplica-
tion raises the following two reliability concerns, relative to
a storage system without data deduplication:

� File reliability: A file is split into multiple data chunks
that are often spread across multiple storage devices,
which can potentially decrease the file’s reliability
because the failure of any one of these devices or a
latent sector error on any of its constituent data
chunks will render the file unavailable. For example,
any disk failures among Disk 1, Disk 2 and Disk n can
cause File 1 to become unavailable, as shown in Fig. 2.

� Chunk criticality: The loss of a critical data chunk with
a high reference count due to latent sector errors or
unrecoverable errors can render all files referencing
this data chunk unavailable. For example, the loss of
data chunk Awill cause all the three files, Files 1-3, to
become unavailable, as shown in Fig. 2.

Fig. 3 shows our preliminary experimental analysis
comparing file losses caused by data block failures in non-
deduplication-based storage system, labeled No-dedupe,
deduplication-based storage system, labeled Dedupe, and
Dedupe systems with deduplication-then-RAID and refer-
ence-count based replication protections, labeled DTR and
RCR, respectively. We use the four data sets that are
described in Section 5, Kernel, Email, Firefox and VMDK,
for this analysis. The figure shows the number of file fail-
ures for each system under each workload after injecting 20
random data block failures, indicating that the storage sys-
tem with deduplication has many more file losses than the
one without deduplication. The reason is simple: with the
same failure count of data blocks, more files in a deduplica-
tion-based storage system than in a non-deduplication-
based one will be affected because of the chunk criticality in
the former. Moreover, existing data protection schemes for

Fig. 1. The data deduplication workflow consisting of four major steps and inserted locations of different protection schemes.

Fig. 2. Illustration of the reliability problem in deduplication-based
storage systems.

Fig. 3. Preliminary analysis comparing file losses caused by data block
failures in storage systems without deduplication (No-dedupe), with
deduplication but without protection (Dedupe) and with protections (DTR
and RCR).

WU ETAL.: PFP: IMPROVING THE RELIABILITYOF DEDUPLICATION-BASED STORAGE SYSTEMSWITH PER-FILE PARITY 2119



deduplication-based systems, DTR and RCR, failed to pro-
tect all files, resulting in a significant number of files being
lost. It is clear that only protecting the unique data chunks
or data chunks with high reference count fails to effectively
and sufficiently protect all files from being lost.

2.3 Motivation

Data deduplication has been widely deployed in both pri-
mary and secondary storage systems. While deduplication
improves the system reliability by reducing the backup time
and storage footprints, it amplifies the corruptive impact on
files of data loss at the chunk level, meaning that the proba-
bility of multiple files being corrupted or lost due to individ-
ual chunk losses will increase. The existing approaches to
this reliability problem of deduplication-based storage sys-
tems introduce data redundancy after files have been dedu-
plicated, as shown in Fig. 1, which means that these schemes
are designed to protect individual unique data chunks rather
than individual files.

On the other hand, extensive prior studies of disk drive fail-
ures show that data losses at the chunk level (i.e., data block
failures) are much more than disk replacements (i.e., disk
failures) for both HDDs and flash-based SSDs in large-scale
data centers [13], [14], [16], [17]. Thus, only providing protec-
tion against disk failures (e.g., deduplication-then-RAID) is
not sufficient to prevent file losses in deduplication-based
storage systems. Moreover, only protecting data chunks
with high reference counts is insufficient to guard against
unavailability of individual files. In contrast, protecting the
files in their pre-deduplication forms (as shown in Fig. 1) is
arguably much more effective from the point of view of indi-
vidual files, which motivates our design and implementation
PFP scheme.

3 THE DESIGN OF PFP

In this section, we first present an architectural overview of
our proposed PFP scheme, which is followed by a detailed
description of the PFP data structures and workflow. Then
we describe the failure recovery method in PFP.

3.1 PFP Architectural Overview

The main design objective of PFP is to improve the reliability
of deduplication-based storage systems. Fig. 4 shows a sys-
tem architecture overview of our proposed PFP scheme in
the context of a datacenter system. As shown in the figure,

PFP is an augmentedmodule to the File Systems in the storage
node. PFP interacts with the deduplication module, but is
implemented independently of the lower block-level storage
systems. Thus, PFP is flexible and portable for deployment
in a variety of environments that can benefit from data dedu-
plication, such as redundancy-rich virtual machine environ-
ments where the virtual machine images aremostly identical
but differ in a few data blocks [18].

PFP consists of four key functional components. Per-File
Parity Generation is responsible for splitting the incoming
write data into data chunks and calculating the XOR parity
chunks within each file based on a preset group size thresh-
old. Based on the chunk size, Data Deduplicator applies the
data deduplication functionality on the data chunks. Note
that the chunking functionality of the data deduplication of
Fig. 1 is implemented in Per-File Parity Generation, while the
last three functionalities of Fig. 1, fingerprinting, index que-
rying, and index/metadata updating, are implemented in
Data Deduplicator. Parity Store is responsible for storing the
parity chunks on the back-end storage devices. File Recovery
is responsible for recovering the lost data upon unrecover-
able chunk errors or disk failures via the intra-file recovery
process or inter-file recovery process. It must be noticed that,
in our PFP design, the parity redundancy protection scheme
is used to protect the data chunks of files before these files
are deduplicated. In the following sections, we will describe
the workflows of the normal operations and the failure
recovery operations in detail.

3.2 Workflow of Normal Operations

To improve the portability, PFP does not modify the inter-
nal workflow of data deduplication. That is, it does not
change how fingerprints are calculated and how redundant
data chunks are detected and removed. It applies the parity
generation procedure for each file to protect the data before
deduplication and stores the parity metadata as part of the
file’s metadata.

Fig. 5 illustrates the workflow of processing a write
request in PFP. PFP relies on two key data structures to
deduplicate and recover the files, namely,Global_Index_Table
and Protection_Table, as shown in Fig. 5. Global_Index_Table
keeps all the information about fingerprints, addresses and
reference counts of the corresponding unique data chunks
that are already stored on disks. Protection_Table maintains
the mapping information between the fingerprint (FP in the

Fig. 4. System architecture of PFP.

Fig. 5. Workflow of the write process in PFP.
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figure) of each unique data chunk and a list of files that refer-
ence this data chunk. When the reference count of a unique
data chunk is increased or decreased in Global_Index_Table,
Protection_Table is updated accordingly. A small temporary
buffer is maintained in memory to store the latest updates to
Protection_Table. It is flushed andmergedwith the complete
Protection_Table on the storage device periodically. During
the intra-file recovery and garbage collection periods, Protec-
tion_Table is checked for data chunk recovery and secure
deletion [19].

Upon receiving a file, the file is first chunked and the fin-
gerprints of its data chunks are computed, by the underlying
data deduplication module. PFP then divides these data
chunks into different groups according to a preset group-
size threshold N (e.g., N = 3 as shown in Fig. 5). If the last
group is smaller than N, all-0 chunks are added to form a
group.Note that the current design of PFP assumes that fixed
size chunking is used for simplicity. Small files (e.g., files
smaller than 8 kB in current PFP) are usually filtered out or
packed into a large file by the data deduplicationmodule [4].
For each such N-data-chunk group, a single parity chunk is
computed by using the XOR operation on theN data chunks
to form anN þ 1 parity group ofN data chunks and 1 parity
chunk (e.g., N + 1 = 4 as shown in Fig. 5). Such a scheme can
tolerate a single chunk failure anywhere in the group. The
parity in a RAID5 scheme is also based on such a single
parity-check (SPC) scheme. However, other XOR codes or
erasure codes are also applicable to PFP to provide much
higher reliability. Since the XOR parity is calculated on the
write path and within a file, there is no need to fetch the data
chunks that are stored on the back-end storage devices. Next,
the data chunks are deduplicated to eliminate the redundant
data chunks. For example, chunk A in File x is eliminated by
placing a pointer in the file metadata. After deduplication,
the unique data chunks and the parity chunks are written
to the storage devices. And the file metadata, Global_
Index_Table and Protection_Table are updated accordingly.

In the normal state if there are no errors, the workflow of
processing a read request is the same as that in the standard
deduplication-based storage systems, including fetching the
location information from the file metadata and Global_In-
dex_Table, then reading the corresponding data from the
storage devices. Upon any errors during read, PFP initiates
its data recovery procedure to reconstruct the lost data,
which will be described in detail in Section 3.3.

3.3 Failure Recovery

Failure recovery plays an important role in the design of stor-
age systems and is one of the most important factors in
improving the storage system reliability [20]. Different from
data chunk failures, disk failures are easy to detect as the
disks are embedded with mature failure detection/predic-
tion mechanisms such as SMART information [21] that
directly report failures to the upper-layer systems. When a
disk failure occurs, the device-level RAID recovery process is
initiated immediately and sometimes even proactively [20].
However, data chunk failures, such as latent sector errors,
are not so easily detected unless they are being read (e.g., via
ECC or read error) [22]. This means that such data chunk
errors might never be detected if the corresponding data
chunks are not read. Detecting the corrupted data chunks at

an early stage is extremely important because these chunks
would then be recovered by the device-level RAID capability.
However, if the data chunk failures are detected during the
RAID recovery period, data loss becomes unavoidable. Exist-
ing studies have shown that data chunk failures happen at a
significant rate in the field and are expected to become more
frequent with the increasing disk capacities. Thus, prevent-
ing data loss caused by data chunk failures becomes increas-
ingly important in guaranteeing the storage reliability [22].

Algorithm 1 shows a pseudo-code of the failure recovery
procedure in PFP. From the viewpoint of an individual file,
failure recovery triggered by data chunk failures can be clas-
sified into two categories in PFP, namely, intra-file recovery
and inter-file recovery. Upon encountering a data chunk fail-
ure, PFP first checks whether the corrupted data chunk is
reconstructed by intra-file recovery. If the corrupted data
chunk can be recovered by the intra-file recovery procedure,
PFP immediately reads the other data chunks within the file
and the corresponding parity chunks, calculates the lost data
chunks and returns the file to the upper system. If the cor-
rupted data chunk cannot be recovered by the intra-file
recovery procedure and the reference count of the lost data
chunk is greater than “1”, the inter-file recovery procedure
will be initiated.However, if the reference count is “1”,mean-
ing that the lost data chunk in one file is not referenced by any
other file, a failurewill be reported to the upper system.Obvi-
ously, the recovery of the corrupted data chunks may be iter-
ated across multiple files. It must be noted that parity chunks
can also be corrupted, which can only be detected during file
recovery because they are only accessed for file recovery.
During file recovery, whenever a parity chunk failure is
detected, the recovery process is considered failed and
turned to the next step, e.g., transitioning from intra-file
recovery to inter-file recovery or moving inter-file recovery
from the current inter-file parity group to a different one to
reconstruct the failed data chunks. After the completion of
the file recovery, the corrupted parity chunk is also updated.

Algorithm 1. Failure Recovery Algorithm in PFP

1: Initialization:
2: A represents a data chunk.
3: file represents the file containing data chunk A.
4: ref_file represents a different file containing data A.
5: function RECOVERY(A)
6: if re_read(A) == ERROR then
7: if file_read(file) == OK then
8: intra_recovery(A, file)
9: Return A
10: else
11: if reference_count(A)> 1 then
12: inter_recovery(A, ref_file)
13: Return A
14: else
15: Return FAILURE
16: end if
17: end if
18: else
19: Return A
20: end if
21: end function
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Intra-file recovery is a process in which the data recovery
can be executed within a file upon data chunk failures. Since
PFP generates parity chunks within each file, a certain
number of data chunk failures of a given file, depending on
the parity scheme used (e.g., RAID5 and RAID6), can be
recovered. Fig. 6 shows an example of the intra-file recovery
workflow in PFP upon a data failure. If a read failure is
encountered on data chunk A during reading a file, the other
data chunks of the parity group containing chunk A in File 1
(i.e., data chunks B and C) and the corresponding parity
chunk (i.e., P1) are fetched to reconstruct data chunk A.
However, if PFP detects multiple data chunk failures in any
given parity group in File 1 that are beyond the recovery
capability of the parity scheme used, e.g., data chunk B and
data chunk C are corrupted while under the RAID5 protec-
tion, the intra-file recovery process will be unable to recover
the lost data chunks. Clearly, if data chunk B or data chunk C
is a critical data chunk referenced by other files, it can poten-
tially be reconstructed within those files through inter-file
recovery.

Fig. 7 shows an example of the inter-file recovery work-
flow in PFP upon multiple data chunk failures. First, when
PFP finds that the data chunk failures cannot be recon-
structed by intra-file recovery, the reference counts of the
failed data chunks are checked in Global_Index_Table. If the
reference count is “1”, the corresponding data chunk is only
referenced by the current file being read and cannot be recon-
structed from any other file by inter-file recovery. Otherwise,
the data chunk is referenced by at least one other file and can
potentially be reconstructed from the other referencing file
(s) by inter-file recovery, such as data chunk B in Fig. 7. The
information of the other file (e.g., File n) is inquired fromPro-
tection_Table. Then data chunk B can be first reconstructed
by intra-file recovery from the parity group containing data
chunk B in File n. By successfully recovering data chunk B,
data chunkC can also be reconstructed from the parity group
containing both B and C in File 1 that is being read. There-
fore, the file is recovered by both inter-file recovery and
intra-file recovery. It must be noted that not all data chunk
failures are recoverable. For example, if data chunks B and C
in File 1 fail and their reference counts are both “1” under
RAID5 protection, they cannot be recovered, thus leading
to data loss.

Clearly, data chunks with high reference counts are pro-
tected by multiple parity groups in as many files from the
procedure of inter-file recovery. Thus, read failures on these
critical data chunks do not render multiple files unavailable.

The design objective for the critical data chunks is similar to
that of reference-count based replication schemes. Since data
chunk failures are detected by reading involved files on-
demand or by the background disk scrubbing, PFP can be
incorporated into the background disk scrubbing schemes to
further improve the system reliability [12], [22].

4 RELIABILITY ANALYSIS

In this section, we adopt the widely usedMean Time ToData
Loss metric to assess the reliability of DTR, RCR and
PFP [23]. We assume that the latent sector errors follow an
exponential distribution of rate � and repairs follow an expo-
nential distribution of rate m. For RCR and PFP, since the
deduplication ratio is also an important factor for the reliabil-
ity analysis, we assume that the deduplication ratio is a. For
RCR, only the deduplicated data chunks are replicated. For
simplicity andwithout the loss of generality, we consider the
analytic model from the viewpoint of an individual file con-
sisting of 3 data chunks and 1 parity chunk because of the
per-file reliability emphasis and nature of this paper. This is
similar to and consistent with existing models of MTTDL
that, for example, consider a disk array consisting of 4 disks
to keep the models tractable yet meaningful [23].

Fig. 8 shows the state transition diagrams of RCR, DTR
and PFP. We consider a data chunk lost if it is rendered
unreadable by latent sector errors or any other forms of
failure. For PFP, State <0> represents the normal state of a
file when its 4 chunks are all readable. State <1> repre-
sents the case when one or more deduplicated data chunks
(i.e., data chunks with a reference count of greater than 1) of
a file are lost and State <2> represents the scenario where
a unique data chunk (i.e., chunk whose reference count is 1)
is lost within the file. The State of Data Loss means that the
file is unavailable due the unrecoverable loss of one or more
of its chunks. The loss of any single deduplicated data
chunk would bring the file to State <1> . The loss of any
unique data chunk in State <0> or State <1> would
bring the file to State <2> . The loss of any deduplicated
data chunk in State <1> or State <2> will not cause file
to become unavailable because these lost deduplicated data
chunks can be recovered from the inter-file recovery. How-
ever, the loss of any unique data chunk in State <2>
would move the file to the <Data Loss> state resulting in
the file’s becoming unavailable.

Fig. 6. Workflow of the intra-file recovery in PFP upon a data chunk
failure assuming the XOR parity scheme.

Fig. 7. Workflow of the inter-file recovery in PFP upon multiple data
chunk failures.
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The Kolmogorov system of differential equations
describing the behavior of PFP is given in Equation (1):

dp0ðtÞ
dt ¼ �4�p0ðtÞ þ mp1ðtÞ þ mp2ðtÞ

dp1ðtÞ
dt ¼ �½3ð1� aÞ�þ m�p1ðtÞ þ 4a�p0ðtÞ

dp2ðtÞ
dt ¼ �½3ð1� aÞ�þ m�p2ðtÞ þ 4ð1� aÞ�p0ðtÞ þ 3ð1� aÞ�p1ðtÞ

8
><

>:

(1)

where piðtÞ is the probability that the file is in state <i>
with the initial conditions of p0ð0Þ ¼ 1 and pið0Þ ¼ 0 for
i 6¼ 0.

The Laplace transform of Equation (1) is

sp�0ðsÞ � 1 ¼ �4�p�0ðsÞ þ mp�1ðsÞ þ mp�2ðsÞ
sp�1ðsÞ ¼ �½3ð1� aÞ�þ m�p�1ðsÞ þ 4a�p�0ðsÞ
sp�2ðsÞ ¼ �½3ð1� aÞ�þ m�p�2ðsÞ þ 4ð1� aÞ�p�0ðsÞ þ 3ð1� aÞ�p�1ðsÞ

8
<

:

(2)

Observing that the MTTDL of the storage system is given
by [23]

MTTDL ¼
X

i

p�i ð0Þ: (3)

Using Equation (3) we solve the Laplace transform for
the file being considered for s ¼ 0 and use Equation (2) to
compute the MTTDL of PFP

MTTDLPFP ¼ ½3ð1� aÞ�þ m�2 þ 4a�½3ð1� aÞ þ m� þ 4�ð1� aÞð3�þ mÞ
12�2ð1� aÞ2ð3�þ mÞ :

(4)

For RCR, the loss of any unique data chunk with a refer-
ence count of 1 would result in data loss. For DTR, the occur-
rence of any two concurrent latent sector errors within a file
would result in data loss. It must be noted that the reliability

for DTR is overestimated here since we do not consider the
failure amplification from the viewpoint of an individual file.
That is, in practice, the loss of a single data chunk in DTR
may cause multiple files to become unavailable, amplifying/
multiplying the failure impact, as described in Section 5.2.

Based on the state transition diagrams, the MTTDL of
DTR scheme is

MTTDLDTR ¼ 7�þ m

12�2
: (5)

The MTTDL of RCR scheme is

MTTDLRCR ¼ ð3þ aÞ�þ m

4�ð1� aÞð3�þ mÞ : (6)

Fig. 9 plots comparisons of file’s MTTDLs achieved by
DTR, RCR and PFP. The latent sector error rate � is assumed
to be one error occurrence every ten thousand hours, which
is adopted from the failure analysis in real data sets [13], [22].
The repair of a latent sector error could be fast if it is recover-
able. However, the detection of a latent sector error could
take days or even up to weeks. Based on the disk scrubbing
studies, the detection delay is set to be one week [22]. From
Fig. 9, we can see that FPF improves the storage reliability in
terms of MTTDL by an average of 685.9 times and 2029.2
times over the RCR and DTR schemes, respectively. More-
over, FPF increases MTTDL of files with increasing dedupli-
cation ratios.When the deduplication ratio is 0, meaning that
all data chunks are unique data chunks, the MTTDLs of PFP
and DTR are the same. The gap in MTTDL between PFP and
DTR widens as the deduplication ratio increases, because
PFP can provide better protection for the data chunks with
higher reference counts.

5 PERFORMANCE EVALUATIONS

In this section, we first describe the experimental setup and
methodology. Then we evaluate the reliability of PFP-opti-
mized deduplication-based storage systems through exten-
sive data-driven and fault injection experiments. Finally, we
present the performance results and analyze the storage effi-
ciency of PFP.

5.1 Experimental Setup and Methodology

We implement a prototype of PFP by integrating it into the
open-source data deduplication project called SDFS [24], [25].

Fig. 8. State transition diagrams for the RCR, DTR and PFP schemes
from the viewpoint of an individual file consisting of 3 data chunks and 1
parity chunk, where �, m and a are the error rate, repair rate and dedupli-
cation ratio, respectively. Data Loss means that the file becomes
unavailable.

Fig. 9. MTTDL of files achieved by different schemes. Note that higher
MTTDL indicates higher reliability.
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The Deduplication Storage Engine (DSE) module within the
SDFS volume is enhanced to store, read and recover all
unique data chunks. We use data-driven, failure-injection
based experiments to evaluate the reliability, performance
and storage efficiency. Chunk failures are injected on storage
devices based on the failure characteristics in real data cen-
ters [13], [26], [27]. In order to obtain a fair comparison
among different schemes, the exact pattern of chunk failure
injections conducted on any first comparative scheme’s
experiments is recorded so that the exact same failure-
injection pattern is applied to all other comparative schemes’
experiments. Moreover, the chunk failures are injected
within a fixed storage space for all the schemes. In other
words, the experimental platform and the failure injection
method are the same for all the schemes.

All the experiments were conducted on a Dell PowerEdge
T320 node with an Intel Xeon E5-2407 CPU and 32GB mem-
ory. In this system, a SAMSUNG HE253GJ SATA HDD (250
GB) is used to host the operating system (Ubuntu Linux ker-
nel version 4.2.0), the Linux software RAID module (i.e.,
MD) and other software. The LSI Logic MegaRAID SAS 2208
controller is used to connect eight SATA HDDs (Seagate
ST9750420AS 7200RPM 750GB). In the experiments, four dif-
ferent data sets are used for the data-driven evaluation. The
four data sets are downloaded from four different systems,
including source codes of different Linux kernel versions
(Kernel) [28], email inbox and outbox files (Email), different
Firefox installation images (Firefox) [29] andVirtualMachine
images (VMDK) [30]. The four data sets represent different
data redundancy characteristics with a data chunk size of
4 kB, as summarized in Table 1.

We compare the reliability, performance and storage effi-
ciency of PFP with those of the deduplication-then-RAID
scheme (DTR) [31], reference-count based replication scheme
(RCR) [32] and a deduplication-based storage system with-
out any redundancy protection (Dedupe). In the DTR scheme,
a RAID5 set with a strip size of 256 kB is used to protect the
unique data chunks and its parity group (stripe) size is the
same as that of the PFP scheme. For the RCR scheme, a func-
tion of type k = fðwÞ =minðmax(1, a + b logðwÞ), kmax) is used
to calculate the number of replicas k depending on weight w

of a data chunk. If a chunk only belongs to a single file, it is
not protected in the RCR scheme. In the function used in the
RCR scheme, a and b are constants that will yield different
storage space utilization and robustness levels. a and b are
determined experimentally and depend on the characteris-
tics of the data set. In our experiments, we set a to “0” and b
to “1”. The maximum number of replicas of a data chunk is
capped at kmax which is set to “4”. These parameters are set
following the example of and consistent with the original
RCR study published in [32].

5.2 Failure Injection and Analysis

We use the failure injection method to emulate the chunk
failures. In the chunk failure injection model, chunk failures
include data chunks, parity and replica chunks introduced
by the DTR, RCR and PFP schemes. Although file metadata
is also stored on storage devices, its size is much smaller
than that of data chunks. Since our main focus is on the
reliability impact on individual files by data chunk failures
and the reliability impact of metadata loss is the same for the
different schemes, we consider the reliability of metadata to
be out of scope of this paper. In the reliability evaluation,
wemeasure the numbers of files rendered unavailable by the
injection of different numbers of chunk failures on the stor-
age devices. In the DTR and PFP experiments, the parity
group size is set to 4.

Fig. 10 plots the number of file losses for different systems
as a function of the number of chunk failures driven by the
four data sets, respectively. We draw several interesting
observations from this evaluation. First, the PFP scheme has
the least number of file losses among the four schemes. The
reasons are twofold. On the one hand, PFP calculates the par-
ity redundancy with a small parity group size (e.g., 4 in the
experiments) within a file. Thus, multiple parity chunks are
generated for a large file.When there aremultiple chunk fail-
ures within a single file, these lost chunks can be recovered
by intra-file recovery if the lost chunks are relatively evenly
distributed in the file. If the lost chunks are not evenly dis-
tributed, e.g., with an extreme case where there are multiple
chunk failures occurring in a single parity group within a
file, the lost data chunks with a high reference count (larger
than 1) can still be recovered by inter-file recovery. There-
fore, for data sets with high deduplication ratio, the PFP
scheme can tolerate a much larger number of chunk failures
without any file losses than the other schemes.

Fig. 11 shows the percentage breakdown of files recovered
by either intra-file recovery alone or joint intra- & inter-file
recovery with 100 injected chunk failures in the PFP scheme.
The results show that a majority of files can be recovered by
the intra-file recovery. However, the inter-file recovery is

TABLE 1
The Characteristics of the Four Data Sets

Data sets Dedup. ratio Size (GB) Number of Files

Kernel 81.0% 330.3 29,010,461
Email 21.1% 424.1 5,175,912
FireFox 73.2% 547.9 316,341
VMDK 39.5% 1621.2 12,768

Fig. 10. Comparisons of numbers of file losses for different systems as a function of the number of chunk failures driven by the four data sets.
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also important and contributes to recovering files in the
Kernel and FireFox data sets due to their higher data redun-
dancy. The only condition under which PFP fails to prevent
file losses is when at least two concurrent data chunk failures
occur within a single parity group and both of the two data
chunks are only referenced by a single file. The probability
of this happening is somewhat low, which is demonstrated
by the evaluation results driven by the four data sets. On
the other hand, data chunks with a high reference count
have been more securely protected by the fact that each of
these critical chunks is covered by the multiple XOR parity
groups of their corresponding referencing files in the PFP
scheme. This makes files containing critical data chunks
much less vulnerable to file losses in the PFP scheme than in
the DTR scheme.

Second, for a given number of chunk failures, the Dedupe
scheme incurs the largest number of file losses. It is notewor-
thy that, in the experiments driven by the Kernel, Email and
FireFox data sets, the number of file losses is even larger than
the number of chunk failures. The reason is that the unavail-
able chunks may be referenced by multiple files in these
three data sets, leading to a typical scenario in which a single
chunk failure causes multiple files to become unavailable.
However, for the VMDKdata set, an individual file is usually
very large, i.e., hundreds ofMB.Multiple chunk failuresmay
cause only a single file to be unavailable. Therefore, the num-
ber of file losses is smaller than the number of chunk failures
in this case.

Third, only protecting the data chunks with high refer-
ence counts (RCR) or protecting the unique data chunks
(DTR) is not sufficient in protecting individual files from
losses. For the RCR scheme, failures of data chunks with a

reference count of 1 will cause file loss. Unlike the data sets
with high deduplication ratio where there are many chunks
with relatively high reference count, relatively few data
chunks are of reference count of more than 1 for data sets
with low deduplication ratio, such as Email and VMDK data
sets. In the experiments on these two data sets, the number
of file losses for the RCR scheme is larger than that for the
DTR scheme. In contrast, the number of file losses for
the DTR scheme is larger than that for the RCR scheme in the
experiments driven by the data sets with high deduplication
ratio, such as Kernel and FireFox data sets. The reason is that
two or more chunk failures occurring within an individual
stripe of RAID5 in the DTR scheme will render the stripe
unavailable, causing a large number of file losses. Besides,
the loss of data chunks with high reference counts will cause
further file losses. Therefore, for data sets with high dedupli-
cation ratios, protecting data chunks with high reference
counts plays a critically important role in improving reli-
ability of deduplication-based storage systems [11]. As a
result, for the high-deduplication-ratio date sets Kernel and
FireFox, the RCR scheme is shown to have fewer file losses
than the DTR scheme in Figs. 10a and 10c, respectively.

In the PFP scheme, the parity group size is an important
design parameter for system reliability, cost and perfor-
mance. To better understand the sensitivity of this parame-
ter, we conduct experiments on different parity group sizes:
4, 8, 12, 16 and 20 in the PFP scheme. In the experiments, we
randomly inject 100,000 data chunk failures to measure how
many data chunks can be recovered. Fig. 12 shows the per-
centage of recoverable data chunks by the PFP scheme as a
function of the parity group size driven by the four data sets.
The results show that the percentage of recoverable data
chunks decreases as the group size increases. The reason is
that the probability of two concurrent data chunk failures
within a larger parity group is higher than that in a smaller
group. If both failed data chunks are each referenced by a
single file, the corresponding file will be lost.

5.3 Performance Results

Fig. 13 shows the normalized system throughput of the dif-
ferent schemes driven by the four data sets. Compared with
the non-deduplication-based storage system (No-Dedupe),
PFP improves the system throughput by 28.4, �4.2, 25.4 and
14.2 percent for the Kernel, Email, FireFox and VMDK data
sets, respectively. The average throughput improvement is
16.0 percent. The DTR and RCR schemes also improve
the throughput over the No-Dedupe storage system by

Fig. 11. The percentage breakdown of files recovered by either intra-file
recovery alone or joint intra- & inter-file recovery with 100 injected chunk
failures in the PFP scheme.

Fig. 12. The percentage of recoverable data chunks by the PFP scheme
as a function of the group size, driven by the four data sets.

Fig. 13. The normalized (to No-Dedupe) system throughput of the
different schemes driven by the four data sets.
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20.8 and 22.6 percent on average, respectively. The reason
is that deduplication-based storage systems reduce the
total written data significantly, compared with the non-
deduplication-based storage system. Reducing write reque-
sts can reduce the queue length, thus directly improving
system performance [33].

However, compared with the DTR and RCR schemes, PFP
degrades the throughput by 5.7 percent on average. This per-
formance overhead of PFP stems from two factors. First, the
parity generation process is executed on the critical I/O path,
thus affecting system performance. However, from the evalu-
ation results, the parity generation consumes much less I/O
bandwidth than the normal I/Os,whichmakes its impact rel-
atively small. Second, the 0-padding within small files affects
system performance. The number of small files in the Kernel
and Email data sets is much larger than that in the FireFox
and VMDK data sets, thus the performance degradation for
the former two data sets ismuch higher than that for the latter
two data sets. Note that PFP’s inferior performance to No-
Dedupe stems from the fact that the deduplication ratio of the
Email data set is only about 21.1 percent, which causes PFP to
incur much more storage overhead relative to No-Dedupe
and underperform No-Dedupe in system throughput.

5.4 Storage Efficiency

The primary objective of data deduplication is to reduce stor-
age space requirement thus improving storage efficiency.
However, applying redundancy-based protection schemes
in deduplication-based storage systems re-introduce data
redundancy, which may negatively affect the storage effi-
ciency. Fig. 14 shows the normalized storage efficiency of
the different schemes driven by the four data sets. Storage
efficiency in this context is defined to be the total data vol-
ume written to storage devices divided by the total data
volume arrived at the file system, thus the lower the better.
We assume that the storage efficiency is 1 for the No-Dedupe
system. In this evaluation, due to the small size of metadata
and index, relative to data chunks, we do not consider the
storage overhead introduced by metadata and fingerprint
index. As before, the parity group size in the DTR and PFP
experiments is set to 4.

A few key conclusions are drawn from the evaluation.
First, deduplication-based storage systems outperform the
non-deduplication-based storage systems in terms of storage
efficiency, which demonstrates the advantage of data dedu-
plication. Second, DTR, RCR and PFP introduce much more

storage overhead than the Dedupe system. For data sets
with high deduplication ratios, such as Kernel and FireFox,
the RCR scheme introduces much more redundancy than
the DTR scheme. Third, the PFP scheme introduces less
storage overhead than the RCR scheme for the Kernel and
FireFox data sets. However, PFP introduces the largest stor-
age overhead for the Email and VMDK data sets. The reason
is that PFP applies the data redundancy protection on the
original data set that is larger than the deduplicated data
set. Nevertheless, PFP significantly improves the storage
efficiency of the No-dedupe system, by 46.1, 48.2 and
14.5 percent for the Kernel, FireFox and VMDK data sets,
respectively. Although PFP degrades the storage efficiency
by 3.9 percent for the Email data sets, it significantly outper-
forms the other schemes in terms of system reliability. In con-
clusion, we argue that PFP’s significant advantage in system
and file reliability over other deduplication-based redun-
dancy schemes DTR and RCR strongly justifies its relatively
small additional space overhead.

5.5 File-Failure-Tolerance Efficiency

How much data redundancy added to the system can
directly affect the efficiency of failure tolerance. In the other
words, for the same amount extra redundancy added, the
more file failures tolerated by a given scheme, the more
efficient the scheme is. Thus, a fair and reasonable compari-
son metric for the DTR, RCR and PFP schemes should be
such efficiency, namely, the number of file failures (by the
conventional deduplication scheme) tolerated divided by
the amount of data redundancy added on top of the conven-
tional deduplication system. That is, out of the file failures
induced by the conventional deduplication scheme, how
many are prevented (tolerated) from rendering actual data
loss by the added data redundancy of a given scheme? Obvi-
ously, the higher this metric is, the better the schemewill be.

Fig. 15 shows the number of file losses from the conven-
tional data deduplication scheme (Dedupe) that are pre-
vented from rendering data loss per added data redundancy,
driven by the four data sets on the condition of 5,000 injected
chunk failures. For each dataset, the file-failure tolerance val-
ues for all the schemes are measured based on the same
amount of added redundancy, that of the DTR scheme. It
is clear that PFP achieves the highest file-failure tolerance
per unit of added redundancy among all the schemes. It
improves the file-failure-tolerance efficiency measure by an
average of 52.2 and 197.5 percent over the DTR and RCR

Fig. 14. The normalized (to No-Dedupe) storage efficiency of different
schemes driven by the four data sets.

Fig. 15. Number of file losses prevented per added data redundancy
driven by the four data sets. The Y -axis shows the difference between
the number of file losses under Dedupe and that under the given protec-
tion scheme DTR/RCR/PFP.
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schemes, respectively. Although PFP adds a little more data
redundancy than the DTR and RCR schemes, the former is
shown to be able to tolerate significantly more file failures
than the latter. In otherwords, PFP trades a slightly increased
data redundancy (over DTR and RCR) for vastly improved
file-loss protection.

6 RELATED WORK

Data deduplication as a space-efficient technique has
received a great deal of attention from both industry and
academia. While more details about data deduplication
research and development can be found in the two survey
articles [2], [4], recent studies have suggested that other
important deduplication-specific problems such as reliabil-
ity have not been adequately addressed in the literature and
should be seriously considered [3].

The existing schemes addressing the reliability problem in
deduplication-based storage systems can be classified into
two categories, reference-count based replication and dedu-
plication-then-RAID [4]. To the best of our knowledge, Bhag-
wat et al. [32] are the first to address the reliability concern in
deduplicated storage systems. They observe that deduplica-
tion alters the reliability of the stored data due to the sharing
of common data chunks. Thus, they use replication-based
storage to store the data chunks with high reference counts
and argue that the number of copies of a data chunk should
be logarithmic to the reference count of the data chunk.
HYDRAstor [34] is a deduplicated secondary storage system
that allows data chunks to be placed in different resilience
classes, each of which has a different level of reliability.
However, which resilience class to store each data chunk is
the responsibility of the user and has no relationship to the
sharing degree of the data chunks. Recently, Fu et al. [11]
propose a deliberate copy technique that allocates a small
dedicated physical area to store the data chunks with
high reference counts and first repairs the dedicated phy-
sical area during RAID reconstruction upon failure. The
reference-count based replication methods only consider the
importance of the data chunks with high reference counts to
alleviate the impact of corrupted files caused by the loss of
these data chunks. However, from the point of view of a file,
any loss of a file’s constituent data chunks that are spread
across multiple disks will render the file unavailable. Thus,
only protecting the data chunkswith high reference counts is
not sufficient.

On the other hand, the DTR schemes directly apply a cer-
tain erasure code on the unique data chunks after data dedu-
plication. DDFS [5] improves the reliability of deduplication
storage by applying the software RAID-6 protection method
to the unique data chunks. Liu et al. [31] suggest that
variable-size chunking, i.e., CDC, should be preferred over
fixed-size chunking because the former has proven to yield

more space savings. The variable-size data chunks are first
packed into bigger fixed-size objects for erasure-code protec-
tion and then stored on multiple storage nodes. HP-KVS [35]
allows each object to specify its own reliability level and uses
the software erasure coding to improve the data reliability.
However, the importance of all the unique data chunks is
considered equally in the DTR schemes. Since the same era-
sure code is used on all unique data chunks after deduplica-
tion, the criticality of the data chunks with high reference
counts is not considered.

Table 2 presents a summary of the existing studies most
relevant to the PFP scheme. The existing solutions focus on
only one of the reliability-related parameters for deduplica-
tion-based storage systems: either the criticality of losing a
chunk (RCR) or the probability of losing any chunk (DTR).
Different from these schemes, PFP scheme improves the
reliability by encoding the data chunks of a file before they
are deduplicated. Thus, PFP provides the best reliability by
considering the two reliability-related parameters simulta-
neously via intra-file recovery and inter-file recovery. Taking
the storage efficiency into account, PFP is still shown to pre-
vent the highest number of files from being lost per added
data redundancy, for the four data sets. Moreover, the three
schemes perform comparably in terms of system throughput.

Some studies also analyze the reliability of deduplication-
based storage systems theoretically. Li et al. [35] propose
combinatorial analysis of deduplication and erasure coding
to evaluate the system reliability. Rozier et al. [36], [37] design
and implement a modeling framework to evaluate the
reliability of a deduplication-based storage system with dif-
ferent hardware and software configurations. Inspired by
and based on these theoretical analysis, we build anMTTDL-
based model to evaluate the reliability of different protection
schemes. Further, different from these theoretical analyses,
we build a system for deduplication-based storage systems,
populatedwith real data sets, to analyze the system reliability
under different situations of data corruption. We also con-
duct experiments to examine the system throughput and
storage efficiency.

7 LESSONS LEARNED

The idea of Per-File Parity is motivated by the need to simul-
taneously protect individual files and provide a higher-level
protection for critical data chunks with high reference counts
in deduplication-based storage systems. Interestingly, our
design and implementation of PFP to meet this increasingly
important need reveal several useful insights and demon-
strate that data deduplication is a double-edged sword for
system reliability.

First, the impact of deduplication on reliability of storage
systems is complicated. Deduplication is widely deployed in
backup and archiving environments to significantly shorten

TABLE 2
Summary of the Related Studies to PFP
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the backup window and save storage space. It reduces the
storage footprint and the cost and number of storage devices,
thus offering a potential to reduce the possibility of data
loss [11].Moreover, data deduplication significantly improves
the reliability of flash-based storage systems by virtual of
reducing the write traffic to the devices and thus reducing the
number of internal write and garbage collection (GC) opera-
tions [38], [39] that are harmful to the reliability and perfor-
mance of the flash device. On the other hand, keeping only a
single instance for each data chunk that is shared by many
files poses a serious threat to the reliability of deduplication-
based storage systems, which has been demonstrated by our
experimental results in Section 5.2 and previous studies [11],
[31], [32]. Thus, a systemic reliability analytical study for
deduplication-enabled HDD-based and SSD-based storage
systems is needed.

Second, higher storage reliability can be achieved by
applying erasure codes [40]. With the increasing processing
power of CPUs in host machines and within device control-
lers, erasure codes have beenwell utilized in storage systems
with acceptable processing overhead. Besides the parity and
replication redundancy that are traditionally used in RAID-
structured storage systems, erasure codes can tolerate two or
more data chunk failures within a code group (i.e., code-
word). Thus, incorporating erasure codes into the PFP
scheme is a direction of our future work, which can provide
higher levels of protection and avoid file losses caused by
multiple concurrent data chunk failureswithin a code group.

Third, how to manage fingerprint information and other
metadata is non-trivial in deduplication-based storage sys-
tems [41]. In the PFP scheme, in order to support inter-file
recovery, the files sharing high-reference-count data chunks
should be managed through a separate mapping table.
When lost data chunks cannot be recovered by the intra-file
recovery procedure, the mapping table is used to recover
the data chunks with high reference counts by inter-file
recovery. Although the inter-file recovery module can be
embedded into the background disk scrubbing process to
reduce the metadata overhead, it will degrade the system
performance.

8 CONCLUSION

Data deduplication has been widely used to improve
the storage efficiency inmodern primary and secondary stor-
age systems. While increasingly important, the reliability
issue of deduplication-based storage systems has not rece-
ived sufficient attention. In this paper, we propose a per-file
parity scheme to improve the reliability of deduplication-
based storage systems. PFP computes the parity for each
parity group of N chunks (N � 1 data chunks and 1 parity
chunk, where N is configurable) within each file before the
file is deduplicated. Therefore, PFP can provide redundancy
protection for all files by intra-file recovery as well as a
higher level of protection for data chunkswith high reference
counts, critical data chunks, by inter-file recovery.
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J.-F. Pâris, “Providing high reliability in a minimum redundancy
archival storage system,” in Proc. 14th IEEE Int. Symp. Model. Anal.
Simul., Sep. 2006, pp. 413–421.

[33] B. Mao, H. Jiang, S. Wu, and L. Tian, “POD: Performance oriented
I/O deduplication for primary storage systems in the cloud,” in
Proc. IEEE 28th Int. Parallel Distrib. Process. Symp., May. 2014,
pp. 767–776.

[34] U. Cristian, A. Benjamin, A. Akshat, G. Salil, R. Stephen,
C. Grzegorz, D. Cezary, and B. Aniruddha, “HydraFS: A high-
throughput file system for the HYDRAstor content-addressable
storage system,” in Proc. 8th USENIX Conf. File Storage Technol.,
Feb. 2010, pp. 17–17.

[35] X. Li, M. Lillibridge, and M. Uysal, “Reliability analysis of dedu-
plicated and erasure-coded storage,” ACM SIGMETRICS Perform.
Eval. Rev., vol. 38, no. 3, pp. 4–9, 2011.

[36] E. Rozier and W. Sanders, “A framework for efficient evaluation
of the fault tolerance of deduplicated storage systems,” in Proc.
IEEE/IFIP Int. Conf. Depend. Syst. Netw., Jun. 2012, pp. 1–12.

[37] E. Rozier, W. Sanders, P. Zhou, and N. Mandagere, “Modeling the
fault tolerance consequences of deduplication,” in Proc. IEEE 30th
Int. Symp. Reliable Distrib. Syst., Oct. 2011, pp. 75–84.

[38] F. Chen, T. Luo, and X. Zhang, “CAFTL: A content-aware flash
translation layer enhancing the lifespan of flash memory based
solid state drives,” in Proc. 9th USENIX Conf. File Stroage Technol.,
Feb. 2011, p. 6.

[39] A. Gupta, R. Pisolkar, B. Urgaonkar, and A. Sivasubramaniam,
“Leveraging value locality in optimizingNANDflash-based SSDs,”
in Proc. 9th USENIX Conf. File Stroage Technol., Feb. 2011, p. 7.

[40] J. S. Plank, “Erasure codes for storage systems: A brief primer,”
login: The Usenix Mag., vol. 38, no. 6, pp. 44–50, 2013.

[41] F. Botelho, P. Shilane, N. Garg, and W. Hsu, “Memory efficient
sanitization of a deduplicated storage system,” in Proc. 11th USE-
NIX Conf. File Storage Technol., Feb. 2013, pp. 81–94.

SuzhenWu received the BSc and PhD degrees in
computer science and technology and computer
architecture from the Huazhong University of Sci-
ence and Technology, Wuhan, China, in 2005 and
2010, respectively. She is an associate professor
of Computer Science Department, Xiamen Uni-
versity since August 2014. Her research interests
include computer architecture and storage sys-
tem. She has more than 40 publications in journal
and international conferences including the IEEE
Transactions on Parallel and Distributed Systems,

the IEEE Transactions on Computers, the IEEE Transactions on Com-
puter-Aided Design of Integrated Circuits and Systems, the ACM Trans-
actions on Storage, USENIX FAST, LISA, ICS, ICCD, MSST, IPDPS,
SRDS, and DATE. She is a member of the IEEE and ACM.

Bo Mao received the BSc degree in computer sci-
ence and technology from Northeast University,
Shenyang, China, in 2005; and the PhD degree in
computer architecture from the Huazhong Univer-
sity of Science and Technology, Wuhan, China, in
2010. His research interests include storage sys-
tem, cloud computing and big data. He is an associ-
ate professor with the Software School of Xiamen
University. He has more than 40 publications in
international journals and conferences including
the IEEE Transactions on Parallel and Distributed

Systems, the IEEE Transactions on Computers, the IEEE Transactions on
Computer-Aided Design of Integrated Circuits and Systems, the ACM
Transactions on Storage, USENIX FAST, LISA, ICS, ICCD, MSST, IPDPS,
SRDS, andDATE. He is amember of the IEEEandACM.

Hong Jiang received the BSc degree in computer
engineering from the Huazhong University of Sci-
ence and Technology, Wuhan, China; the MASc
degree in computer engineering from the Univer-
sity of Toronto, Toronto, Canada; and the PhD
degree in computer science from Texas A&M Uni-
versity, College Station, Texas. He is currently
chair and Wendell H. Nedderman Endowed pro-
fessor of Computer Science and Engineering
Department at the University of Texas at Arlington.
Prior to joining UTA, he served as a Program

director at National Science Foundation (2013.1-2015.8) and he was at
University of Nebraska-Lincoln since 1991, where he was Willa Cather
professor of Computer Science and Engineering. He has graduated 16
PhD students who upon their graduations either landed academic tenure-
track positions in PhD-granting US institutions or were employed by major
US IT corporations. He has also supervised 20 post-doctoral fellows and
visiting scholars. His present research interests include computer archi-
tecture, computer storage systems and parallel I/O, high-performance
computing, big data computing, cloud computing, performance evalua-
tion. He recently served as an associate editor of the IEEE Transactions
on Parallel and Distributed Systems. He has more than 300 publications
in major journals and international conferences in these areas, including
the IEEE Transactions on Parallel and Distributed Systems, the IEEE
Transactions on Computers, the Proceedings of IEEE, the ACM Transac-
tions on Architecture and Code Optimization, the ACM Transactions on
Storage, the Journal of Parallel and Distributed Computing, the Interna-
tional Science Community Association, MICRO, USENIX ATC, FAST,
EuroSys, SOCC, LISA, SIGMETRICS, ICDCS, IPDPS, MIDDLEWARE,
OOPLAS, ECOOP, SC, ICS, HPDC, INFOCOM, ICPP, etc., and his
research has been supported by NSF, DOD, and industry. He is a fellow
of the IEEE, and member of the ACM.

Huagao Luan received the master’s degree from
Computer Science Department, Xiamen Univer-
sity, Fujian, China, in 2018. He is currently a soft-
ware engineer at Meituan-Dianping Company.
His research interests include data deduplication
and flash storage systems.

Jindong Zhou received the BSc degree in soft-
ware engineering from Xiamen University, Fujian,
China, in 2018. He is currently working toward
the master’s degree in software engineering at
Xiamen University. His research interests include
flash storage systems and data deduplication. He
has publications in the IEEE Transactions on
Computer-Aided Design of Integrated Circuits
and Systems and SRDS.

" For more information on this or any other computing topic,
please visit our Digital Library at www.computer.org/publications/dlib.

WU ETAL.: PFP: IMPROVING THE RELIABILITYOF DEDUPLICATION-BASED STORAGE SYSTEMSWITH PER-FILE PARITY 2129

https://github.com/opendedup/sdfs
https://www.kernel.org/
https://www.kernel.org/
https://www.mozilla.org/en-US/firefox/new/
https://www.mozilla.org/en-US/firefox/new/
http://www.vmware.com/appliances/


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Algerian
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BaskOldFace
    /Batang
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FootlightMTLight
    /FreestyleScript-Regular
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /InformalRoman-Regular
    /Jokerman-Regular
    /JuiceITC-Regular
    /KristenITC-Regular
    /KuenstlerScript-Black
    /KuenstlerScript-Medium
    /KuenstlerScript-TwoBold
    /KunstlerScript
    /LatinWide
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSansUnicode
    /Magneto-Bold
    /MaturaMTScriptCapitals
    /MediciScriptLTStd
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MS-Mincho
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NuptialScript
    /OldEnglishTextMT
    /Onyx
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Parchment-Regular
    /Playbill
    /PMingLiU
    /PoorRichard-Regular
    /Ravie
    /ShowcardGothic-Reg
    /SimSun
    /SnapITC-Regular
    /Stencil
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanMTStd
    /TimesNewRomanMTStd-Bold
    /TimesNewRomanMTStd-BoldCond
    /TimesNewRomanMTStd-BoldIt
    /TimesNewRomanMTStd-Cond
    /TimesNewRomanMTStd-CondIt
    /TimesNewRomanMTStd-Italic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryStd-Demi
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Suggested"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


