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Motivation

Rapid development of VR

$ 11.52 billion ) $ 87.97 billion

R k
$ VR market 2019 005

Massive g . . .
A robust and convenient authentication

method for VR devices 1s in dire need!
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Proposed Scheme

Pupil-based passcode

e Monitors pupil data as the secret key
o  Safe against observers

o  Easy to perform
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BlinKey Architecture
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BlinKey Architecture
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features:

{blink time instance,
blink intervals, relative

Qltervals}
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Knowledge-based Biometric features:
{WAmpF, StDp, SSCF,
Maximumpg, Skewnessp,

SSCy, Meany, Kurtosisg,

MedianT, IQRF}
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Prototype

VR headset: HTC VIVE Pro
Eye tracker: Pupil Labs VIVE Pro add-on

Server: Exxact desktop

o  Processor: Intel Core i7 CPU
o  Graphic cards: 2x NVIDIA GeForce RTX
o  Operating system: Windows 10

Software platform: Unity




e /ero-cffort attacks

Evaluation - Security

e Shoulder-surfing attacks

Blinkey length 3 4 5 6 |78 9 10
FAR (%) 81 44 34 19]|0|0 0 o
e Statistical attacks
Blinkey length 3 4 5 6 7 |8]9 10
FAR (%) of statistical attacks 52 64 28 24 18|0]0 0
e (redential-aware attacks
Length 3 4 5 6 7 8 9 10
BlinKey 16.6% 254% 19.7% 15.5% 14.2% 10.6% 7.9% 4.4%
PIN 100% 100% 97.1% 100% 100% 100% 100% 100%
Pattern lock 100% 100% 100% 100% 100% 99.3% 97.1% 96.8
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Evaluation - Usability

e [ogin time e [ogin attempts
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- Mean time: 9.6 s - " attempt: 93.3%
- 90" percentile: 11.2 s - Mean attempts: 1.07



Pupil size
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Thank you for watching!



