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Continuous authentication

Continuously confirm user 1dentity

?
- -

[

Originally

. Current user
logged-1n user



Related works

Behavioral-based approaches

ECG/PPG ye-based

Wfﬁiaﬂ»&{%
7 s

me %i
Heart based

o
/,

o
(=1
‘A \-s
1=
o

-
Touch Gesture

Keystroke



Related works

Other approaches:
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Proximity Timeout

Sub-meter accuracy 1ssues Not entirely risk-free



Background

Measured
electric chargesV/,,

@ Nsorption of
electric charges
& A new type of signal:
Touchscreen C. Human-induced electric potential
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Leveragé human-induced electric potential for continuous authentication
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Feasibility study

Experimental setup:
 nRF52 MCU board-based wearable and Android tablet (Terminal)
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Wearable Terminal



Feasibility study
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Feasibility study

Neck Wrist === Arm OS

Key observations:

* Two sources’ touch timestamps match
at different body positions as well



Adversarial model

Innocent adversary: Uni ess other terminals

I HB0& (H)*+ - (
| H#$$&I/8I("& 0)#-

=2 THIB
| ::

5

Shared workspace



Adversarial model

Malicious adversary : Deliberately access other terminals 2#,&#($+)"+--&*(3.(#" #$%&
!nu#$%&|(o’ou#n&/ ’/
1O$"O,(O)"&I#$"O+) _______________________

Shared workspace



Handling the innocent adversary

Basic scheme:

Authenticator

Wearable (implemented on terminal) Terminal
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Basic scheme

Signal acquisition:
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. Acquire signal using wearable prototype
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Basic scheme

— Denoising

Wearable

—Processed| Refine signal
— Raw
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Basic scheme

md Scgmentation
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Wearable

Norm. amplitude
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Basic scheme

Touchscreen

/interaction

Threshold

Body
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removal

To remove impact of user
movement



Basic scheme

NAN — — Irrelevant
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Compare two source sequences of press/release



Handling the malicious adversary

* Terminal fingerprinting
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Leverage terminal's fingerprint as an additional layer of defense



Handling the malicious adversary
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Basic pipeline

----------------------------
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Modified pipeline
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Modified pipeline
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Modified pipeline
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Modified pipeline

Basic scheme
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Modified pipeline

Basic scheme
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Evaluations

Experimental setup:
 Prototype wearable _
* Android tablet

System Performance

System Parameters

Comparison to prior works _
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System performance

Robustness against adversaries:

* Innocent adversary * Malicious adversary
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* Practical performance against innocent adversary
* Attack success rate decreases with distance for malicious adversary



Ablation study
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* Terminal fingerprinting has significant impact on performance




Comparison to prior works
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Comparison to prior works

Detection efficiency:
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Different scenarios

Body locations

e Skin condition
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Similar performance across different body locations
Practical performance with varying skin conditions




Evaluations

System parameters:

* Match threshold * Synchronization tolerance
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User study

Closed questionnaire:

* QI :Iwould like to adopt the proposed continuous authentication scheme for daily usage.

* Q2 :The proposed scheme requires no effort from me.

* Q3 : The system 1s easy to use.

* Q4 : The system performance 1s consistent.

* Q5 :1would not be less worried about temporarily leaving my working terminal
unattended with the proposed scheme implemented.

* Q6 : The proposed scheme 1s more secure compared to the current session timeout
approach.

* Q7 :The operation 1s easy to learn.

* Q8 : The scheme would not disrupt my regular activities on the terminal.

* Q9 : The scheme 1s more convenient than the session timeout approach.

* QI10: The system 1s reasonably fast and unobtrusive.



User study

Survey Results:
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Well perceived by users and willing to adopt in daily life



Conclusion

We 1nvestigate the feasibility of leveraging a new form of signal,
, for two-factor continuous authentication.

We developed for the two-factor continuous
authentication scheme to handle various adversaries.

We prove via extensive experiments that our scheme
and 1s among users.
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